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1. Onuc OK

HajimenyBaHHSI MOKa3HUKIB

I'asny3b 3HaHBD,
crneniaJbHicTh, 0CBITHBO-
npodeciiina mporpama,
OCBITHIIi piBeHb

XapakTepucTHKa HABYAJILHOI
JTUCIHILTIHA

HopMmartuBHa

Jlenna ¢hopma HaBUAHHS

T"any3b 3HaHB
F Indopmartiiiai TeXHOJIOTI,

Kinekictb
Togun/xpenutis
60/2

CTCLiaNbHICTD

F5 KibepbOesmeka Ta 3axuct
iHdopmarrii,
OCBITHBO-TIpO(eciiina
mporpama

KiGepOesmeka Ta 3aXHCT
iHpopMarii

OCBITHIiI piBeHb OakanxaBp

Pix migroroBku 4

CemecTp 8

Camocriitaa pobora 56 ro.

Koncynprarii 4 ron.

®dopma KoHTpoOITIO: 63 hopMu
KOHTPOJIIO, sIK nonyck a0 €/1KI

MoBa HaBYaHHA — YKpaiHCbKa

II Indopmanis npo BukiIagaya
IIII: Yepusmyk Hartanis JleoniniBua;
HayxkoBHuii cTyninb: JOKTOp M€arorivHuX HayK;
Buene 3Banns: npodecop;
IMocana: npodecop kadeapu KOMI' IOTEPHUX HAYK Ta KibepOe3neKku;
KonrakTHa ingopmanisi: Cherniashchuk.Natalila@vnu.edu.ua
Jui 3anare: http://94.130.69.82/cgi-bin/timetable.cgi

III. Onuc 0CBITHHOr0 KOMIIOHEHTA

AHoTauis Kypcy. [Mepimii (6akanaBpchbkuii) piBEHb BHUINOI OCBITH BIAMOBIIA€E
choMoMY piBHIO HanioHanbHOT paMku kBanmidikaiiii 1 mepeadadae 3100yTTsI 0CO00I0 TEOPETUUHHX
3HaHb Ta MPAKTUYHHUX YMIHb 1 HABUYOK, JOCTATHIX JJsl YCIIIIHOTO BUKOHAHHS MNpOQeciiiHuX
000B'A3KIB 32 00paHoIO0 crerianbHicTIo. Ha 1boMy piBHI 3100yBa€eThCs CTYIIHB OaKaIaBpa.

BbakanaBp — OCBITHIN CTymiHb, 110 3/7100yBa€ThCs Ha MEPIIOMY pPiBHI BUIIOI OCBITH Ta
MIPUCYUKYETBCS 3aKJIaJI0M BHUILOT OCBITU y pe3yJbTaTi YCHIIIHOTO BUKOHAHHS 3700yBaueM BHIIO]
OCBITH OCBITHBO-TIpoeciiiHoi mporpamu, oOcsr skoi crtaHoBuTh 180-240 kpeautiB €EKTC.
http://surl.li/zbucrd

€AKI - ue icnur Ha kmtant 3HO/HMT pana BunmyckHuKiB OakaiaBpaTy, 30Kpema
crnemianbHOCTi F5 Kibepbesneka Ta 3axuct iHbopMariii, y Gopmi KOMIT'FOTEpPHOTO TeCTyBaHHS, SIKUN
MIPOXOANUTH IMiJ] HAIJISIOM HE3aJEKHUX MPEACTaBHUKIB Ta BiJICOCHOCTEPEKEHHSAM Yy CHeliaIbHO
obnamroBanux ayaurtopiax. €/IKI npoBonsats BinnosigHo 10 Hakazy MiHicTepcTBa OCBITH 1 HAYKH
VYkpainu Ilpo 3atBepmxkeHHs IIporpamu €IMHOTO AepKaBHOTO KBami(iKaliiHOTO IiCOHUTY 3i
cnemianbHOoCcTi Kibepbesneka Ha mepioMy (6akanaBpchbkoMmy) piBHI BuIoi ocBiTH Ne980 Bif
04.11.2022.

IIpepexBizutu: ocitHi KomMrnoneHTu nepeadauveni OIIT (OK1-OK36).

IMocTpekBiznTn: CJIKI

Meta — oriHIOBaHHs piBHA (DaXOBUX Ta MPEIMETHUX KOMIETEHTHOCTEH, HEOOXITHUX IS
e(peKTUBHOTO BUKOHAHHS NMPodeciitHOl AIsITBHOCTI 32 00paHOIO0 CIELialbHICTIO.

Pe3ysnbTaTn HABYAHHS:

Inmeepanvna Komnemenmuicms: 31aTHICTh PO3B’A3YBaTH CKJIAJIHI CIeliai30BaHi 3a1a4i 1
MIPaKTUYHI 3aBJaHHA y rany3i kibepoe3neku.
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3acanvni KomMnemeHmuocmi:

3K 1. 3gaTHICTh 3aCTOCOBYBATH 3HAHHS Y TPAKTUYHUX CHUTYAITIsX.

3K 2. 3HaHHA Ta po3yMiHHS MPEIMETHOT 00JIaCTi Ta po3yMiHHS npodeciitHol AisTEHOCTI.

3K 3. 31aTHICTh CIIJIKYBATHUCS JIEP>KaBHOIO MOBOIO K YCHO, TaK 1 MHCbMOBO.

3K 4. 31aTHICTh CIIKYBAaTHCS 1HO3EMHOIO MOBOIO.

3K 5. 31aTHICTh BUNTHUCS 1 OBOJIOIBATH CY9aCHUMH 3HAHHSIMH.

3K 6. 3parHicTe peamidyBaTd CBOi TpaBa 1 OOOB’S3KM SIK YICHAa CYCHIIbCTBA,
YCBIIOMJIIOBATH IIHHOCTI TPOMAISHCHKOrO (BUIBHOTO J€MOKPATHYHOTO) CYCHUIBCTBA Ta
HEOOXIAHICTH HOro CTAJIOTO pO3BUTKY, BEPXOBEHCTBA TIpaBa, MpaB Ta CBOOOJ JIOJUHH 1
rpoMaJisHUHA B YKpaiHi.

3K 7. 3parHicTh yXBallOBaTH pIMIEHHS ¥ JIATH JOTPUMYIOUYHMCH PHUHIUILY
HETIPUITYCTUMOCTI KOPYIIIi Ta Oy/Ib-SIKUX 1HIIUX MPOSBIB HEJOOPOUYECHOCTI.

3K 8. 3nmatHicTh 30epiraTé Ta MPUMHOXKYBATH MOpPaJbHi, KyJIbTYpHI, HAYKOBI LIHHOCTI 1
JIOCSITHEHHS CYCITIJILCTBA HA OCHOB1 PO3yMiHHS iCTOpPIi Ta 3aKOHOMIPHOCTEH PO3BHUTKY MPEAMETHOL
obmacti, ii MicHs y 3arajbpHIi CHUCTeMi 3HaHb MPO HPUPOJY 1 CYCHUIBCTBO Ta Y PO3BUTKY
CYCIIJIbCTBA, TEXHIKM 1 TEXHOJIOT1i, BUKOPUCTOBYBATH Pi3HI BUIU Ta (GOPMU PYXOBOI aKTUBHOCTI
TUIsL aKTUBHOTO BIATIOYMHKY Ta BEIEHHS 3/I0POBOTO CIIOCO0Y KUTTSI.

CneyianbHi KOMnemeHmMHOCMI.

CK1. 3patHicTh 3aCTOCOBYBAaTH 3aKOHOAABYY Ta HOPMAaTHBHO- NPaBOBY 0a3y, a TaKOX
JepKaBHi 1 MKHAPOJIHI BUMOTH, IPAKTHUKY 1 CTaHAApTH y TpodeciiiHii JisSUTbHOCTI.

CK 2. 3naTHiCTh BUKOPHCTOBYBATH 1H(OpPMAIiHI TEXHOJOTI], Cy4acHI METOAM 1 MO
kibepOe3neKu Ta CUCTEMU 3aXHCTy 1HpOopMaIlii.

CK 3. 3parHicTs 3a0e3rnedyBaTH HEMEPEPBHICTH Oi3HEC-TIPOIECIB 3TiTHO BCTAHOBJICHOT
MOJIITUKH KibepOe3neku Ta 3axucTy iHdopmaiiii.

CK 4. 3parnicts 3a0e3nedyBaT 3axucT iHQOpManii iHPopManiiHUX Ta iHPOpPMaLiHHO-
KOMYHIKAI[IHHUX CHUCTeMax 3TiJHO BCTAaHOBIIEHOI MOJITUKU KiGepOesneku i 3axucTy iHdopMarlii.
CK 5. 3parmicte BimHOBmIOBaTH (YHKUIOHYBaHHS iH(opMamiiiHmx Tta iHpopMamiiHO-
KOMYHIKAI[IHHUX CHUCTEM IICIs peanizalii 3arpos, 3/ilicHeHHs Ki0eparak, 3001B 1 BiIMOB Pi3HHX
KJIaciB Ta TIOXOJKEHHSI.
CK 6. 3nmatHicTh BIpOBaKyBaTH Ta 3ale3nedyBaTH (PYHKIIOHYBaHHS KOMIUIEKCHUX CHCTEM
3axucty 1Hpopmarlli (KOMIJIEKCH HOPMATHBHO-TIPABOBUX, OPTraHI3alllfHUX Ta TEXHIYHHUX 3acO0IB 1
METO/IB, IPOLEAYP, MPAKTUYHUX MPUHOMIB TOILIIO.)

CK 7. 3naTHICTb 3/1HCHIOBATH NPOQECiiiHY MIAIbHICTE Ha OCHOBI BIPOBA/IXKEHOI CUCTEMHU
yIpaBJliHHS 1HPOpMaLifHOO Ta KibepOe3neKkoro.

CK 8. 3parHicTh 3acTOCOBYBaTHM METOAM Ta 3acoOM KpUNTOTPapiqHOro 3axXUCTy
iHpopMmarii Ha 00’€exTax 1HpopManiiHoi JISUTBHOCTI.
CK 9. 3natHicTh 3acTOCOBYBAaTH METOJM Ta 3acOOM TEXHIUHOTO 3aXMCTy 1H(popmalii Ha 00’ e€KTax
iHpopMaNiiHOI TiSIBHOCTI.

CK 10. 3pnaTHiCTP BHUKOHYBATH MOHITOPUHI 1H(QOpMALIiHUX MpOIECIB, aHAII3yBaTH,
BUSIBJISITH, OIIHIOBATH MOXJIIMBI Bpa3JIMBOCTI Ta 3arpo3u iHQOpMalifHOMYy MpocTopy H
1H(pOopMaLIHUM pecypcaM 3T1JHO 3 BCTAHOBJIEHOIO MOJIITUKOIO 1H(OpMaliiHOT Oe3MeKH.

Pezynomamu naguanns:

PH 1. BinpHO chikyBaTUCSl JE€p»aBHOI MOBOIO YCHO Ta HHUCHbMOBO IPU BHUKOHAHHI
npodeciiHuX 000B’SI3KIB.

PH 2. ChinkyBatucs 1HO3€MHOIO MOBOK 3 METOK 3a0e3leueHHs e(QEeKTUBHOCTI
npodeciifHoT KoMyHiKarii.

PH 3. 3actocoByBaTH NPUHUMINM HEOPUITYCTUMOCTI KOPYMUIi Ta OyIb-KUX I1HIIUX
NposiBIB HE1OOPOUYECHOCTI y podeciiHiil AISITBHOCTI.

PH 4. OpranizoByBatu BiacHy mnpodeciiiHy AisUIbHICTh, OOHMpaTH 1 BUKOPHCTOBYBATH
ONTUMAJIbHI METOJM Ta CIIOCOOM PO3B’S3aHHS CKJIAQJHUX CIEHiali30BaHUX 3a/1ad 1 MPaKTUYHHUX
npobieM y npodeciiiHii TIsITbHOCTI, OIIIHIOBATH TXHIO €()EKTUBHICTB.

PH 5. AmnamizyBaTH, apryMeHTyBaTH, NpUHMATH pPILIEHHS NPH PO3B’s3aHHI CKIIAJIHUX



CreLiali30BaHuX 3a7a4 1 MPaKTUYHUX 3aBJaHb y MpoQeciiiHiil AisIbHOCTI, K1 XapaKTepU3yIOThC
KOMIUIEKCHICTIO Ta HEMTOBHOIO BU3HAYCHICTIO YMOB, BIATIOBIAATH 32 IPUIHSATI PIIICHHS.

PH 6. ApantyBatucss 10 HOBHUX YMOB 1 TEXHOJOTIH mpodeciiiHoi AisbHOCTI,
IIPOrHO3YBATH KIHIEBUH pe3yibTar.

PH 7. 3acrocoByBaru i amantyBaTtu Teopii iHpopmamii Ta KOAYyBaHHSA, MaTeMaTHYHOI
CTAaTUCTUKH, 4ucel, Kpunrorpadii ta creranorpadii, oOpoOieHHs 1 mepenadi CUTHAIIB TOIIO,
MPUHIUIH, METO/HU, MOHATTS KibepOe3neku Ta 3axucry iHdopmarii y HaB4aHHI Ta HpodeciiHiit
TISUTBHOCTI.

PH 8. 3acrocoByBaTH 3HaHHS ¥ pPO3yMiHHS MaTreMaTWKH Ta (i3UKud B mpodeciitii
TiSTTBHOCTI, (popManizyBaTH 3amadl MpEeIMETHOI Taimy3i KibepOesleku Ta 3axucTy iHgopMariii,
dopmymnroBaTH IX MaTeMaTHYHY IIOCTAHOBKY Ta OOHMpaTH paliOHAJbHUNA METOJ BHUPILICHHS.

PH 9. 3nmatu Ta 3acTOoCOBYBaTH 3aKOHOJABCTBO YKpaiHM Ta MIKHAPOIHI BHUMOTH,
NPAaKTUKK 1 CTaHAAPTH 3 METOI0 3AiMCHEHHS MpodeciiiHol MisIbHOCTI B ramysi kibepOesmeku Ta
3aXUCTY iHpopmarrii.

PH 10. BuxopucroByBaTH cy4acHi iH(pOpMamiifHi TEXHOIOTii, METOau 1 MoAemi
kibepbe3neku Ta cucteM 3axucty iHdopmanii g 3aicHeHHS mnpodeciiHOl  MiSIBbHOCTI.

PH 11. IlnanyBaTi miAroToBKY Ta 3a0e3nedyBaTH HENEPEpBHICTH Oi3HEC-TPOIECiB B
Oprasizaiisix 3riJHO 31 BCTAHOBJICHOIO MOJITHKOIO KiOepOe3neku 3 ypaxyBaHHS BUMOT IO 3aXHCTY
iHpopmarii.

PH 12. 3acrocoByBatu MeTonu Ta 3acoOu 3axucTy iH(opmamii B iH(pOpMaliiHUX Ta
iH(hOpMaIiHHO-KOMYHIKaIIMHAX CHCTEMaX BiIIMOBIAHO JO BCTAHOBICHOI MOJITUKH 1H(POpMAIIITHOT
Oe3meKu.

PH 13. BnpoBamkyBaru, HalalITOBYBaTH, CYNPOBOKYBATH Ta MIATPUMYBATH
(GYHKIIIOHYBaHHSI MPOTPaMHUX 1 MpOTrpamMHO-anapaTHUX KOMILJIEKCIB 1 cucTeM KibepOesneku Ta
3axucTy iHQopMarii sSK HEeoOXimHi mporenypu Uit (QyHKIiOHYBaHHS iHGOpMamiiHUX ¥
iHpOpMAIlifHO-KOMYHIKAIIHHUX cUcTeM Ta\abo iHPPaCTPYKTypH OpraHisailii B ijioMy.

PH 14. Bwupimysatn 3aaa4i yOpaBiIiHHS TPOLECAMH BiJHOBICHHS IITaTHOTO
¢byHKIIIOHYBaHHS 1H(pOpMAIifHUX Ta 1HGOPMAIIHHO-KOMYHIKALIMHUX CHUCTEM 3 BUKOPHUCTaHHSIM
IpoIeNyp pe3epBYBaHHS 3TiAHO BCTAHOBICHOI MONITUKKA  Oe3nmeku 1 3abe3medyBaTu
(YHKIIOHYBaHHS CHELIaJIbHOIO IMPOrpaMHOro 3a0e3NedyeHHs MO0 3aXUCTy Ta BiJHOBIIEHHS
1H(popmarii.

PH 15. 30uparu, o0poOxastu, 30epiratu, aHami3yBaTH KPUTHYHI JaHi JUId JIOKa3y
peamizamii kiOep3arpo3, MPOBOAWTH aHaM3 Ta JOCIIDKEHHS KIOEPIHIUACHTY 3 METOH
OIIEpaTUBHOTO BiJTHOBJICHHS (GYHKLIOHYBaHHS iH(popManiiHo1 CUCTEMH.
PH 16. BupimyBatu 3agaul BOpPOBA/JKEHHS Ta CYNPOBOJIY KOMIUIEKCHHX CHCTEM 3aXHUCTY
iHpopMmauii B iHpopMaLiiHUX cUCTEMaX.

PH 17. 3abe3neuyBaTi (GyHKIIIOHYBaHHSI CUCTEMH YIIpaBIiHHS Ki0epOe3NneKoro 1 3aX1UCTOM
iHpopmanii opranizaiii, BKIIOYAOYM MEPCOHAN Ta YINPaBIIHHA HACIIJIKaMH peaiizalii 3arpo3
iH(popMaLiiiHii Oe3neni B KPU30BUX CHUTYalllsX, Ha OCHOBI 3/1MCHEHHA NpoUEeAyp KUIbKICHOI 1
SKICHOT OI[IHKY PHU3UKIB.

PH 18. AmnamizyBaTtu, 3aCTOCOBYBAaTH METOAM Ta 3acO0M KpUNTOTpadivyHOTO 3aXUCTY
iHpopMmarii Ha 00’€exTax 1HpopManiiHoi JISUTBHOCTI.

PH 19. BupimyBatu 3amaui mojo0 oprasizaiii Ta KOHTPOJIIO CTaHy KpuOTorpadidHOTO
3axucTy  iHQopmalii, 30KpeMa  BIIMNOBIIHO O BUMOI HOPMAaTHBHHMX  JOKYMEHTIB.

PH 20. BusnauaTu 3arpo3w CTBOpPEHHS TEXHIYHHMX KaHaJiB BUTOKY iH(popmarii Ha
00’ekTax 1H(OPMAIIHHOI JisSUIBHOCTI; BIPOBAKYBATH 3aCO0M 1 3aXOAM TEXHIYHOTO 3aXHCTy
iH(popMalii Bi BUTOKY TEXHIYHMMHU KaHallaMH, IIPOBOJAMTH OOCIYrOBYBaHHS 1 KOHTPOJb CTaHY
armapaTHHUX 3ac00iB 3aXHUCTy iH(OpMaIlil Ta KOMIUIEKCIB TEXHIYHOTO 3aXHUCTy iH(pOopMaIlii.

PH 21. BukonyBartu BnpoBaKe€HHS, TIATPUMKY, aHaJl13 €(pEKTUBHOCTI CUCTEM BHSIBJICHHS
HECAHKIIIOHOBAHOTO JOCTymy, Al 3 iH(popMalieo B iH(popMaliiiHii cucTemi, Bpa3lIMBOCTEH,
MOKJIUBUX 3arpo3 iHdopmManiiHoMy npoctopy ¥ iHpopMaliiHUM pecypcaM Ta BUKOPHUCTOBYBAaTH



KOMIUIEKCH 3aXMCTy JUisd 3a0e3leueHHs HEeOoOXiAHOro piBHSA 3axMIIeHoCcTi iHdopmarii B
iH(OopMaIIHHUX CUCTEMAaX.

Soft skills

KomynikaniliHi HABMYKYM — 3/IaTHICTh YITKO 1 JIOTIYHO BHKJIQJATH AYMKH IiJ 9ac YCHOTO
a00 MUCHMOBOTO 3aXUCTY PE3yJIbTaTiB poOOTH.

AHajliTHYHe MUCJEHHS — YMIHHS aHaJi3yBaTH 3aBJaHHS, OIIHIOBATH aJbTEPHATHBHI
pileHHs Ta poOUTH OOTPYHTOBAHI BUCHOBKH.

KputnyHe MHC/IeHHSI — TIepeBIpKa BJIACHUX PIIMICHb 1 OIlIHKA iX IPaBUIBLHOCTI Ta
e(eKTUBHOCTI.

[IpuiiHATT pilleHb — IBHIKE Ta OOIPYHTOBAaHE BU3HAYEHHS ONTUMAJIBHOTO ILISAXY
PO3B’A3aHHS MPAKTUYHUX 3a]1a4 1 KEHCiB.

YupapiiHHA 4acoM — IUIaHYBaHHS BUKOHAHHS BCIX YaCTHH ICOHMTY B MeXaX BiJIBEIEHOTO
Jacy.

CrpecocTiiikicTh — 31aTHICTB 30€piraTi KOHIICHTPAIIII0 1 €)EeKTUBHICTD IIiJ] 4ac ICIIHTY.

I'HyYKicTh Ta aJanTHBHICTb — YMIHHS HiJJIAIITOBYBAaTHCS A0 HEOWIKYBaHUX HHUTAHb YU
3aBJIaHb 1 MIBUAKO KOPUTYBATH MiJIX1].

Bminnsa npamoBatu 3 iH(opMaUi€l — 37aTHICTh MIBHJIKO OPIEHTYBATHUCSA Y BEIUKHX
oOcsirax MaTepiaiay Ta OOMpaTy peleBaHTHI JAaHi AJis BiAMOBII.

Komanana B3aemojis — SKIIO YacTHHA ICIMTY Tiepeadadae TPYyMoOBi 3aBAaHHS, 3AaTHICTh
e(dEeKTUBHO MPALIOBATH 3 IHITUMU 3400yBayaMu.

BinnoBigaapHicTh i camMoguCHUIUIIHA — JOTPUMAHHS pEriaMEHTy, CTHYHUX HOPM 1
MIpaBUII MiJ] Yac CKJIaJIaHHS ICIIUTY.

Crpykrypa OK i moituka ouinroBanus: http://surl.li/zbucrd

[TinroroBka mo €JIKI 3xificHioeThes y BiamoBigHOCTI 10 mporpamu http://surl.li/zbucrd y
pasi 3MiHU nporpamu, iHdopmailito Oye MmogaHo J0AaTKOBO.
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