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1. Onuc oCcBiTHHLOr0 KOMIIOHEHTA

HaiiMenyBaHHs I'any3b 3HaHB, XapakrepucTuka
NMOKA3HUKIB crneniaJbHiCTh, OCBITHLOT0 KOMIIOHEHTA

OCBITHBO-npodeciiina Mporpama,

. . aeHHa ¢gopmMa HABYAHHSA
OCBITHIll CTyniHb

/lenna ¢popma HaBYAHHS HopmaTuBHa
KinbkicTh roamu/kpeauris Pik migroroBku apyruit
150/5 Cemectp 4

12 - Indopmauniiini TexnoJiorii Jexuii 44 rox.

125 - Kibep6e3neka

Indopmaniiina 6e3nexa JlaGoparopni 66 rox.

TH/I3: € bakauiasp Camocriiina po6ora 30 roga.

KoncyabTauii 10 roa.

®opMa KOHTPOJIIO:
eK3aMeH

MoBa HaBYaHHS YKpaiHCbKa

I1. Indopmanisi npo Buk;Iagava (- iB)

IIIIT T"onoBin Mukoja bopucosuu
HayxoBwii cTyting KaHuat §i3.-MaT.HayK
Buene 3BanHs JIOLICHT

ITocama JIOLICHT

Konrakraa indopmaris Golovin_Mykola@vnu.edu.ua
i 3ansars http://194.44.187.20/cgi-bin/timetable.cqi?n=700

III. Onuc OCBITHHOI0 KOMIIOHEHTA
1. AHorauis Kypcy

Cunabyc naBvanbHOi muctuiuiinn «Kpunrorpadis Ta creraHorpadis» ckiaaeHa
BIJIMTOBIIHO 10 OCBITHBO-TIpodeciitHoi mporpamu miarotoku OKP “bakamaBp”, miarotroBku
OakanaBpa ramysi 3HaHp 12 - [HpopMmaliiiHi TeXHOIOTIi, cerianbHIcTh 125 - KibepOesneka,
ocBiTHRO-TIpO(eciitHa mporpama - [Hdopmarriiina Ge3mexa.

IlpenmeroMm  BuBuUeHHs ~ HaBuaibHOi  aucuuruiind  Kpunrorpadiuyamii  Ta
crera”orpadivHui 3axucT iHpopMarii €:

. kpurnrorpadidni mudpwu;
. METOJIU cTeraHorpadii;
. ITOPUTMU Ta MPOTOKOJIH MHU(PPyBaHHS Ta IPUXOBYBaHHs 1HGOpMAIii.

Micue HaBYAJbHOI JMCHUILIIHM B cucTeMi mpodeciiiHoi miaroroBku ¢axiBis:
mucuuiuiia «Kpunrorpadiyauii Ta creraHorpagiuHuil 3axucT iHpOpMalii» HaJIeKHUTh 10
HOPMAaTUBHUX (PYHIAMEHTATbHUX TUCIHIUIIH 1 € 0a30BOI0 ISl BUBYEHHS CTyAECHTaMU
cneuianbHoCTi 125 — Kibep6esneka. Lle oaHa i3 ocnognux cknadosux 1uxny npogpeciiinoi
migrotoBku. Ilporpama HaB4anmbHOI AMCHMILIIIHU CKJIQJA€THCS 3 HACTYMHHUX 3MIiCTOBHMX
MOIYJTiB.

e CyTHICTh KpUOTOrpavHOTO 3aXUCTY 1H(OPMAILI.
e Creranorpagiuni Meroau 3axucty iHdopmanii.IlpepekBi3uTn Ta MOCTPEKBI3UTH.

IIpepexBizuTu. HaByanpHa AMCHUIUIIHA COUPAETHCS HA BUIIY MAaTEMaTHKY, TEOPIiO
iHpopmanii Ta ii koxyBanHs. IlocTpexkBizuTu. HaBuanbHa aucuuruiina Gopmye 3HaHHS
HEOOXIJH1 JUIs 3aCBO€HHS JUCLMIUIIH MOB’S3aHUX 3 0Oe3nekolo iHpopMalifHUX Ta
KOMYHIKAI[IHHUX CUCTEM.
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2. MeTta Ta 3aBJaHHs OCBITHHLOI'0 KOMIIOHEHTA

MeTo10 BUK/JIaJaHHS HaBYaJbLHOI qucuuIuIing «Kpunrorpagiunuii Ta creranorpadiqauii
3axucT iHpOopMaliD» € 03HAHOMIICHHS 3 TEOPETUYHUMHU OCHOBaMH Kpunrorpadii i creranorpadii
Ta MPAKTHYHUMH HAIIPSIMaMH 1X 3aCTOCYBaHHS.

OCHOBHMMH  3aBJaHHAMHM  BUBYeHHs aucuuiuiing  «Kpunrorpadiuamii  Ta
creraHorpadiuHuil  3axucT iH(oOpMaril» €: 3aKiIajaHHid OCHOB 3HAaHb Ta YMiHb CTOCOBHO
OpuHOMOIB ~ 1OOyJOBH,  BIPOBA/DKEHHS ~ Ta  HAJArO/PKEHHS  KpunrorpadivHux  Ta
creraHorpaiuHHUX CHUCTEM 3axHUCTy iHQopmamii. 3riJHO 3 BHMOTAaMH OCBITHBO-TIPOQECIiHOT
pOTrpamMu CTYJCHTH TOBHHHI:

3Hamu
® TEXHOJIOTIi M(pPyBaHHS Ta IPUXOBYBaHHS 1H(OpPMALIii;
® METOJU KpUIITOaHAaJI3y OB1IOMJICHb;

® METOJU cTeraHorpauyHoro aHaiizy Qaiiis;
emimu

® 3aCTOCOBYBaTH MIKM(PYBaHHS Ta MPUXOBYBaHHS 1H(OpMallli HAa MPAKTHULLL;

® 3aCTOCOBYBATH METOJIM KPHUITOAHAJI3y IOBIIOMJIEHb;

e aHanizyBaTu Meia ¢ailii Ha peIMeT MPUXOBYBaHHS 1H(OpMaIii.

Ha BuBueHHS HaBYanbHOT AUCHUILTIHY BimBoauThest 120 roaun / 4 kpeautis ECTS.

3.  Komnerenuii

InTterpanbua komnerentHicts (IHT)

3naTHICTh PO3B’SA3yBAaTH CKJIAIHI CIIEIiajli30oBaHl 3a7adi Ta MPaKTUYHI TMpoOIeMH y Tary3i
3abe3neucHHs  iHGopmamiiHoi  Oe3mekun  1\abo  kibepOe3mekw, 10  XapaKTePHU3YEThCS
KOMIIJIEKCHICTIO Ta HEMOBHOIO BU3HAYEHICTIO YMOB.

3araabHi komnerenTHOCTi (3K)
3K 1. 3naTHICTh 3aCTOCOBYBATH 3HAHHS Y MPAKTUYHUX CUTYAIlisX.
3K 2. 3naHHs Ta po3yMiHHS MPEIMETHOI 001acTi Ta po3yMiHHS mpodeci.
3K 4. BMiHHS BHSBJISITH, CTABUTH Ta BUPINIYBATH MPOOIeMH 3a MPOPECIHHUM CIIPSIMYBAHHSM.
3K 5. 3natHicTh 10 nomIyKy, oOpobeHHs Ta aHami3y iH(popMmarrii.

®axoBi komnereHTHOCTI (PK)
®K 2. 3naTHIiCTh 10 BUKOPHUCTAaHHS 1H()OpMaIIHHO-KOMYHIKAIIIMHUX TEXHOJIOTIH, CydacHUX
METOIB 1 Moeiel iHpopMaIiiHOT Oe3MeKH.
@K 3. 31aTHICTh 10 BUKOPUCTAHHS MPOTPAMHHX Ta MPOrPaAMHO-alapaTHUX KOMILJICKCIB 3ac00iB
3axucTy iHpopMallii B iHhOpMaLiiHO-TeTEKOMYHIKAIIHHUX (aBTOMAaTU30BaHUX) CUCTEMAX.
®K 10. 31aTHICT 3aCTOCOBYBaTH METOJU Ta 3aCO0M KpUNTOrpadiuHOTO Ta TEXHIYHOTO 3aXUCTY
iH(popMartii Ha 00’ ekTax iHMOPMAIIHHOT TISUTBHOCTI.
®K 12. 3patHicTh aHami3yBaTH, BUSIBJISITU Ta OLIHIOBATH MOJKIIMBI 3arpo3H, Ypas3iUBOCTI Ta
JecTabuTi3yroul YMHHUKY 1HQOpMaIifHOMY MpocTopy Ta iH(opmaliifiHuM pecypcaMm 3TiTHO 3
BCTaHOBJICHOIO MOJITHKOIO 1H(opMaliifiHoi Ta/abo KibepOe3neKkH.

PesyabraTn napuyannsi (PH)

PH 6. KputuyHo ocMUCIIOBaTH OCHOBHI TeOpii, MPHUHIIMIK, METOAU 1 MOHATTS y HAaBYaHHI Ta
npogeciiHiil AITBHOCTI.
PH 27. BupimyBatu 3amadi 3axucTy IOTOKIB JaHUX B iH(opMmauiiiHuX, iHdopMamiiHo-
TeJIeKOMYHIKaIlIHHUX (aBTOMaTH30BaHUX) CHCTEMaX.
PH 47. BupimyBatu 3amaui 3axucTy iHQopmanii, mo o0poOnserscss B iH(OpMaliiHO-
TEIEKOMYHIKAI[IHHUX ~ CHCTEMaX 3 BUKOPHCTAHHSM Cy4aCHHMX METOJIB Ta  3aco0iB
KPUITOTpagiyHOTO 3aXUCTY iH(pOpMaIlii.
PH 48. BukoHyBaTH BIOpPOBa/DKCHHS Ta MIATPUMKY CHUCTEM BHSBICHHS BTOPTrHEHb Ta
BUKOPHUCTOBYBATH KOMIIOHEHTH KpUNTOTpadiyHOTO 3aXUCTy JUIsd 3a0e3nedeHHs] He0OXiTHOTO PiBHS
3axMIIeHOCT] iHdopMalii B iHpopMaliifHO-TeIeKOMYHIKAI[IMHUX CHCTEMaXx.



4.  CTpyKTypa OCBITHHOr0 KOMIIOHEHTA.
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3microBuii Mmoayab 1. Konneriii kpunrorpadii Ta mudpu 3 3aKpUTAM KITIOYEM
Tema 1. Llini, 3aBnanns kpuntorpadii Ta creranorpadii. 6 2| 2 |2 C/1
OcHoBHi noHATTA. IcTOpis 3axucry iHpopmarii. OcHOBHI
KJIACH CUMETPUYHUX Ta ACHMETPHYHHUX KPUIITOCUCTEM.
Tema 2. KoxyBanHS TEKCTOBOI Ta YHCIOBOI iH(oOpMarIii. 9 2| 4|2 T/2
ASCII. IOnukon. JIBiiikoBa, BICIMKOBA, INIHCHAIIATHKOBA
CHCTEMU YHCIICHHSI.
Tema 3. llludpyBanns 3mimeHHssM koay. [enepatopu | 12 | 4| 6 | 2 | 1| T/3
BHUIIAIKOBHUX 1 IICEBJIOBHITAIKOBHX ducel. [liqcTanoBOYHMIA
mndp. Kamwxuuit mudp. OgHopazosuil mudpoOIOKHOT.
Tema 4. IlepecranoBounuii mmdp. Kirou 3 BUMagKoBUX 11 | 4] 4 | 2| 1| T/3
grcen, 10 He  moBToprotoThes.  llmudpysanms,
nemndpyBaHHs.
Tema 5. AnroputmiuHi Ta mporpamHi peamizamii npoctux | 13 [ 4| 6 | 2 | 1 | T/3
CHUMETPUYHUX mHdpiB Ha MOBi Python.
Tema 6. YactoTHbiii ananu3. [Iporpamui peanizamiii 3mamy | 15 | 4| 6 | 4 | 1| T/3
mudpiB Ha MNOpuKIaAl:  adiHHOTO, MiJCTAHOBOYHOTO,
nepecTaHoBOYHOr0, Buxkenepa, [le3aps
MoayJ/ibHAa KOHTpOJIbHA 1 2 2 T/30
Ycboro roauH 3a nepuidii MoayJib 68 |20 30 (14| 4 | 45
3micToBuii Moay.Jb 2. Kpunrocuctemu i3 BIIKpUTHM KITFOYEM Ta cTeraHorpadis
Tema 7. Konmemii ACUMETPUIHOTO umppyBanns. | 11 | 4 | 4 | 2| 1| T/3
[IporpamHa peanizaiiisi po3paxyHKy OOMIHY KIOYaMH
Hibdi-Xemmmana (Python)
Tema 8. Anroputmu RSA Ta Enp-I'amans. Peanizaris 13 |4 6 | 21| T/3
anmroputMy RSA s Maiaux 3HaueHb Ha MOBi. Python
[Iporpamua peamizariist muppyBaHHS 3 BITKPUTUM KIIFOUEM
Tema 9. IlepeBaru i Henoaiku acumeTpuunux mmpis B | 11 | 4 | 4 | 2 | 1| T/3
MOPIBHSHHI 3 cUMeTpuYHIUMHU. Kpunroanami3 mmudpis.
CrilikicTe WIpu@TIB 10 37aMYy.
Tema 10. [TpuxoByBauus iHpopmarii. Dopmaru memiinux | 13 [ 4| 6 | 2 | 1| T/2
¢ainiB. Creranorpadiudi MeToAu 3axucTy iHQopMarlii.
OcHoBHI OHATTS. MeToin TEeKCTOBOI creraHorpadii.
MepexeBa creranorpadis.
Tema 11. Texnomnoris LSB. Anroputmiuni Ta mporpamHi 15 |4 6 (41| T3
peanizaii Ha Python mpoctux croco6iB npuxoByBaHHS
iHpopMaii B rpadgiuHuX 1 3BYKOBUX (haiinax.
Tema 12. Ilpunimnu creranorpadiyHOro aHamisy. 13 4] 4 (411 CI
MoayJ/ibHa KOHTPOJIbHA 2 2 2 T/30
3axuctu npoekris (IH/3) 4 4 I1/10
Ycboro ronuH 3a Apyrui MoayJib 82 |24]| 36 |16| 6 | 55
Ycboro roaux 150( 44| 66 | 30|10 | 100

Metoau koutpomto*: T-tect, C-ceminap, I1-3axuct npoexty




5. 3aBaaHHA VIS CAMOCTII{HOTO ONIPALIOBAHHA

CamocrTiifHa po0OTa CTY/ICHTa CKIAIA€ThCS 3 KUTbKOX YaCTHH.

1. OmnparroBanHs JIEKUIHHOTO MaTepiainy, M0 AYOIIOETHCSA 1 PO3IIMPIOETHCS MaTepiaaMH
iH(pOpMaLitHOT YaCTHHH BIIMOBIAHOTO AUCTaHIiHOTO Kypcey Ha iatdopmi MOODLE.

2. BukoHaHHS TECTOBMX 3aBIaHb, 10 BUKIAAEHI B JOCTATHIA KUIBKOCTI Ha NUCTAHIIAHIN
wiarpopmi MOODLE i miaTpuMyroTh KOXHY TeMy Kypcy. Llieto po6oToro peani3yerbes Takox i
MIArOTOBKA J0 BIAMOBITHUX JIA0OPATOPHUX 3aHSTh.

3. BukoHaHHs HIMBITYyaJbHUX MPOTPAMHUX MPOEKTIB Ul CTYACHTIB, SIKi MPETEHIYIOTh HA
BHCOKI OIIHKA. TeMarnka MpoeKTiB Oe3MocepeIHhO OB sA3aHa 3 KypCOM 1 CTOCYEThCS 3aXHCTY
iHpopmanii, MeTomiB i muUQpyBaHHA Ta NPUXOBYBAHHSA, POOOTH 3 BIAMOBIIHUMH (aillamH.
[Tonryk Ta 3acBO€HHS AOAATKOBUX MaTepiaiiB HEOOX1IHUX AJs peanizaiii nmpoekTiB. MaroThcs Ha
yBa3i MaTepiai, sIKi JOTUYHI JO OCHOBHOTO KYpCY, OJHAK HE PO3TJISAA0ThCs B KypCl JEKIIIH.

4. TlpoxomKeHHsI 1HIIMX, 30BHINIHIX BIAMOBITHUX TEMATHUIl JUCIUILUIIHK JACTAHIIMHUX
KypciB, Ha KTanT, Kypey 3 nakery Coursera (https://www.coursera.org/learn/crypto#syllabus )

5. Cucremarusailisi BABYEHOI'O MaTepiaiy nepej iCluToM.

IV. IoaiTuka ouiHIOBaHHS
IosiTuka BUKJIa1a4Ya 11010 3100yBa4a OCBIiTH.

IloTo4HMIT KOHTPOJIL YCHIIIHOCTI B IILOMY KypCl pealli3yeThCsl BUKOHAHHSM TECTIB 1O
OKpPEMHUM TeMaM, 110 3TPYMOBaHi B JBOX 3MICTOBHHUX MOJIYJSAX Ta BUkiIaneHi B Moodle kypci. L1
IBI Tpymu TecTiB HaroTh mo 15 OaimiB mMOTOYHOro KOHTpO.I0, KoxHa. Bceporo 30 OGaiiB
MOTOYHOTO KOHTPOJTI0 MO>kHa HaOpatu Tectamu. Llle 10 GaniB B motounmit koHTpois nae ITHA3.

KoHTposbHi 3axoau BIOPOJOBX HaBYaHHS pEai3ylOThCS [BOMA MOIYJIbHUMHU
KOHTPOJIbHUMHU poOoTamu. KokHa 3 IIMX KOHTPOJBHHX POOIT OIIHIOIOTHCA B Mexkax 30 OaiiB
KOXHa.

e minxix BimoOpakeHWUH B BIAMOBIAHIN TaOmuIl po3moiiury OaniB mo dopmam
KOHTPOJIIO HIDKYE.

Tabauust Po3noainy 6aiiB mo ¢popmamM KOHTPOJIIO

IHoTouHnuii koHTpoJIL(Makce = 40 HaJtiB) Moy abHUHKOHTPOJIL | 3arajibHa
Moayas 1 Moayas 2| Moayas 3 KiﬂbK.iCTb
3micToBuii MoayJIb1 |3MiCTOBm‘/i moayab 2| TH3 MKP 1 MKP 2 Oanis

TemaTH4HI TECTH HOTOYHOTO KOHTPOJIIO
15 Gauip | 15 Gauip 10 30 30 100

IlincymkoBHMii KOHTPOJIb YCIIIIHOCTI HABYaHHS (POPMYETHCS MOTOYHMM Ta MOAYJIbHHM
KOHTpoJieM. OLiHIOBaHHS 3HaHb 3/IHCHIOEThCA 13 BuUKOprcTaHHAM 100 GasbHOT mIKay.

IIpo TecT MOTOYHOr0 KOHTPOJIO. [H(pOpMallis CTOCOBHO BUKOHaHb TECTOBUX 3aBJaHb
MOTOYHOTO KOHTPOJIFO 3HaxoauThes B xypHani MOODLE kypcy. OriHka 3a BUKOHaHHUI TecT
71a00paTOPHOTO 3aHATTS BKa3ye Ha CTEIiHb O3HAMOMJIEHHSI CTY/AEHTa 3 HOBHM MaTepiajioM
BiMOBiIAHOT TeMu. Bukopucranus iHdopMaiiifHOT CKIaJA0BOi KypCy Mil Yac BUKOHAHHS TECTIB
MIOTOYHOTO KOHTPOJIIO JOMycKaeTbcsl. OOMEXEHHsI M0 4yacy BUKOHAHHS TEMAaTUYHOTO IaKeTy
3aBJlaHb BiIcyTHE. [lpunycTuMe nuctaHiiiiHe BUKOHAHHS TecTiB. Ilicis 3aBeplieHHs BUBUEHHS
TEMH MOJKJIMBICTh BUKOHAHHS TECTy NPUMMHAIOTHCA. OCTaHHE Mae MOTHUBYBAaTH CTYIEHIB J0
cHUCcTeMaTHYHOi poOOTH NPU AUCTAHLIHHOMY HaBYaHHI.

IIpo IHA3. MOXIMBOCTI CTOCOBHO 3aCTOCYBAHHSl OTPMMAHHMX 3HaHb HA MPAKTHUIl
OILIIHIOIOTBCSL TIO TPOEKTY, SKUH BHUKOHYE CTYAEHT. IIpOeKT BBaKaeTbcs IHAWBITyaTbHUM
3agaanHsaM (IH/3). 3a mpoekT B MOTOYHOMY OLIIHIOBaHHI CTYAEHT MOKE OTPHMATH MaKCUMYyM
10 Oamis. Lli 10 GayniB HauMCHAIOTHCA, SK 32 3MICTOBHE HAllOBHEHHS HPOEKTY, Tak 1 3a Horo


https://www.coursera.org/learn/crypto#syllabus

OYHHMH 3aXWUCT B NPUCYTHOCTI Ipynu. 3axucT nependadae: YCHY JOMOBiAb 3 BHUKOPUCTAHHSIM
HAOYHOCTI, IEMOHCTPAIIIF0 pOOOTH MPOrPaMHHUX 3aCO0IB CTBOPEHUX BIPOJOBK BukoHaHHs [H/I3.
banu HapaxoByIOTbCS TaKOX 3a ydacTh B jebarax IO 3axucTy HpoekTy. OLIHIOETbCA, SK
3aIMTaHHS OIMIOHEHTIB B JAcOaTaX, Tak 1 BIAMOBIAI JOIIOBIgaYa.

AnprepHaTHBHUM iHauBiAyansHuM 3aBraHasMm (IHJ3), mo omixtoerses B 10 Oanis, €
MIPOXOJKSHHSI 30BHIIIHIX BIAMOBIIHUX TEMATHUIll TUCITUILIIHU JUCTAHIIHHUX KypCiB, Ha KIITAJIT,
Kypcy https://www.coursera.org/learn/crypto#syllabus a6o inmmx momioHUX (110 JOMOBIICHOCTI 3
BHKJIanaueM). CBiqUEHHSIM PO 3aBEpIICHHS 30BHIIIHBOTO KypCY € MOCWJIaHHS B IHTepHETI Ha
BIJMOBITHUI cepTU(IKAT MPO YCITIITHE 3aKiHYSHHS KYpPCY.

IIpo MonynbHMIT KOHTPOJIb CKIANAETHCS 3 IBOX MOIYIBHUX KOHTpoJbHUX poOit (MKP),
10 BIAMOBIIHI TEpHIOMY 1 JIpyromMy 3micToBHOMY Moxayito. Ilaker 3aBmans MKP wmictuth
3aBJaHHA 3 BIANOBITHUX TEM 3MICTOBHOIO MOMYJA. 3aBJaHHS 3 MAaKeTy BUOMPAIOThCA
BUMAIKOBUM 4YMHOM. KOXHa 3 MOIYJIBHHX KOHTPOJBHUX POOIT OIIHIOEThCS MakcuMym Ha 30
6axiB. Bevoro 3a 1Bi MKP Moxna Habpatn makcumym 60 6aniB. Bukopucranus iHbopMaIiifHO1
CKJIaJI0BO1 KypCy MiJ Yac BUKOHAHHS TECTIB MOJIYJIbHOTO KOHTPOJIIO HE JOMYyCKaeThes. IcHye
oOMeXeHHs TI0 yacy BUKOHAHHS IaKeTy 3aBJaHb. JlaeTbcs oHaA crpoba Ha BUKOHAHHS KOXKHOT
MKP. Tectu BukoHytoThcsi 04yHO. [Ipu qucTaHnifHOMY BUKOHAHHI TECTy MaKCHMajbHa OIlIHKa
3HmKyeTbess 10 20 OamiB. [Hpopmaris CTOCOBHO BUKOHAaHB 3aBAaHb MOJYIBHOTO KOHTPOJIO
3Haxoguthesi B okypHari MOODLE kypcy. BBakaerbes, mo crymeHTH rortytounce MKP
3akpimowTh HoBuM Martepian. Ilicas MKP cryaeHTn maroTh BUIBHO BOJIOAITH MaTepialoM 3
MiHIMaJIbHUM BUKOPHCTAHHSIM J0BIIKOBOI iH(popmalii. PoOoTa Hax mpoekTaMu Ta iX 3aXHUCT Ma€e
BUBECTU CTYJIEHTIB Ha pPiBE€Hb, KOJIM BOHU 3MOXYTh 3aCTOCOBYBATH OTPHMAaHi 3HAHHSl Ha
NMPAKTHUI.

IHoniTuka o0 akaxeMiuyHOI J00POYECHOCTI.

Yci  ydyacHMKM  OCBITHBOTO TPOIECY TOBHHHI JOTPUMYBAaTHUCh BHUMOT YHMHHOTO
3akoHomaBcTBa Ykpainu, Craryry (https://vnu.edu.ua/uk/statut-snu-imeni-lesi-ukrayinki) i
[IpaBun BHyTpimHBbOro posmopsaky BHY imeni Jleci YVkpainku (https://vnu.edu.ua/uk/public-
nformation/pravilavnutrishnogo-rozporyadku-snu-imeni-lesi-ukrayinki), 3arallbHOTIPHHHSATHX
MOpaJbHUX NPUHIMUIIB, NPaBWJI TOBEIIHKM Ta KOPHOPATHBHOI KYyJIbTYPH; MiATPUMYBATH
atMocdepy T00pO3UWINBOCTI, BIAMOBIIAIBLHOCTI, MOPSATHOCTI M TOJEpaHTHOCTI. ATMOc(hepa Ha
3aHATTAX TOBHHHA OYTH TBOPYOIO, BIIKPUTOIO 10 KOHCTPYKTHBHOI KpuTHKH. Hemomyctmmi
3ali3HEHHS Ha 3aHATTSA; KOPUCTYBAHHS MOOUIBHUM TelnedOHOM, IUIAHIIETOM YU IHIIMUMH
MOOUIBHUMHU TPHUCTPOSIMH TIiJ] 4Yac 3aHATTS; crnucyBaHHA. OUIKyeTbCs, IO BCl CTYACHTH
BIJIBIIAFOTH YCI JISKITii 1 1Ta00paTOpHi 3aHATTS KypCy.

KosxeH ctyneHT moBuHEH o3HaliomuTucs i cnigyBati Kogekcy akagemMiuHoi JOOpOUYECHOCTI
BonuHcbkoro HallI0HAJILHOTO YHIBEPCHUTETY IMeHl Jleci VYkpainku
(https://ra.vnu.edu.ua/naukovizahody-ta-konkursy/konferentsiyi-ta-seminary/),  morpumyBaTHCh
eTUYHUX TPUHLMUIIB Ta BU3HAUYEHHX 3aKOHOM IPaBWI, SIKUMU MAalOTh KEPYBAaTUCS YYaCHUKHU
OCBITHBOTO IIPOIIECY I/l Yac HaBUYAHHS, BUKJIQJaHHs Ta POBAHKEHHS HAYKOBOT AISIIBHOCTI.

JloTpumaHHs akajeMmiuyHOi J00podecHOCTI 3700yBauamMu Tmependadae: camocCTiiiHe
BUKOHAHHS HaBYAJIbHUX 3aBJlaHb, 3aBJlaHb MOTOYHOTO Ta MiICYMKOBOTO KOHTPOIIO (71 0ocid 3
0COOJMBHUM OCBITHIMHU MOTpeOaMH 1l BUMOT'a 3aCTOCOBYEThCS 3 YpPaxXyBaHHAM X IHIUBITYaIbHUX
noTped 1 MOXJIMBOCTEH); MOCWJIaHHS Ha JpKepena iHpopmaunii y pa3l BUKOPHCTaHHS 11eH,
TBEP/UKEHb, BIIOMOCTEH; NOTPHUMAaHHS HOPM 3aKOHOJABCTBAa PO aBTOPCHKE IPaBO; HaJaHHS
J0CTOBIpHOT iH(OpPMALlii PO pe3ysbTaTH BIACHOI HABYAIbHOI (HAYKOBOI, TBOPYOi) JiSITBHOCTI.

ITin yac ouiHIOBaHHS PE3yJAbTaTiB HAaBYAHHS CTYAEHTH HE KOPUCTYIOTbCS 3a00pPOHEHUMH
3acobamu (MOOUTbHUI TenedoH, IUIaHIIET, KOHCIEKT, HaBYajbHA JTepaTypa, HII JuKepena
iH}opmarii, B ToMmy uncii [HTepHeT-pecypcn), caMOCTIiiHO BUKOHYIOTh 3alIPONIOHOBAHI 3aBIaHHS.



https://www.coursera.org/learn/crypto#syllabus
https://vnu.edu.ua/uk/public-nformation/pravilavnutrishnogo-rozporyadku-snu-imeni-lesi-ukrayinki
https://vnu.edu.ua/uk/public-nformation/pravilavnutrishnogo-rozporyadku-snu-imeni-lesi-ukrayinki
https://vnu.edu.ua/uk/public-nformation/pravilavnutrishnogo-rozporyadku-snu-imeni-lesi-ukrayinki

IMoaiTuka oao }IeﬂﬂaﬁHiB Ta MepeCrJIajaHHA.

MonuBe, SIK O4HE, TaK 1 JUCTaHIIfHE NPOXO/KEHHS Kypcy. Skmio 3mo0yBad  BUIIOT
ocBitTd OyB BIICYTHIM Ha 3aHATTAX 3 Oyab-sIKOI MPUYMHM, BiH/BOHA BHBYAIOTH TEOPETHUHUIM
MaTepiajl CaMOCTIHO BUKOPHUCTOBYIOUM iH(pOpMaIiiiHy ckiafoBy BiamoBiaHoro Moodle kypcy
Ta HaBYaJbHI NOCIOHMKH. TeMaTwyHi 3aBIaHHS MOTOYHOTO TECTOBOTO KOHTPOJIIO BHUKOHYIOTH
BYACHO, /DK€ TICIS 3aBEPIICHHS BUBYCHHS TEMH MOXIIMBICTh BHUKOHYBATH 3aBIAHHS TEMH
npunuHsAoThC. [Ipo3BiTyBaTHCS TpO BUKOHAHHS 3aBIAaHb MOYKHA Y BCTAHOBIJICHI BUKJIaJaueM
TEPMIHM i Yac KOHCyHbTamid. 3a0OproBaHiCTh 13 MOy IMOBMHHA OyTH JIIKBiZOBaHA
CTYIGHTOM JI0 TIOYaTKy ITiJICYMKOBOTO KOHTPOJIO 3 HACTymHOTro Monyis. KinmeBuid Tepmin
JikBifanii 3a00proBaHOCTI 3 MOJYJABHOTO KOHTPOJIO OOMEXKYETHCS TOYATKOM 3aJIiKOBO-
€K3aMeHall1liHo] cecil.

Po6otu nan Baacuumu npoekramu (IHJ3) Ta ix 3axuctu TBOPATHCS BIPOJOBK CEMECTPY.
3aXUCTH MPOEKTIB BiIOYBAIOTHCSI B MPUCYTHOCTI CTYJIEHTIB TPYIH 13 iX yyacTio. OCTaHHE MOXe
OyTH peali3oBaHO, SIK B OYHOMY, Tak 1 B aucTaHiiiHoMy pexuMi. bamu 3 THA3 € motounum
OIIHIOBaHHSAM. TOMY 3aXHCTH TIPOBOJATHCS JI0 CECIi.

[Tepecknaganus MOAYJIBHUX KOHTPOJIBHHX poOIT 3aboponeHo. PoOoTH, sKi 3/1at0Thes 13
MOPYILIEHHSM TEPMIHIB 0€3 MOBAXHUX MPUUNH, OLIHIOIOTHCS HA HIDKUY OLIIHKY.

V. IlincymkoBHii KOHTPOJIb

Ex3amen mnpoBomuthesi B TectoBii (opmi B cepemosumii Moodle. Ha ex3zameni
MaKCHMaJTbHO MOHa HaOpatu 60 OamiB. Ek3aMeH 31al0Th CTYJACHTH HE3aJI0OBOJICHI CBOEKO
OIIHKOIO 3a KYpC, a TaKoXK Ti, o0 HaOpamu menmie 75 OamiB. [TakeT ek3aMeHaIIfHUX 3aB/IaHb
(dhopmyeThCs 3 BCIET CYKYITHOCTI 3aBaaHb Kypcy. CTOCOBHO 3aBJlaHb, JI0 €K3aMEHY, TPHIMAIOThCs
3ayBOKCHHS 1 TOOaXaHHS. 3aBJaHHS 3 TMaKeTy BHUOWPAIOTHCS BHUMAAKOBUM 4YWHOM. Yac
MpPOBEJIEHHSI eK3aMeHy oOmexeHuil. [laetbes oaHa cnpoba Ha BHUKOHAaHHA — HakeTy
eK3aMeHalllMHUX 3aBJaHb. BukopucTanHs i1HGOPMAITHOT CKIaJ0BOI Kypcy Ha eK3aMeHi
3aboponserhcs. CTyneHT, mo e Ha ek3aMeH 00HyIsie pe3yiabtatu MKP.

[To OaxaHHIO CTYJEHT MOJKE 3/1aBaTH €K3aMEH 10 OuleTaM TpaauliiHUM CIIOCOOOM.
[TuTanHs A0 €K3aMEeHy HUXKYE.

VI. llIkaJjia ouiHIOBaHHS
Il kaJa ouiHIOBaAHHSA 3HAHB ((POPMA KOHTPOJIIO — iCITUT)

Oninka Ouninka 3a mkanorw ECTS
Jlinrpicruyna ominka
B 0asax OLiHKA NOSICHEHHSA
90-100 BiagMiaHO A BIZIMIHHE BUKOHAHHS
82-89 Hyxe nodpe B BHIIIEC CEPETHBOTO PIBHS
75-81 Hobpe C 3arajJiom xopomia po6ora
6774 3a10BUILHO D HEIMOTraHo
BUKOHAHHS BiAIIOBIzac
60-66 JlocTaTHBO E . ATOBIA )
MIHIMaJIbHIUM KPUTEPIsIM
1-59 HesanoBinbHO Fx HeoOxinne mepeckinanaHHs




VII. PexomenoBana JiitepaTypa Ta iHTepHeT-pecypcu

MeTtoanune 3a6e3ne4eHHsl

Jucuuiulina Mae  MATPUMKY — AucTaHuidHoro kypcy  «Kpunrorpadiuamii  Ta
creranorpagiuHuii 3aXUCT iHpOopMmarrii» Ha iathopmi MOODLE URL:
http://194.44.187.60/moodle/course/view.php?id=1396 . Kypc pekoMeHIOBaHUII HAYKOBO-
METOMYHOIO PAJOI0 YHIBEPCUTETY IO BUKOPUCTAHHS y HaBdainbHOMY mpoueci. [Ipotokon Ne 10
Big 21.06.2022. B mpoMy Kypci KpiM iH(OpMAaIiifHOT YaCTWHU € TOTYXHa IHTEpaKTHBHA
CKJIaJIOBA B BUIJISII MMAKETIB TECTOBUX 3aBAaHb, IO CIPHIIOTH CHCTEMAaTH3allii, YCBIIOMIICHHIO
Ta 3aKpIiMICHHI0O HOBOTO MaTepialy o KokHid Temi. Takoxk Oe3mocepelmHbO B Kypci MOXHa
3alycKaTd Ta Biularo/pkyBatu nporpamu online.

OcHoBHa JiTepaTypa

1. €sceer C.II. , Koposs O.I'. , llImatko O.B. Kibepb6esneka: kpunrorpadis 3 PYTHON]. —
Hoswnii ¢BiT-2000, 2024. — 120c¢

2. Konaxosuu [.®., IlporonoB M.O., Ilysuperko O.}O. Komm'rorepra creranorpadidna
00poOka ¥ aHamiz MynbTUMENIMHUX maHux [migpyuHuk]. — K. ! «lleHTp HaBuanpbHOI
nitepatypu», 2018. — 558 c.

3. Al Sweigart Cracking codes with Python: an introduction to building and breaking ciphers
Description: San Francisco :No Starch Press,Inc., [2018]
https://elhacker.info/manuales/Lenguajes%20de%20Programacion/Python/Cracking%20Cod
es%20with%20Python.pdf

4. Nypusak b.B., Myszuka J[.B., Ca6atr B.I. Cteranorpadiuni MeToau 3aXucTy JOKYMEHTIB —
JIsBiB : VKp. akan. apykapcrsa, 2014. — 159 c.

5. VYpb6anoBuu ILII. 3ammra mabopmaruu Merogamu Kpunrtorpaduu, creraHorpadpud u
00dyckamuu: yaeb.-mero. mocodue s ctyaeHToB. — MuHck: BI'TY,2016. — 220 c.

6. Kysuenos O.0., C.II. €scee, O.I'. Koposb. Creranorpadis: HaB4aJIbHUNA MOCIOHUK — X.
Bun. XHEYVY, 2011. — 232 c.

7. Benb6o Mao CoBpemenHas kpunrorpadus: Teopus u npaktuka. . [lep. ¢ aarn— M. :

Uz narensckuii nom "Bunesame", 2005. — 768 c.

8. bminnos B.C., l'anpueBchkuii FO.JI. Marematuuni ocHoBu kpuntoJorii + CD : HaBuansHuit
MOCIOHWK IS CTY/A. BHINMX HaBY. 3aKi. HamioHanmpHUN YH-T KOpabiaeOymyBaHHS —iM.
aamipana Makaposa. - Mukonais : HYK, 2006. - 232c.

9. Topb6enko L., I'pinerxo T.O. 3axuct Hbopmalii B iHGopMaliiHO-TeIEKOMYHIKAIIIHHIX
cucremax : Hapu. moci6. misa cryn. Y. 1. Kpuntorpadiyauii 3axuct iHpopmarii. Xapk. Hail.
YH-T pazioenekTpoH. - X., 2004. - 368 c.

10. 3agipaka B.K., Onekciok O.C. Komn'torepna kpuntosoris : Ilinpyunuk. - TepHominbcbka
akagemis HapogHoro rocmomapctBa; HAH — Vkpainu; Inctutyr kiOepHETHKH  iM.
B.M.I'mymkosa. - K., 2002. - 504c.

11. baianos B.C., I'anbueBchkuii FO.JI. Maremaruuni ocHoBH kpurrosorii + CD : HaBu. mocio.
JUI CTyA. BUIL. HaB4. 3aki. Ham. yH-T kopaOneOynyBanHs iM.Anmipana Makaposa. -
Mukomnais, 2006. - 232 c.

12. MapaxoBa LI, Pubak A.L, Smnonscekuit 0.C. 3axuct iHpopmanii. Kpunrorpadiuni
metoau : [ligpyd. mist Bum. HaBY. 3aki. - Onec. nepx. [lomitexH. yH-T, [H-T pagioenekTpoH. i
TesiekoMyHikaiiil. - O., 2001. - 174 c.

13. Anronos B.M., Ilepmsxos O.}O. Komm'totepHi mMepexi BilicbkoBOro mnpusHaueHus . - K.:
"MK-IIpec", 2005. - 320 c.

14. TapGapuyk B., 3unoBuu 3., CBuny A. KubepHernueckuii moaxoJ] K MpOEKTUPOBAHUIO CUCTEM
3amuTel UHGQOpMAIUU. YKpauHCKas akajaeMus WHPOpPMATHUKW; BONBIHCKHI TOC. YH-T WM.
Jlecu Yxpausku ; Jlroonuuckuii nmonutexuudeckuit yH-T. - K. ; Jlynk ; Jlro6mun, 2003. -
658c.

15. Ky3nenoB 0.0., €sceeB C.II., Koponas O.I'. Creranorpadis:HaBuanbHuil mocioHuk . — X. :
Bun. XHEYVY, 2011. - 232 c.



http://194.44.187.60/moodle/course/view.php?id=1396
https://elhacker.info/manuales/Lenguajes%20de%20Programacion/Python/Cracking%20Codes%20with%20Python.pdf
https://elhacker.info/manuales/Lenguajes%20de%20Programacion/Python/Cracking%20Codes%20with%20Python.pdf

16.

17.

18.

19.

20.

21.

22.

23.

l'onoBin M.b., Tomoina H.A., Mmook C.M., Cauyk FO.B. 3axuct indopmamii
creraHorpagiuHuM crnocobom MoBorw Python 3acobamu rpadiunoi 6idmioteku Pillow.
Komn’orepHo-iHTErpoBaHi TEXHOJIOTI: OCBITa, HayKa, BUpoOHHULTBO. JIynpk, 2020. Bunyck
Ne 40 ¢.110-115. URI: https://evnuir.vnu.edu.ua/handle/123456789/19701

lonoBin M.b., Tomoina H.A. Hapuanehuii mnpukinax MackyBaHHS iHpopmarii B
aKycTH4HOMY curHaii. HaykoBi 3amucku bBepasHCBKOTO JepKaBHOTO IEAAroriyHOTO
yniBepcurety. Cepis: Ilemaroriuni Hayku. bepasuacek, 2021. Bunyck 2. C. 203-210. URI:
https://evnuir.vnu.edu.ua/handle/123456789/20108

Mykola Holovin, Nina Holovina Educational example of masking textual information in a
photographic signal. Journal «ScienceRise: Pedagogical Education» N04(49)2022 pp24-28
URL: http://journals.uran.ua/sr_edu/article/view/261051/258566

l'onoBin M.bB., T'onosina H.A. ®@yp’e mnepeTBOpeHHS B SKOCTI aIuTiKalli CHEKTPaJIbHOTO
aHaJI3y 3BYKIB Yy Kypcax KOMIT'IOTEpHOi (i3uku Ta 3axucry iH@opmanii. Komm rorepHo-
IHTErpOBaHi TEXHOJOTIi: OCBiTa, HayKa, BUpOOHUITBO. JIynbk, 2021. Bumyck Ne 42. C.37-42,
URI: https://evnuir.vnu.edu.ua/handle/123456789/19750

JoaarkoBa jgiteparypa
®epriocon Hunwc, [Inaitep bproc [Ipaktuueckas kpuntorpadus. : Ilep. ¢ anri. — M:
Uz natensckuii qom "Bunesamc", 2005. — 424 c.
Konaxosuu I'.®., [Ty3sipenko A.}O. Komnbiotepnas creranorpadus. Teopus v mpakThka —
K. : «MK-IIpeccy, 2006. — 288 c.
bappu Tlon M3ydaem nporpammupoBanue Ha Python [mep. ¢ anrn. MLA. Paittman]. —
Mocksa: U3narensctBo «Dy», 2017.— 624 c.
JHokymenTarrist Python 3.8.12. URL.: https://docs.python.org/3.8/index.html

7. TlepeJiik NUTaHb 10 €eK3aMeHY
Iini, 3aBmanHs kpunrorpadii Ta creraHorpadii. OcHOBHI MOHATTS. IcTOpis 3axuCTy
1HbOopMaIrii.
OcHOBHI KJlacH CHUMETPHYHUX KpunrtocucteM. KomayBanHs Ta mudpyBaHHS
iH(popMarltii. AITOPUTMIYHI Ta MPOTrpaMHi peasizallii MPOCTUX CHMETPUYHUX MUDPIB
Ha MoBi Python.

Knacu acumerpuunux kpuntocucteM. [lepeBaru i HeIOJIIKKM aCUMETPHYHUX MHUPIB B
MOPIBHSHHI 3 CHMETPUYHUMH.

Konmemii acumerpmunoro mmdpysanus. Ilpotokon du ¢du — Xemimaxa
[Iporpamua peanizaiiisi po3paxyHKy KJIIOYIB MO0 alroputMy oOominy kitouamu iddi-
Xemnmana (a#a MoBi Python).

Bunu cyuacuux acumerpuunux mudpis. Anroputmu RSA ta Enp-I"'amans. Peanizanis
anmroputMy RSA s Mmanux 3HaueHb Ha MOBi Python.

Kpunroanani3z mudpis. CtilikicTs mpudTiB 10 31aMy.

Creranorpadiyai meroau 3axucty iHopmarii. OcHOBHI mOHATTA. I[lpuHuunu
MIPUXOBYBaHHA iH(opMaIlii.

Anroputmiuni Ta nporpamHi peanizamii Ha MoBi Python mpoctux cmoco0iB

npuxoByBaHHA iHopmalii B rpadiunux daitnax. Texnonorias LSB - namenmmii
3HaYMMHUH OIT.

ANTOpUTMIYHI Ta IPOrpaMHi peanizaiii MPoCcTUX cnocoOiB MPUXOBYBaHH 1H(opMartii
B 3BYKOBHX (aiiiax.

Metou TeKkcTOBOI cTeranorpadii.
MepesxeBa creranorpadis.
[IpuHuMnu cTeraHorpagiyHOTO aHaI3y.


https://evnuir.vnu.edu.ua/handle/123456789/19701
https://evnuir.vnu.edu.ua/handle/123456789/20108
http://journals.uran.ua/sr_edu/article/view/261051/258566
https://evnuir.vnu.edu.ua/handle/123456789/19750
https://docs.python.org/3.8/index.html
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