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1.0nuc 0CBIiTHHLOI0 KOMIIOHEHTA

I'any3b 3HaHB,
HajimenyBaHHS creniajJbHiCTh, XapakTepucTHKA OCBITHHOTO
NMOKA3HUKIB KOMIIOHEHTAa
OCBITHSI Iporpama,
Jenna ¢gopma HaBYAHHS HopmaTtuBHa
KinbkicTs rajy3b 3HaHb Pix naBuanus 4
rogun/kpeauris 120/4 F Indopmauiiini rexnoorii, | Cemectp_8-mii
cneniajJbHIiCTD Jeknii: 24 ron.
F 5 Kiboep0e3neka Ta 3axucrt JlaGopartopni podoTh : 36 rox.
iHdopmanmii,
ocBiTHBO-IpOdeciiina
IH/3: nHemae nporpama Camocriiina po6ora 52 rog.
Ki0epoOe3neka Ta 3axucr
ingopmanuii Koncyabramii: 8 roz.
OCBIiTHIl piBeHb 0aKkajaBp
@®dopMa KOHTPOJIIO: €K3aMEH

MoBa HaBYaHHS: YKPaIHCbKA

II. IndopMmanisi npo BUKJIagaya
[TIIT — Onnmyk Oxcana OnexcaHipiBHA
HaykoBwuii cTymniHb — KaHAUIAT TEXHIYHUX HAYK
Buene 3BaHHS — IOIIEHT
[Tocana — noLEHT KOMI'TOTEPHUX HAayK Ta KibepOe3neku
KonrakTHa iHdopmarris: +38-0966943585, Onyshchuk.oksana@vnu.edu.ua

II1. Onuc nucoMnIiHN

1. Anorauis kypcy. OcBiTHIE KOMHOHEHT «KOMIIJIEKCHI CHCTEMH 3aXHCTy
iH(popMalii» BIZHOCUTBCSA OO TMeEpeNiKy AWCHMIUIIH HUKITY MpodeciifiHOi MmiArOTOBKH.
OcCBITHI# KOMIIOHEHT NPUCBSYEHUN MIABUIIEHHIO DPIBHSA 3HaHb 3700yBauiB 3 Teopii i
NPAaKTUKU 3aXUCTy iH(oOpMalii TeXHIYHMMHM 3aco0amu, HaOyTTs BMiHb 1 HAaBUYOK 3
BUSBIIEHHS TEXHIYHMX KaHaliB BHUTOKY iHopMalii, iX OJIOKyBaHHS, CTBOPEHHI Ta
BIIPOBA/PKEHH1 KOMIUIEKCIB TEXHIYHOTO 3aXUCTy iH(opmarllii, B 3HaHHI OCHOB OpraHizalii Ta
MOPSAIKY BHUKOHaHHS poOIT 13 CTBOPEHHS KOMIUIEKCHHX CHUCTEM 3axXHUCTy iH(opmarii
TEJIEKOMYHIKAIlIMHUX CHCTEM 3aJIeKHO BiJl XapakTepy 00’ €KTa 3aXUCTYy.

2. Mera i 3aBAaHHsSI OCBITHBOr0 KOMIIOHeHTa: MmeTolo «KomriulekcHl cucreMu
3axucTy iH(oOpMalii» € BUpOOJEHHS y 3700yBadiB TEOPETUUYHUX 3HAHb Ta MPAKTHUYHHX
HAaBUYOK CaMOCTIHHOT poOoTH 3 3ale3neueHHs KOMIUJIEKCHOTO 3axHCTy i1HQopMmalii Ha
o0’ektax iH(pOpMAIifHOT MiSUIBHOCTI Ha OCHOBI HOPMAaTHBHO-TIPABOBUX JOKYMEHTIB,
HaIllOHAJIbHUX Ta MDKHapoAHMX cTaHjaaprtiB. Jlatm 3q00yBauaM mMOrNIMOJIEHI 3HAaHHS B
OMaHyBaHHI 3arajJlbHUX TEOPETHMYHHMX 3HaHb Ta NPAKTUYHUX HABHUOK IOJO0 PO3POOKHU
THUIIOBOI CTpaTerii 1 opraHizallii KOMIIJIEKCHOI CHUCTEMH 3axucTy iH(opMmarii. BuBueHHs
oco0aMBOCTeH MOOYIOBH KOMIUIEKCHHX CHCTEM 3aXHMCTY iH(opMariii Ta HeHTpali30BaHOrO
YIpaBIiHHS CUCTEMOIO 1HPOPMAIIHOT Oe3MeKH.




3. Pe3yJibTaTH HABYAHHS.
3araJjbHi KOMIIETEHTHOCTI:
3K 1. 3gaTHiCTh 3aCTOCOBYBATH 3HAHHS Y IPAKTUYHUX CUTYAITIsX.
3K 2. 3HaHHA Ta pO3yMiHHS PEIMETHOT 00J1acTi Ta po3yMiHHS npodeciitHOl AisTEHOCTI.
3K 3. 31aTHICTh CIIJIKYBATHUCS ISP KAaBHOI MOBOIO SIK YCHO, TakK 1 MHCbMOBO.
3K 5. 31aTHICTh BUUTHCS 1 OBOJIOIIBATH CYYaCHUMHU 3HAHHSIMH.
3K 8. 3parnicTh 30epiraTd Ta MPUMHOXKYBAaTH MOpaibHI, KYJIbTypHI, HAYKOBi I[IHHOCTI 1
JOCSITHEHHSI CYCIIJILCTBA HAa OCHOBI PO3yMIHHS iCTOpii Ta 3aKOHOMIPHOCTEH PO3BHUTKY
npeaMeTHOI o0acTi, i MicIs y 3arajbHii CUCTEMI 3HaHb PO MPHUPOY 1 CYCHIIBCTBO Ta Y
PO3BHUTKY CYCHUIBCTBA, TEXHIKM 1 TEXHOJOTiH, BUKOPUCTOBYBATU pi3HI BUAUM Ta (GOpMHU
PYXOBOi aKTUBHOCTI JJIs1 aKTUBHOI'O BIAIIOUYMHKY Ta BECHHS 3][0POBOI0 CIIOCO0Y JKUTTSL.
CuneunianbHi (paxoBi, mpeaMeTHi) KOMIIETEHTHOCTI
CK 1. 3gaTHICTh 3aCTOCOBYBAaTH 3aKOHOJaBUy Ta HOPMAaTHBHO- IPaBOBY 0azy, a TaKoOX
JepKaBHi 1 MKHAPOIHI BUMOTH, IPAKTHUKH 1 cTaHAapTH y TpodeciiHii AisSUTbHOCTI.
CK 2. 3paTHiCTh BUKOPUCTOBYBATH iH(OpMaIIiifHI TEXHOJOTIi, CydyacHI METOIU 1 MOJei
kibepOe3neKu Ta CUCTEMU 3aXHCTy 1HpOopMaIlii.
CK 3. 3patmicth 3a0e3leyyBaTH HENEPEPBHICTh Oi3HEC-MPOIECIB 3TiJHO BCTaHOBICHOI
MOJIITUKH KibepOe3rneku Ta 3axucTy iHdopmairii.
CK4. 3patnicte 3abe3meuyBaT 3axucT iH(opMmarii iHpopmamiifHuX Ta iHpOpMaLiiHO-
KOMYHIKAI[IHHUX CHCTeMax 3TiTHO BCTAaHOBIIEHOI TMOJITUKM KiOepOesnekun ¥ 3axXucTy
iHdopmartii.
CKS. 3natHicTh BiAHOBIIOBATH (YHKLIOHYBaHHS iH(opMmamiiiHux Ta iHbOpMaliiHO-
KOMYHIKaI[ifHUX CHUCTEM TicCys peaji3amii 3arpos, 3ailicHeHHs Kibeparak, 300iB 1 BiAMOB
PI3HUX KJaciB Ta MOXO/KEHHS.
CK 6. 3naTHicTh BIpOBa/KyBaTH Ta 3a0e31euyBaTy (PyHKIIOHYBAHHS KOMIUIEKCHUX CHUCTEM
3axucTy i1H(opMarii (KOMIJIEKCH HOPMAaTHBHO-NIPAaBOBUX, OpraHi3alliiHMX Ta TEXHIYHUX
3ac00iB 1 METO/1IB, IPOLIEYpP, MPAKTUYHUX MPUIOMIB TOIIO.)
CK 7. 3natHicTb 31ilcHIOBAaTH NpodeciiiHy MisIbHICTh HA OCHOBI BIPOBAKEHOI CHCTEMH
yIpaBJliHHS 1HPOPMaLIHHOO Ta KibepOe3neKkoro.
CK 8. 31aTHicTh 3aCTOCOBYBaTH METOJIM Ta 3aCO0M KpUOTOrpadiuHOro 3aXucTy iHdopMmarii
Ha 00’exTax iHpOopMaLiiHOI JiSIBHOCTI.
CK 9. 31aTHICTh 3aCTOCOBYBaTH METOJIM Ta 3aCO0M TEXHIYHOTO 3axMCTy iH(opmarii Ha
00’ekTax iH(opMaIiitHOT AiATBHOCTI.
CK 10. 3parHicTh BHKOHYBAaTM MOHITOPHHI 1H(OpMAaLIMHUX MpOLECIB, aHali3yBaTH,
BUSIBJISITH, OIL[IHIOBAaTH MOJKJIMBI BPa3JIMBOCTI Ta 3arpo3u iH(popMaliifHOMy mpocTtopy M
iHpOopMaLiiHUM pecypcaM 3TiIHO 3 BCTAHOBJICHOIO MOMITHKOIO iHPOpMaLiiHOT Oe3meKH.
PH 1. BinbHO chijKyBaTucsi AEp>KaBHOIO MOBOIO YCHO Ta IHUCHhMOBO NpU BHUKOHAaHHI
npodeciiHnx 000B’sI3KIB.
PH 5. AwnanizyBaTu, apryMeHTyBaTH, HpUHMAaTH pIIIEHHS IPH PO3B’SI3aHHI CKJIATHUX
CHellai30BaHUX 33Jad 1 MpaKTUYHUX 3aBAaHb Yy MpodeciiiHii AISUIBHOCTI, fKi
XapaKTepU3yIOThCsd KOMIUIEKCHICTIO Ta HEMOBHOIO BHM3HAYEHICTIO YMOB, BIJIOBINATH 3a
MPUMHATI PILLIEHHS.
PH 7. 3actocoByBaTu i amanTyBaTtu Teopii iH(popMmalii Ta KOJIyBaHHS, MaTeMaTUYHOI
CTaTUCTUKH, Yucell, Kpunrorpadii Ta creranorpadii, o0poOieHHs 1 epeaayi CUrHajiB TOIIO,
NPUHIUIKN, METOJM, MOHATTSA KiOepOe3neku Ta 3axucry iHpopMmalii y HaBYaHHI Ta
npodeciiiHiil JiSIbHOCTI.
PH 10. BuxopucroByBaTu cydacHi iH(popmariiiHi TeXHOIOTii, MeTou 1 Mozei KibepOesneku
Ta CcHCTeM 3axucty iHdopmamii st 37aidCHEHHS  mpodeciiHOi  MisUTBHOCTI.
PH 12. 3actocoByBaTH MeTOIM Ta 3acobu 3axucty iH(opmauii B iH(popMaliifHUX Ta
iH(opMaIiHHO-KOMYHIKAIIIMHUX ~ CHCTEMaxX BIAMOBIAHO 10 BCTAHOBJICHOI TOJITHKH



iHpopManiiiHoi Oe3neKu.

PH 14. BupimyBaTu 3amauyi ymOopaBIiHHSA TPOLIECAMH  BiJHOBJICHHS  IITaTHOTO
¢bynkuionyBaHHs  iHpopMmamiifHMX Ta  iHQOpMAIiiHO-KOMYHIKAI[ifHUX  CHCTEM 3
BUKOPUCTAHHSM TPOIENYp pE3epPBYBaHHsS 3TriAHO BCTAHOBJICHOT TMOJITUKU O€3MeKku 1
3a0e3neuyBatu (yHKI[IOHYBAaHHS CIICHIaJbHOTO MPOTPAMHOTO 3a0€3MEUYCHHS MO0 3aXHCTY
Ta BIIHOBJICHHS 1H(pOpMAIIii.

PH 16. Bupimysatu 3a1a4i BOPOBADKCHHS Ta CYNPOBOJY KOMIUIEKCHUX CHUCTEM 3aXHCTy
iHdopmartii B iHpopMaIIHHUX CHCTEMAX.

PH 20. Bu3znauaTtu 3arpo3u CTBOPEHHS TEXHIYHHUX KaHAIIB BUTOKY iHQopMaIlii Ha 00’ e€KkTax
iH(opMaIiiHOT MISUIBHOCTI; BIPOBADKYBAaTH 3aco0M 1 3aX0Au TEXHIYHOTO 3aXHUCTYy
iHpopmanii BiJf BUTOKY TEXHIYHMMH KaHaJIaMH, MPOBOJUTH OOCIYrOBYBaHHS 1 KOHTPOJb
CTaHy amapaTHUX 3aco0iB 3axucTy iHGoOpMarlii Ta KOMIUICKCIB TEXHIYHOTO 3aXHUCTy
iHpopmarii.

PH 21. BukonyBatu BOpOBaKEHHS, MIATPUMKY, aHalli3 €(pEeKTUBHOCTI CHCTEM BHSBJICHHS
HECaHKI[IOHOBAHOTO JIOCTYITY, Aii 3 iHpopMarliero B iHGOpMaIIiifHii cHCTEMI, BPa3IMBOCTEH,
MOXJIUBUX 3arpo3 1HQopmaliiiHomy mnpocTtopy i iHpopMaIiiHUM pecypcam Ta
BUKOPHUCTOBYBATH KOMIUIEKCH 3aXUCTY JUIS 3a0e3MedeHHs] HEOOX1THOTO PiBHS 3aXHUIIEHOCTI
iHpopmaii B iHpopMaiiHUX cHCTEMAaX.

4. CTpyKTypa OCBIiTHHOI0 KOMIIOHEHTA.
. - dopma
Ha3Bu 3micToBUX MOaYJIiB i TeM Cam.
Ycboro | Jlek. | Jlabop. Kownc. | konTpoJ10/
poo.
baau
3micToBuii MoayJib 1. HopmaTMBHO-NPaBOBi aKTU KOMNJIEKCHOI CUCTEMM 3aXUCTY iHPopMaLiii.
Tema 1. 3aranbHi MOJOXKEHHS Ta 8 1 2 4 1 3BiT 10 11a0.
BUMOT'H B YaCTHHI OpraHizaruii poOiT poBoTi/3
13 3axucTy iHpOpMaii.
Tema 2. [IpaBoBi mijicTaBu Ta OCHOBHI 8 1 2 4 1 3BiT 110 7126.
noJyioskeHHs moxao cropeHHs KC3I ta pobori/s
xkomruiekcy T3I B Ykpaini
Tema 3. OcHOBHI mONIOXKEHHSA TMpo| 9 2 2 4 1 3BiT 110 1a6.
CIIyK0y 3axXHCTy iHpOopMarii. poGoTi/5
TexHiuHMiA 3aXUCT 1HPOPMAIII].
Tewma 4. 3axuct inpopmariii B8 AC Bifg 10 2 3 4 1 3BiT 110 1126.
HCU. poboTi/5
Tema 5.3axuct indopmanii B AC Big 9 2 3 4 3Bit 10 1130.
BUTOKY TEXHIYHMMH KaHAJIaMH poboti/5
Tema 6. 3axuct indopmarii B AC Big 9 2 3 4 3BiT 10 11a0.
pYHHYBaHHS KaHAJIaMU CIICI[iaJIbHOTO po6ori /5
BILIUBY.
Tema 7. [Topsiaok nmpoBeaeHHs poOiT 3i 7 2 3 2 3Bir 110 1a6.
creopennst KC3L. po6ori /5
Pazom 3a momynem 1 60 12 18 26 4 35
3microBuii MmoayJub 2. IlodynoBa cucremu i ocHoBHMX migcucrem KC3I

Tema 1. Texniune 3aBgaHHs Ha 9 2 3 4 3sir no J1a6.
crBopennst KC31 B AC. pobori/6




Tema 2. OcHoBu 3axucty iH(popmamii 10 2 3 4 1 3BiT 110 1120.

s IC poboTi/ 6

Tema 3. OcobGIMBOCTI MPOEKTYBAHHS 10 2 3 4 1 3sit 110 7120.

KC3I ans AC pisaux knacis. Ominka poGori /6

edextuBHOCTI Ta onrruMizamis KC31.

Tema 4. IlepcrieKTHBHI HampsiMu 10 2 3 4 1 3Bit 110 J120.

po3BUTKY  Kommiekcy 31 B pobori/6

PO3MOAUICHUX 00YHNCITIOBAILHUX

cepenoumax (POC).

Tema 5. BuripoOyBaHHS KOMILIEKCY 11 2 3 5 1 3sit 110 J120.

TEXHIYHOTO 3aXUCTy iH(popMarii Ta pobori/6

Horo arecTartis.

Tema 6. Benenus KC3I B miro. 10 2 3 5 3BiT 10 11a0.
pobori/5

Pazom 3a momynem 2 60 12 18 26 4 35

MonynbHa KOHTpOJIbHA poboTa 1 15

MonynbHa KOHTpOJIbHA podoTa 2 15

H/13

Bcboro rogun/bais | 120 | 24 | 36 52 8 100

Mertoau koutpomto*: JIC — nuckycis, b — nebaru, T — tectu, TP — tpeninr, P3/K —
po3B’si3yBaHHs 3anau/keicis, [HJ3/IPC — inauBigyanbHe 3aBIaHHs/IHAMBIAYyalIbHA poOOTa
3n00yBavya ocBith, PMI' — pobGota B manux rpynax, MKP/KP — monynbHa KOHTpoOJbHA
poboTa/ KOHTpoIbHA poboTa, P — pedepat, a Takox aHANITUYHA 3aMKCcKa, aHATITHYHE ece,
aHaJIi3 TBOPY TOIIO.

5. 3aBaaHHA 151 CAMOCTIIHOIO ONPANIOBAHHS.

CamocriitHa poboTta 3700yBauiB BKJIIOYAaE B ceOe: OMpaIfoBaHHS JIEKIIHHOTO
Marepiany (mepeBipka 3IIMCHIOEThCS T 4Yac JIa0OpaTOPHUX 3aHSATh Ta OIIHIOETHCS MPU
BHUCTaBJICHHI  OIIIHKM 3a 3MICTOBMM MOAYJb); HIATOTOBKA 10 JaOOpaTOPHUX 3aHSTh,
BUKOHAHHS JOMAIIHIX 3aBJaHb (TepeBipKa 3A1MCHIOETHCS MiJ 4Yac JabOpaTOpHUX 3aHSTh);
cucTeMaTH3allis BUBYEHOTO MaTepiaiy nepes KOHTPOJIbHUMHU 3aX0JlaMHU, TECTYBaHHSIM
(mepeBipka 31IHCHIOETBCA MiJ] YaC KOHTPOJBHUX 3aXOJliB, TECTYBaHHS); BUBYCHHS TEM, ILO
HE pO3IJISIAIOTBCS B Kypcl JeKIii (mepeBipka 3AIMCHIOETbCS IMiJ 4Yac MOJYJIbHHX
KOHTPOJBHHX 3aXO/[iB 1 OLIIHIOETHCS BIIMOBIAHOO KUIBKICTIO OamIiB).

Ne Tema Kinbkic
3/m Th
TOAUH
1 |[IpaBoBi migcTaByM Ta OCHOBHI Mo0xkeHHs mo10 ctBopeHHs KC3I Ta koMruiekcy 6
T3I B Ykpaini
2 |OCHOBHI MOJIOKEHHS PO CIIy KO0y 3axucty iHpopmarii. TeXHIYHUIA 3aXUCT 6
1H(popMarlii.
3 |3axucr inpopmanii B AC Big HC/I. 6




4 |3axuct indopmanii B AC Bix pyliHyBaHHS KaHaJIaMH CIIELIATbHOTO BILTUBY. 6

OcHoBu 3axucty iHpopmariii B IC.

[lepcnexkTHBHI HampsMU PO3BHTKY Komiuiekcy 31 B po3moaineHux
obuncmoBanibHUX cepenosuiiax (POC).

7 |BunpoOyBaHHS KOMIUIEKCY TEXHIYHOTO 3aXHCTy iH(popMarlii Ta iforo 6
aTecTaris

8 |Oco6nuBocTi npoektyBanHs KC3I g AC pizaux kiacis. OuiHka 6
edexkTuBHOCTI Ta onrtumi3zaiis KC3I.

9 |Texniune 3aBnanHs Ha ctBopeHHsT KC3I B AC 4
Bceworo 52

IV. lonituka ouinoBanus IosiTuka BUK/Iaxa4a moOA0 CTyI€eHTA

VYci y4acHUKH OCBITHBOTO IIPOLECY IOBHMHHI JOTPUMYBaTHCh BUMOI UYHHHOI'O
3akoHoAaBcTBa YKkpainu, Craryry i [IpaBun BHyTpimHboro posnopsanky BHY imeni Jleci
VKpaiHKM, 3araJibHONPUHHATUX MOpPAJIbHUX HPUHLIMIIB, MpaBWJI IOBEIIHKA Ta
KOPIOPATUBHOI KYJIbTYpH; MIATPUMYBATH aTMocdepy T00pO3UUINBOCTI, BIAMOBIAIBHOCTI,
MOPSAHOCTI U TOJIepaHTHOCTI. ATMOC(epa Ha 3aHATTSAX MOBHHHA OYTH TBOPYOIO, BiAKPUTOIO
70 KOHCTPYKTHBHOI KpUTHKH. HemomycTumi 3ami3HEHHsS Ha 3aHSATTSA; KOPHCTYBAHHS
MOOUTBHUM TeNne(OHOM, IUIAHIIETOM YM IHIIMMH MOOUTPHUMH MPHCTPOSMHU ] dac
3aHATTS; cnucyBaHHs. OUiKyeThCs, O BCI CTYACHTH BiIBIAIOTH yci JeKii i JabopaTopHi
3aHATTS Kypcy. 3aBAaHHs Uil NPAaKTUYHOTO BHKOHaHHs (j1abopaTtopHi pobortu, TH/I3,
caMOCTiiHI poOOTH), 3aBJJaHHA MiJICYMKOBOTO KOHTPOJIIO (T€CTH, KOHTPOJIbHI pOOOTH, 110
nependaydaroTb po3poOKy Mporpam) 3Aal0ThCs 13 BUKOPUCTAHHSM 3acO0iB JUCTAHIIMHOTO
Kypcy.

[Tin yac BUBYEHHS OCBITHBOTO KOMIIOHEHTa MOXIJIMBE BU3HAHHS IHIIUX PE3yJIbTaTiB
HaBYaHHs], OTpPUMaHUX Yy QopmanbHid, HedopManbHIM Ta/abo i1H(GOpMaIbHIN OCBITI.
[lopsnox BU3HAHHS pe3y/ibTaTiB HaBYaHHS A 3100yBayiB BHILOI OCBITH, HaOyTHX Y:
(dbopManbHiil OCBITI (akajgeMiuHa MOOUIBHICTh CTYJEHTIB HAa TepUTOpii YKpaiHu 4M mo3a il
MEXaMHU, JIJISl CTY/ICHTIB, K1 MEPEBOSATHCA, TOHOBIIOIOTHCS 3 1HIUX 3BO (BITUU3HSHUX YU
iHO3eMHUX); HepopMmaibHii Ta/abo iH(OpManbHIA OCBITI  3JIHCHIOETBCS  3T1JTHO
«[TOJIOXXEHHSA mnpo BH3HaHHS pe3y/lbTaTiB HaBYaHHA, OTPUMAHUX Yy (OpPMaJbHil,
HedopMmanbHiil Ta/abo iHpopManbHiK 0cBiTI y BOIMHCHKOMY HaIllOHATBHOMY YHIBEPCUTETI
imeHi Jleci YkpaiHkm».

IMoaiTnka moa0 akageMiuyHoi 106povecHOCTI

[lim vyac HaBYaHHS YYaCHUKH OCBITHHOTO TMIPOIECY 3000B’SI3aHI JTOTPUMYBATHCS
aKaJIeMI4HO1 100pOYECHOCTI: €TUYHHUX MPUHIUIIB Ta BU3HAYEHUX 3aKOHOM IPaBUJI, SIKUMHU
MaloTh KepyBaTHCA YYaCHUKU OCBITHBOTO IpOLECY IiJ] 4ac HaBYAaHHSA, BUKIAQJAaHHSI Ta
MIPOBA/KEHHSI HAYKOBOT JISITBHOCTI.

JoTpuMaHHs akajeMidHOi J00poyecHOCTI 3100yBauaMH Imependadae: caMmoCTiHe
BUKOHAHHS HAaBYAJIbHUX 3aBJaHb, 3aBJaHb MOTOYHOI'O Ta IMiJCYMKOBOTO KOHTPOJIO (M1
0ci0 3 0COOJIMBHUM OCBITHIMHU TMOTpeOaMu I BUMOTA 3aCTOCOBYETHCS 3 ypaxyBaHHSAM iX
IHIUBINyIbHUX TOTPeO 1 MOXKJIMBOCTEH); TOCHJIAHHS Ha JpKepena iHdopmarii y pasi



BUKOPUCTAHHS 1lIed, TBEPKEHb, BIJIOMOCTEH; JOTPUMAHHS HOPM 3aKOHOJABCTBA IIPO
aBTOPCBKE TPaBO; HaJaHHS JOCTOBIpHOI iH(OpMAIi Mpo pe3yabTaTH BIACHOT HAaBYAIHHOI
(HayKOBO1, TBOPYOI) AiSITBLHOCTI.

[lix wac oOuiHIOBaHHS pe3yJbTAaTiB HAaBUAHHS CTYJICHTH HE KOPUCTYIOTHCS
3a00opoHeHUMH 3acobamu  (MOOUTBHHMK  TenedoH, TIUIAHIIET, KOHCIEKT, HaBYalbHA
JiTeparypa, iHON JpKepena iHdopmanii, B ToOMy uucii I[HTepHeT-pecypcH), caMOCTiiHO
BUKOHYIOTh 3alpOTIOHOBaHi 3aBJaHHsA. [Ipu BHKOHaHHI JTa0OpaTOpHHX poOIT 3 Kypcy
3100yBadi MarTh MPABO BUKOPUCTOBYBATH BIIACHI HOYTOYKH, SIKIIO BOHU MHiATPUMYIOTH
HEOOX1JIHE ITporpaMHe 3a0e3NeUCHHS.

IMoaiTuka 11010 AeAJAHHIB Ta MEePeCKJIATAHHA

SAxmio 3100yBay BUIIOI OCBiTH OyB BIJICYTHIM Ha 3aHATTSAX 3 OyIb-sAKOI NMPHYMHH,
BiH/BOHA BHBYAIOTh TEOPETUYHUH Marepiall CaMOCTIHHO BHUKOPHCTOBYIOUM HaBYaIbHI
MOCIOHMKY, KOHCIICKTH JICKII, Marepiaii IucTaHIiiHoro Kypcy “KomruiekcHa cucrema
3axucTy iH(oOpMalii”’, po3mimeHuXx Ha IuaTGopMmi AUCTaHIiiiHOro HaBuaHHs Moodle,
BUKOHYIOTh BCi JIOMaiHi 3aBnaHHs. [Ipo3BiTyBaTHCS TpO BUKOHAHHS 3aBJiaHb MOJKHA,
BUKOPUCTOBYIOUHM BHUII€3a3HAYEHI JUCTAHIMHI Kypcu, abo TMiJ Yac KOHCYIbTaIliH,
OJTHOYACHO TIPH IIbOMY 3’CYBaTH HE3PO3yMiJIi MOMEHTH, 33J]aTH MMUTaHHS BUKJIaaady. IcHye
MOJKJIMBICTh BUKOPUCTaHHS (OpyMy IOHUCTaHIiiHOTO Kypcy. [lepeckinanianHs KOHTPOIBHUX
poOiT Ta TecTyBaHb 3a00POHEHO.

V. IlincymMKOBHi1 KOHTPOJIb

[TincymMKoBOIO (hOpMOIO KOHTPOJIIO OCBITHHOIO KOMIOHEHTa ‘“KomruiekcHa cuctema
3axucTy iHpopMalii” € iCIHuT.

O1iHIOBAaHHS HABYAJIBHUX JOCITHEHb 3OIHCHIOCTBCS 3a 100 OalpHOIO IIKAIOIO.
Ominka BkJIIOYae B ceOe MOTOYHMH KOHTPOJIb (OLIHIOEThCS poOOTa Ha mMapax, BYacHe 1
SKICHE BUKOHAHHS JJOMAIIIHIX 3aBJlaHb) Ta MiJICYMKOBUN KOHTPOJIb (CaMOCTiI{HE BUKOHAHHS
IHAUBIAYalIbHUX 3aB/IaHb, KOHTPOJIbHI POOOTH, IIEpeBIpKa TEOPETUUHOI MIATOTOBKU y GopMi
tectyBanHs, [H/[3). MakcumanbHa KUIbKICTh OaliB, IKYy MOXKEe OTpUMaTH 3100yBay Mij 4ac
MIOTOYHOI'O OIIHIOBaHHS 3a cemecTp — 70 OaniB. MakcumanbHa KUIBKICTh 0alliB, Ky MOXeE
OTpUMAaTH 3700yBay 3a MiJCYMKOBUN KOHTPOJIb 3a ceMecTp ckianae 30 Oatis.

SIkmo 3a pe3yabTaTaMH CeMecTpy HAKOMMUYeHO He MeHie 75 OamiB 1 CTYAEHT
MOTO/UKYETHCS 13 IIUM pe3yabTaToM, TO OI[IHKa 3a CEMEeCTp MOXKE BHCTaBIATUCST 0e3
CKJIaJJaHHs ICIUTY. B 1HIIOMY BUMNAJIKy CTYIEHT CKJIQJA€ iCIMT; MaKCUMallbHa KUIbKICTbH
0aiiB, Ky MOKHa OTpUMaTH Ha icruTi — 60 GaniB. BoHu 3aMiHIOIOTH Galli MOIYJIBHOTO
CEMECTPOBOT'0 KOHTPOJIIO, IOTOYHUI CEMECTPOBUM KOHTPOJIb MPHU IIbOMY 30€pIiraeThes.

IcnuT mependadae BUKOHAHHS TeCTOBUX 3aBnaHb (10 muTaHb 1Mo ogHOMY Oaity) Ta
BiAmoBiap Ha muTaHHs (30 6amiB) Buxmamau 3anuinae 3a OO0 TPaBO CTABUTH YTOYHIOKOY1
MUATAHHS TIiJ] Yac BIAMOBIAI CTyJEHTAa Ta MPOCUTH MPOKOMEHTYBAaTH MPOTPAMHHMA KOJI.
CTyneHT NOBHHEH BUKOPHUCTATH 3ac001 Ti€i MOBH NpOrpaMyBaHHs, sIka BKa3aHa y 3aBJlaHHI.

IIuTanua qis icnury



1. Ha3BiTh METOU MiIBULICHHS €HEPTETUYHOI Ta CTPYKTYPHOI TAEMHOCTI
CUCTEMHU TiepeaaBaHHs iHpopMarrii.

2. JlaiiTe BU3HAYCHHS MOHATTS KOMIUIEKCHOTO 3aXHCTY iH(pOopMariii

3. ki Bam Bigomi migxoau A0 kiacudikaiii 3arpo3 6e3nerti iHdopmartii?

4. TlopiBHsiiTe iXx MK €000l 3 OISy HAaWOUIBIIO! BiAMOBIAHOCTI
MPaKTUYHUM MOTpeOaM CTBOPEHHS CUCTEM 3aXHUCTy 1H(pOpMAIIii.

5. Oxapakrepu3yiTe OCHOBHI MPUHIIUIHA CUCTEMHOI KJIacH]iKaIlii 3arpo3
oesremi iHGopMarrii.

6. HaBeniTe kBamiikaimiifHy CTpPYKTypy KaHaIiB HECAHKI[IOHOBAaHOTO
OTpUMaHHs 1HOpMaIIii.

7. Haiite kmacudikaiiro JHKepea BUTOKY iH(popMaIlii.

8. Po3kpuiiTe 3MICT METOIIB KOHTPOJIO iHGOpMaIii TEeXHIYHUMHU
3aco0amH B KaHaJIax TeJIe(OHHOTO 3B'A3KY.

9. HasBith MeTOAM KOHTPOJIIO iH(OpMAIIii, o 00pobIseThes 3acobamMu
00YHCITIOBAIEHOT TEXHIKH.

10.Oxapakrepu3yiiTe OCHOBHI CIIOCOOM 3amo0iraHHa BUTOKY iHQopMarlii
Mo TEeXHIYHMX KaHamax. OxapakTepu3yhTe crocodu 3axucry iHpopmarii B
KaHaJIax 3B'SI3KY.

11.ChopmynroiiTe OCHOBHI KOHIENTYallbHI TOJIOKEHHSI TEOpii 3axXHCTy
iHdopmarrii.

12.Po3kpuiite 3MmicT ¢yHKmii 3axucty iHdopmamii. fki 3 QyHKIiH
YTBOPIOIOTH [TOBHY MHOXKHUHY (DYHKIIIH 3axucTy?

13.ChopmysnroiiTe 3aBHaHHS 3aXUCTy 1 Ha3BITh JIECATh KIACIB 3aBIaHb,
1110 CTBOPIOIOTH PENPE3CHTaTUBHY MHOKHMHY 3a]1a4 3aXHCTY.

14 .ITpuseniteh knacudikailiro 3aco0iB 3axucTy iHdopmarii. ki nepesaru i
HE/IOJIIKM TPOTrpaMHUX, alapaTHUX Ta OpraHi3alifHuX 3aco0iB 3axucry
1H(popmartii?

15.fIx BmIMBaKOTH TOKa3HUKMU iH(pOpMAIlii, II0 3aXUIIAE€ThCA, Ha
CTPYKTYpY i
M1XO0JIU J10 MPOEKTYBAHHS CUCTEMH 3aXUCTY 1H(popmMarii?

16.Po3kpuiiTe 3MiCT KOPOTKOCTPOKOBOTO, CEPEIHBOCTPOKOBOTO 1
JIOBFOCTPOKOBOT'O YIIPABIIiHHS MPOLECAMHU 3aXUCTy iH(opMallii.

17.CpopmyntoiiTe OCHOBHI BUMOTH JI0 CUCTEMHU HOPMATHBHO-IIPABOBUX
JOKYMEHTIB, 1110 PErIaMEHTYIOTh IPOLECH KOMITJIEKCHOTO 3aXUCTY iH(popMallii.

18.ChopmyroBaty 3a/1aqy ONTUMAIBHOTO BHOOPY METOIIB 3aXUCTY JUIS
KO’KHOTO KOHKPETHOTO 00’€KTa 1 JJIsl CHCTEMH B LILIIOMY.

19.Po3kputH KpuTepiit BHOOPY 3ac00iB 1 METO/IIB 3aXHCTY.

20.Po3kputu 3a1a4uy MiHiMi3alii BapTOCTi Ta €PeKTUBHOCTI 3a0e3MeueHHs
CHCTEM 3aXHCTy 00’ €KTa.

21.Po3kputH 3amauyy MiHiMi3alii BIpOT1IHOCTI 3JIOMYy YCiX METOIB, SKi
BUKOPHUCTOBYIOTBCS JJISl 3aXHUCTY 00’ €KTa.

22.Po3kputu 3ajady MiHiMi3alii BTpaT BiA 3JI0OMy yCiX MeXaHi3MiB
3aXUCTY (METO/IIB 3aXHCTY), sIKIi BAKOPUCTOBYIOTHCS JJISI 3aXUCTYy 00’ €KTa.

23.Po3KpUTH Ta TOSICHUTH 3aXOJH, SKI BUKOHYIOTHCS IPH CTBOPEHHI
KC3I.

24 IlporpaMHi 3akiafkud Ta iX ckiaagoBi. Kiacugikamis nporpaMHHX
3aKIIA/IOK.

25.5lki OCHOBHI XapaKTEPUCTHKH TEIEKOMYHIKALIHHOI CHCTEMH SIK
00'eKTa 3aXUCTY.



26.Po3kpuiiTe MOHATTA 3arpo3u iHpopmariiiHoi Oe3meku. SIki OCHOBHI
HaIpsIMH 3aXHUCTy iHdOopmartii?

27.Knacudikanis 3arpo3 iHpopmaniiiHoi Oe3neku 3a KOMIIOHEHTaMHU
iH(opMaIiHHUX CUCTEM, Ha SIKI BOHH HAIIJICHI.

28.Knacudikaris 3arpo3 iHpopmaIiiiHoi 0e3mekn 3a XapaKTepoM BILTUBY

29.Knacudikariss 3arpo3 iHdopmaliiiHoi Oe3meKku 3a PO3MIMICHHSIM iX
mkepena. SIki OCHOBHI BUIM 3arpo3 Oe3neku iHPOopMaifHUM TeXHOJIOTisM?

30.0cHOBHI TEXHOTE€HHI IepeadadyBaHl Ta HeNepeadadeHi 3arpo3u
iHpopMaiiiHiil cucTemMu

31.4ky cucremy CKJIanalTh AeCTa0lIi3yloul YMHHUKH BIAMOBIIHO 0
TexXHOJIOTi1 1 pyHKIioOHyBaHHA iH(pOopMarii?

32.IlpuBectr  CTPYKTYpy KaHaly BHUTOKY iHdopmamii Ta mgarm
XapaKTePUCTHKY CEpeIOBUINY epeaadi iHpopmarrii.

33.5Iki OCHOBHI METOJU 3aXHCTy BiJ BUTOKY iH(opMalii 3 0OMexeHUM
JOCTYIOM HIJISIXOM MPOCITYXOBYBaHHS?

34.5Ik 3a7eXHO BiJA THUIY CTBOPIOBAHOIO EJIEKTPOMArHiTHOTO IO
PO3PI3HSIOTH BUIHM CKPaHyBaHHS?

35.5Iki MeTtoau 3a0e3MevyroTh 3HWKEHHS MOTYKHOCTI BUIIPOMIHIOBAaHb 1
HaBEJICHb?

36.5Iki  ocHOoBHI Mmeroau 3axucty iHpopmamii Big HCJ B
aBTOMATHU30BaHUX CUCTEMaX?

37.laiiTe XapakTEepUCTUKY OCHOBHHUM Ta JOMOMIXHHM TEXHIYHUM
3aco0am Ta cucTeMam.

38.Po3kpuiiTe MOHATTS 30HU 1, 30HU 2 Ta KOHTPOJIbOBAHOT 30HH.

39.YmoBu 00poOku iH(opMaIii B CHCTEMI.

40.Kpurepii oninku 3axunierocti indopmarii B AC Big HCI. KB-4.

41.5lka 1iHdopmarllis B 3aXMINEHIM CHUCTEMI MIATA€ OOOB'SA3KOBIM
peectpariii.

42 Kpwurepii ominku 3axumeHocti iHpopmanii B AC Bix HC. LIJI-1.

43.11o Take AC kmacy «1», «2», «3».

44 Kpwurepii oninku 3axumieHocti iHpopmanii B AC Bix HC. LIJ1-2.

45.TTopsimok  po3poOsieHHss Ta OQOpPMIIEHHS TpOorpaM 1 METOJUK
BurnpoOyBanb 11lo HaBoATH y po3aun “BumMoru moao 3adbe3nedyeHHs OXOPOHU
JepKaBHOT TAEMHUIID».

46.Kpwurepii ominku 3axumienocti inpopmanii B AC six HCH. LII-3.

47.Atecrartist komruiekciB T31.

48.0cHoBHi etamnu arectamnii komrmiekcy T31.

49. Kpurepii oninku 3axumieHocTti iHpopmarii B AC Big HCJI. LI/1-4.

50.3micT npyroro eramy crBopeHHS Komiuiekcy T31  “Po3poliieHHs Ta
BITPOBA/KEHHS 3aX0/1iB 13 3axucTy iH(popmartii” Ha OI/I.

51.3aBmanna Cnyx0m 3axucty iHpopmarii.

VI. llIkaja ouiHiOBaHHA

Ikana ouiHIOBaHHA 3HAHb 3100yBaYiB OCBITH 3 OCBITHIX KOMIIOHEHTIB, /1e ()OPMOI0
KOHTPOJIIO € icnuT

Ouinka
B 0aJjax

Ouninka 3a mxkajgow ECTS

JIiHrBicTHYHA OLlIHKA
oliHKa NOSICHEHHS




90-100 BigminHo A BIJIMiHHE BUKOHAHHS
82-89 Hyxe nobpe B BHIIIC CEPEIHBOTO PIBHS
75-81 Hobpe C 3araJiom Xopoiia pooora
67-74 3a10B1JIBHO D HEIOTaHOo
6066 JocTatHso £ BI/'IK'OHaHHSI Bil[HOBil[a.€

MiHIMaJIbHUM KPUTEPIsIM
1-59 He3zanoBinsHO Fx HEOOXiHEe NepecKiIaaHHs
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