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1.0nuc HABYAJBLHOI JUCHUILIIHA

Tabnuys 1
I'asry3b 3HaHb,
HaiimenyBaHH# CIeuiaJbHICTh, XapakTepucTHKA
NOKA3HUKIB HAaBYAJBLHOI JUCIUILIIHA

OCBIiTHSI MpoOrpama,
OCBITHI# CTYIIiHb

JlenHa (popmMa HaBYAHHA

HopmatuBHa

KinabkicTh
rogun/kpeauris 120/4

l'any3b 3HaHBb

12 «Indpopmariiiai
TEXHOJIOT11»

CremniaiabHICTh

125 KibepOe3smneka Ta 3aXuct
iHpopMaii
OCBITHBO-TIpOdeECiiiHa
nporpama

KiGepOe3neka Ta 3axucT
iHpopMmaii

Pik naBuyanus 4

CemecTp 7-uii

TNogunan:120

Kpenuru: 4

Jlekmiii: 34 roa.

JlaGopaTopHi poboTn :
46 rona.

IH/3: nemae

Camocriitna podora 30 roa.

Kouncyabrauii: 10 roa.

DopMa KOHTPOJIIO: eK3aMEeH

MoBa HaBuaHHS

YKpaiHCbhKAa

Buene 3Banus: npodecop

II. Indopmanist npo BUKJIagaya
[IIIT: Cobuyk Banentun Bonogumuposuu
HaykoBuii cTyniHb: JOKTOpP TEXHIYHUX HAyK

[Tocana: npodecop kadeapu KOMIT IOTEPHUX HAYK Ta KibepOe3neku

KonraktHa iHpopmaris

(HoMep MOOUIBHOIO

+380503398113, vvsobchuk@ukr.net
JIH1 3aHATh (MOCUJIAHHS HA €IEKTPOHHUMN PO3KIIaN):
https://us04web.zoom.us/j/76394429127pwd=GQ7a6Mq99lamC2mMAMzzh8EF016g

Ej.1

3B AI3KY,

eJIEKTPOHHA ajipeca):



III. Onuc pucuunmJIinu

1. AHoTauist Kypcy

HaBuanpna nuctururina «lltydamii iHTENmekT B KibepOe3meii» TOJIOBHUM 3aBJaHHSM Mae
MiATOTOBKY BHCOKOKBali(hikoBaHMX (haxiBLiB y ramy3i KiOepOesneku. 3100yBadi Hi3HAIOTHCS PO
Cy4JacHi METOJIY MAIIMHHOTO HaBYaHHS Ta TIIMOOKOr0 HABYAHHS, a TAKOX IO IX 3aCTOCYBAaHHS JJIs
BUSIBJICHHS KiOep3arpos, aHalizy BeIMKHX OOCSTIB JaHUX Ta 3aXHUCTy I1H(POPMALIWHUX CHUCTEM.
[IpakTU4Hi 3aHATTS JOMOMOXYTh OCBOITH IHCTPYMEHTH Ta OI0MIOTeKH sl PO3POOKH BIIACHUX
moxeneit 1. 3moOyBaui 3a pe3yinbraTaM BUBYCHHS JUCHUIUIIHA OYJIyTh TOTOBI /10 BUKOHAHHS
MIPOEKTIB, B paMKax SKHX 3MOXKYTh 3aCTOCYBaTH OTpUMAaHi 3HAHHS JJISi BUPIIIEHHS peajbHUX 3a]ad
KibepOe3nex.

B cywacHomy cBiTi KiOep3arpo3u € CKIAQAHHMHU Ta IOCTIHHO PO3BHBAIOTHCA 32 CBOEIO
npuponaoro. Hanilina kibepOesreka crana sik HiKOJIW BaXKIUBOIO B CydacHy IU(POBY €MOXY, OCKUTBKH
HiANPUEMCTBA KPUTUYHOI 1H(PACTPYKTYpH, LUBUIBHOTO Ta IPOMHUCIOBOTO CEKTOPIB HAMararoTbCs
OyTH Ha KpOK IOTepely B yMOBaxX MOCTIMHUX 3arpo3 HECAHKIIOHOBAHOTO JIOCTYIY A0 iH(OopMaIiitHo1
1HPPACTPYKTYpH.

Mryynnii inTenext (LLI) Bimirpae BaxnmBy ponb y KiGepOesnemi. Ha mouarkax, LI
BUKOPHCTOBYBAaB MPOCTI MpaBWJa JUIsl BIJCTEKEHHS MEpeXeBOro Ttpadika Ta Iilf KOPHCTyBayiB.
[IpaBumna, cTBOpEHi JIOAbMH, JOMOMArajid BUSBIATH MiJ03pUTy aKTUBHICTh, ajie Majl OOMEXCHHS.
3romoM, HampukiHIi MuHYyIoro cromitrs, LI craB Oinbll PO3BMHEHUM 3aBASKH MpPOTrpecy B
MalIMHHOMY HaBYaHHI. HUHI BIH MOX€ CaMOCTIifHO BCTAHOBIIIOBATH MPABUJIa, 3MEHIIYIOYH IOTPeOy B
pPYYHOMY BBEJCHHI JaHUX. BUKOpHUCTaHHA aNropuTMiB TIJIMOOKOr0 HaB4yaHHsA jgo3Bommio I
e(eKTHBHIIIE BUSBIATA MOTEHIIHHI 3arpo3u Ta CHOPUATH TOMy, L0 KiOepOesneka crtae OiIbII
HajiiHow0. Cy4acHUi reHepaTUBHUN IITYYHUH 1HTEeNeKT abo iHTenexkryansuuil 11 — Tpets xBuis, mo
3abe3neuye Oe3miu mepeBar y kibepoesmerri, Bii aBToMaTH3aIlil MOBTOPIOBAHUX 3aBJaHb 1 MiHiMi3amii
JIOACHKUX TOMWJIOK J0 BUKOPUCTAHHS HMPOTHO30BOI aHAJITHKH JUIS MIATPUMKH BUSBJICHHS 3arpos.
Bopanouac 111 BusiBUBCs O€31IHHUM B aBTOMAaTHU3allil pearyBaHHs Ha iHIMIEHTH Oe3neku. TexHomorii,
SK-OT MallMHHE HaBUaHHS Ta TMOOKEe HaBYaHHs, ski € cxmagoBumu I, 3minmmm cmocid pobotn
kibep6e3neku. CyuacHmii 111 mMoxke aHani3yBaTu BENHMKI OOCATH JaHUX, BUUTHCA HA HHUX, BUSBIATH
3aKOHOMIPHOCTI Ta MPUIMATH PillIeHHs AJIsl BUSIBICHHS Ta YCYHEHHS MOTSHIIMHUX 3arpo3.

2. I1pepekBi3uTH/MIOCTPEKBI3UTH

[TpepexBizutu: bazoBi 3HaHHS iHGOpPMALIMHUX TEXHOJOTIA Ta 3axHCTy iH(OpMalii, 3HaHHS
nporpaMmyBaHHs, Teopii KMOBIpHOCTEH 1 MaTeMaTHYHOI CTaTUCTUKHU, (DI3UKH, KOMII IOTEPHUX MEPEK,
apXiTeKTypu OOUMCITIOBAILHUX CHCTEM, TPOrPaMHHX Ta MPOrpaMHO-anapaTHUX KoMiuiekcis 331.

[TocTpekBizuTu: 3HaHHS Ta BMiHHS OyJIyTh aKkTyaJlbHUMH JUIsl pOOOTH 3 Oprasizamii cydyacHUX
3aXMIIEHUX CHCTEM B pi3HUX cdepax, 1€ BHUKOPUCTOBYIOTHCS TEXHOJIOTIi IITyYHOTO IHTENEKTY,
BKJTIOYAIOYH MiMPUEMTBA KPUTHYHOI 1HPPACTPYKTYPH, hiHAHCH, TPOMHCIOBE BUPOOHUIITBO TOLIO.

3. MeTta qucuumniing — chopMyBaTH y 3700yBadiB KOMIUIEKCHUN HaOlp TEOPETUYHHUX 3HAHD Ta
NPAKTUYHUX HAaBUUYOK MPOQECIifHUX KOMIIETEHIIH 3 Ki0e30e3mexu A 3a0e3neueHHs] KOMITIEKCHOTO
3axucty iH(oOpManii Ha o00’ekTax iH(OpMAIiiHOI AisUIBHOCTI A€ BCcE OUIbLIY pOJb BiAIrPaIOTh
TEXHOJIOT1i IITYYHOTO IHTETIEKTY.

4. Pe3yabTaTn HaBYaHHs (KOMIIETEHTHOCTI).

3HaHHS TEOPETHYHUX OCHOB Ta BMIHHS CBIJJOMOTO IMOBOJ/DKEHHS 3 1H(OpMAI€I0 B YMOBaX
BUKOPUCTAHHS Cy4acHUX 1H(OpMaIiitHO-KOMYyHIKaIIfHUX 3aC00iB Ta BpaXxOBYBaHHS OTPHUMAHUX 3HAHb
y MPAaKTUYHOI ASITBHOCTI 32 00paHOi CHeniadbHOCTI.

Iumeepanvha xomnemenmuicms: 3MaTHICTH PO3B’SI3yBaTH CKJIQJHI CIICiali3oBaHl 3amadi i
NPaKTUYHI 3aBJIaHHs y rayny3i KibepOe3neku Ta 3aXucTy iHpopmartii.
3azanvui komnemenuyii:
® 31aTHICTh 3aCTOCOBYBATH 3HAHHS y MpakTHUHUX curyamisx (3K 1).
e 3HaHHS Ta pO3yMIHHS MPEAMETHOI 001acTi Ta po3yMiHHA npodeciitnoi aisubHOCTI (3K 2).



® 3JaTHICTh CIIJIKYBAaTUCS JEP’KaBHOIO MOBOIO SIK YCHO, Tak 1 mucbkMoBo (3K 3).
® 3/1aTHICTh BUYMTHCS 1 OBOJIOIIBaTU CydyacHUMH 3HaHHsIME (3K 5).

e 31aTHICTh peali3yBaTH CBOi MpaBa 1 OOOB’SI3KM SIK WIE€HA CYCHUIBCTBA, YCBIAOMIIIOBATH
LIHHOCTI TPOMAaJSHCHKOTO (BUIBHOTO JEMOKPAaTHYHOT0) CYCHIIILCTBA Ta HEOOXiIHICTH HOTO
CTaJIOTO PO3BUTKY, BEPXOBEHCTBA IMpaBa, MpaB Ta CBOOOJ JIOJUHU 1 TPOMAISIHMHA B YKpaiHi
(3K 6).

e 3narHicTh 30epiraTv Ta MPUMHOXKYBATH MOpPaJibHI, KyJIbTYPHi, HAYKOBI IIIHHOCTI 1 TOCATHEHHS
CYCHIbCTBA HA OCHOBI PO3yMiHHS iCTOPIl Ta 3aKOHOMIPHOCTEH PO3BUTKY MpEAMETHOI 00JacTi,
i Micus y 3arajbHiid CUCTEMI 3HaHb MPO MPUPOAY 1 CYCIHIIBCTBO Ta Y PO3BUTKY CYCHUIBCTBA,
TEXHIKH 1 TEXHOJOTii, BUKOPHCTOBYBAaTH Pi3HI BHIM Ta (OPMH PYyXOBOi AKTUBHOCTI JUIS
AKTUBHOTO BIAMIOYMHKY Ta BEJACHHS 310poBOTO criocody xkutts (3K 8).

Cneyianvui KomnemeHnuyii:
® 31aTHICTh 3aCTOCOBYBATH 3aKOHOJABYY Ta HOPMAaTHBHO- NPaBOBY 0a3y, a TaKOX JEpXaBHi 1

MDKHApOJHI BUMOTH, MPAKTHKH 1 CTaHAApTH y npodeciiiniit nisubHOCTI (CK1).

® 31aTHICTP BHMKOPHCTOBYBaTH iH(pOpMAIlifHI TEXHOJOrii, Cy4acHi MeToau 1 Mojeni
KibepOe3neku Ta cucremu 3axucty iHpopmauii (CK 2).

e 3narHiCTh 3a0e3MedyBaTH HEMEPEPBHICTh Oi3HEC-TPOIECIB 3TiIHO BCTAHOBJICHOI MOJITHUKU
kibepbe3neku Ta 3axucty indopmaii (CK 3).

e 31aTHICT,  BIJHOBIIOBaTH  (yHKIiOHyBaHHA  iH(opmamiiiHux Ta  iHpOpMaLiiHO-
KOMYHIKallIfHUX CUCTeM Micis peaiizalii 3arpo3, 3iiiicHeHHs KiOepartak, 300iB 1 BigMOB
pizHux knacis Ta noxomkeHHs (CK 5).

® 31aTHICTh 3aCTOCOBYBaTH METOAM Ta 3acobu KpunrorpadiuyHoro 3axucty iHpopmamii Ha
00’ekTtax iHpopmaiitnoi nismpHOCTI (CK 8).

® 31aTHICTh 3aCTOCOBYBATHM METOJM Ta 3aCO0M TEXHIYHOro 3axucTy iH(opmarii Ha 00’eKTax
iHpopmaniiinoi aisubHoCTI (CK 9).

Bonooimu Hasuukamu TIpOrpaMyBaHHS, HaBHYKaMU 300py, OYMIICHHS, NEPETBOPEHHS Ta
Bisyamizamii JaHWX I TOJAJBIIOrO aHaji3y 3a JIOMOMOIOI0 aJIrOPUTMIB MAIIMHHOTO HAaBYaHHS,
pPO3pOOIIATH, TPEHYBaTH Ta OI[IHIOBATH MOJIEII MAIIMHHOTO HABYAHHS JUIS BHUPIMICHHS KOHKPETHUX
3a/1a4 KibepOe3neKH.

4. 3aBaaHHs (HABYAJBbHI 1iJ1i) HABYAIBHOI TUCHUILTIHM — 3a0e3MeueHHs CTa0lIbHIX 0a30BHX
TEOPETUYHMX 3HaHb, TEOPii 1 mpakTuku podotH 3 L5 po3yMiHHS MaTeMaTHYHUX OCHOB, IO JISKATh B
OCHOBI aJTOPUTMIB MAIIMHHOTO HaBYaHHA (JiHIMHAa anreOpa, Teopis WMOBIpHOCTEH, MaTeMaTHYHA
cratuctuka). ['muboke po3yMiHHS KOHIICMIIA MAIIMHHOTO HABYaHHS, TIHOOKOTO HAaBYAHHS,
HEHPOHHMX MeEpeX Ta IHIIMX Cy4acHuX miaxoniB B ramy3i IIII. 3HaHHS OCHOBHHMX alTrOpUTMIB
knacudikaiii, perpecii, KiacTepusamii Ta IHIIUX METOMAIB, IO BHUKOPHCTOBYIOTHCS B 3ajJadax
kibepOe3neku. HaBuuku 300py, OUMIICHHS, EPETBOPEHHS Ta Bi3dyami3amil AaHUX Ui MOJAJIBLIOTO
aHaJi3y 3a JOIMOMOTI'OI0 AJITOPUTMIB MAIIMHHOTO HABYAHHS.

Copustu  edpexktuBHOMY  (opmyBaHHIO y  37100yBauyiB  HACTYNHUX  HpodeciiiHuX
KOMIIETEHTHOCTEH:

e BiIbHO CHIJIKYBAaTUCS JIEP’KaBHOIO MOBOIO YCHO Ta MHCBMOBO IpU BUKOHAHHI mpodeciiHux
o6oB’si3kiB (PH 1).

e Oprani3oByBaTu BiacHy mnpodeciiiHy IisabHICT, OOMpPATH 1 BUKOPHCTOBYBATH ONTHUMAJIbHI
METOIM Ta CIIOCOOM PO3B’S3aHHS CKJIAHMX CIICIiasli30BaHUX 3a7ay 1 MPaKTHYHUX MPoOIeM y
npodeciifHiil AISTBHOCTI, OIiHIOBaTH iXHIO eekTuBHICTh (PH 4).

e AmamizyBaTu, apryMEHTyBaTH, MpHMaTH pIIMIEHHS TOpU  PO3B’S3aHHI  CKJIAaJHHUX
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CTeliali30BaHMX 3a7ady 1 MPaKTUYHUX 3aBAaHb y MpodeciiiHii  AiAIbHOCTI,  SKi
XapaKTePU3yIOThCS KOMIUICKCHICTIO Ta HETMOBHOIO BH3HAYCHICTIO YMOB, BIAMOBIIATH 32
npuiinaTi pimenns (PH 5).

AnanTtyBaTucs 10 HOBUX YMOB 1 TEXHOJIOTiH poQeciiHOl TisTbHOCTI, MIPOTHO3YBATH KiHIIEBHHA
pesynbtar (PH 6).

3acTocoByBaTH i ajantyBaTd Teopii iH(popmarii Ta KOJyBaHHS, MaTeMaTHYHOI CTaTUCTHKH,
yucen, kpunrorpadii Ta creranorpadii, oOpoOIeHHs 1 mepenavi CUTHaJIIB TOMIO, MPUHIUIIH,
METOAM, TOHATTA KiOepOe3mekn Ta 3axucTy iHpopmamii y HaBuaHHI Ta mnpodeciiinii
nistmeHOCT (PH 7).

3acTOCOBYBAaTH 3HAHHS W PO3YMIHHS MaTeMaTWKU Ta (i3ukd B NpodeciiiHid isIbHOCTI,
dopmarnizyBaTH 3amadi  IpeaMETHOI raiy3i  KibepOesmeku Ta 3axucTy iHdopmarii,
¢dopmyroBaTH iX MaTeMaTHYHY ITOCTAaHOBKY Ta OOMpaTH palrioHanbHuil Mmeton Bupimenus (PH
8).

3HaTH Ta 3aCTOCOBYBAaTH 3aKOHOJABCTBO YKpaiHM Ta MDKHApPOJIHI BHUMOTH, NPAKTUKU 1
CTaHJApTH 3 METOI0 3/iliCHEHHS MpodeciiiHOl AisUIbHOCTI B Taly3i KibepOe3lneku Ta 3aXUCTy
iHpopmanii (PH 9).

30uparu, oOpoOmsTH, 30epiraTv, aHami3yBaTH KPUTWYHI JaHi Ui JoKa3y peaiizamii
Ki0ep3arpo3, MPOBOJAMTH aHai3 Ta JOCIIIKEHHS KiOEpIHIMICHTY 3 METOI OINEpPaTUBHOTO
BiTHOBJICHHS (DyHKIIOHYBaHHS iH(popMariitHoi cucremu (PH 15).

BupimyBatu 3amadi momo oprasizamii Ta KOHTPOJIO CTaHy KpHUOTOrpadigHOTO 3aXUCTY
iH(popMarii, 30KkpeMa BiANOBIAHO 10 BUMOT HOpMaTuBHUX AoKyMeHTiB (PH 19).

S. CrpyKTypa HABYAJIBbHOI JMCHUILTIHA
o KinbkicTh rognn
Ha3zpa temu* C.
n/n Jlekmii | ILp.| JLp.
p-
3micToBuii MoayJib 1 ""OCHOBHY IITYYHOTO iHTeNeKTY"
1 Tema 1. Beryn o mtydHoro iHTeNneKkTy. Busnauewus, icmopis ma ) )
€B8ONII0Yisl, 2aNly3i 3ACMOCYBAHHS, CUNbHA I clabka ghopmu.
Tema 2. Mamunaae HaBuaHHS. (OCHOGHI NOHAmMmMSA mMd MUnu
o | MawwnnO20  nasuanns; Haefzqubni aneopummu: Hqiénuﬂ 4 6 4
batieciecokull Knacugikamop, JiHiliIHA peepecis, Oepesa piuieHy,
OYiHKa Mooenell MAUUHHO20 HABYAHHSL.
Tema 3. I'muboke nHaBuaHHS. Hetlponui mepedici: apximexmypa,
3 | Hasuanns, 3acmocyeans. Konsomoyiiini netiponni mepeoswci (CNN) 4 6 4
ma ix 3acmocysannsa 6 0opobyi 306pasicenv. Pexypenmui netiponHi
Mmepedici (RNN) ma ix 3acmocysannsi 8 00podyi nocrioognocmell.
Bceboro 3a MK-1 10 14 8
3micToBuii Mogyab 2 "IlITyuHnuii iHTeseKT Ta KidepOe3nmeka"
Tema 4. 3acrocyBanns Il B arakax. [l ona cmeopenus
8 | Qiwmuncoeux nucmis, cenepayii 3108MUCHO20 KOOy, OX00y cucmem 2 4 2
BUSIGTICHHS BMOPSHEHD.
Tema 5. 3axuct Bix arak, mo BUKOpUCTOBYIOTh IIII. Buserenus
9 anomanitl 8 mepedcesomy mpagiky 3a  oonomoeoro Il 3 4 5
Knacugixayis wxionueoeo npoepamnoco 3abesneuenns. Auanis
N06eOiHKU KOPUCMYBAYI8 015 UAGNEHHS BHYMPIUUHIX 3A2PO3.
10 Tewma 6. I ans 3axucty qaHuX. Buseienus eumoxie oanux. 3axucm 3 4 )
Kon@idenyitnocmi danux. Jezingopmayis ma ghetixosi HOGUHUL.
11 Tema 7. Ernuni acnektu LI B kibepOesnerni. Ynepedocenicmo 6 ) 2 2

ajizeopummax MauuHHoc0 HABYAHHA. HpO30piCWlb I NOSICHIOBAHICNb




modeneu L. Bionosioansnicmo 3a 0ii L1IL
Bceboro 3a MK-2 10 14 8
3microBuii MoayJb 3 "IIpakTHYHI aceKTH LITYYHOIO iHTeJIeKTY B KidepOe3meni"
2 Tema 8. Inctpymentu Tta 6i6miorexku mist L. Python, TensorFlow, 4 4 4

Keras, Scikit-learn, Jupyter Notebook ons excnepumenmis.

Tema 9. Po3pobka mopeneit Il mms kiGepOesneku. 36ip ma

nideomoexa oOanux. Bubip modeni ma ii Hasuanus. QOyinka 2 4 3
eghexmusHocmi mooeri.

Tema 10. Posropranns wmogeneit HII B peasbHHX cucTEMax.

Iumezpayis mooeneii Il 6 cucmemu xibepbesnexu. Onmumizayis 3 4 3
Mooenell 0ist pobomu 8 peaibHOMY 4aci.

Tema 11. Tpenau ta nepcnexktuBu po3Butky LI B xiGep6esnerni. 1171

ons saxucmy loT-, HoT-npucmpois. Keanmosi oduucienns ma ix 3 4 2
eniue Ha Kibepbesnexy. DedepamusHe HABUAHHA 0N 3AXUCIY

KOH@IOeHYitiHoCmi Oanux.

Tema 12. IlpoektyBanHsi cuctem KiOepOesneku Ha ocHoBi LI
Kummesuil yuxa po3pobku cucmem Kibepbesnexku 3 UKOPUCTNAHHIM 2 2 2
111, Apximexmypa cucmem, wo nocouyromo aooeii i 1111,

Bceboro 3a MK-2 14 18 14
KoncyabTanis 10

Bcboro 3a HaBYAJBHOIO U CHUILTIHOKO 36 10 46 30
3aranpHuii 06csT 120 200., B TOMY YHCIHI:

Jlexuiit — 36 200.

JIaGopatopHi — 46 200

Koncynpranii go icnuty — ‘10 200

CamocriitHa po6ota — 30 200.

6. 3aBnanHs 119 caMoCTiliHOI po6oTH Ta HanucaHHs pedeparis
Ne Tema

1. | IdTyynuii inTesleKT y cTBOpenHi Ta BusiBjeHHi deepfakes. Texnomorii cTBOpeHHS
rMOOKUX MiAPOOOK, X BUKOPHCTAHHS B KibepaTakax Ta METOJU 1X BUSBJICHHS.
3acTtocyBaHHs reHepaTuBHUX Mojeseil (GANS) i CTBOpeHHs 3JI0BMUCHUX MPOrpam.

2. | MoxmuBocti Bukopuctanas GANSs 11 reHepanii HOBUX THIIB BipycCiB, TPOSHIB Ta iHIIOTO
IIKIJUTHBOTO TPOTPAMHOTO 3a0€3MECUCHHS.

PiBenn 3arposu: fAx LI 3minoe Janamadt kidep3arpo3? 'moGaneHuil anami3 Toro, siK

3. | WITyYHWH IHTENEKT 3MIHIOE TAKTHKY KiOEP3JIOYMHIIB Ta MiJBMILYE DIBEHb CKIAIHOCTI
KibepaTax.
3axucT KOH(piTeHIHHOCTI B cMcTeMaX MAIIMHHOIO HAaBYaHHA. MeTou 3aXUCTy JIaHUX,

4. | IO BUKOPHCTOBYIOTbCS B NMPOLIECI HABYAaHHS MOJENEH MANIMHHOIO HaBYaHHSA, OCOOIHMBO 3
ypaxyBaHHSM MPOOJIEM MPUBATHOTO MAITMHHOTO HABYAHHSI.

5. | lryynmii intesekr 1a GDPR: Bumorm GDPR 11010 BHKOpHMCTaHHS alrOpUTMiB
MITYYHOTO IHTEJIEKTY Ta BUKJIMKH, 3 IKUMHU CTUKAIOTHCS KOMIIAHIT TIPH X TOTPUMaHHI.
ATtaku Ha cucreMu OiomerpnuHOi ayreHTH(iKkanii 3a nonomoror LII. Metonu odmany

6. | cucrem po3mi3HaBaHHs OOJWY, BIIOWTKIB MabI[iB Ta IHIMUX OIOMETPUYHHMX ITaHHUX 34

JIOTIOMOT OO IITYYHOTO 1HTEJIEKTY.




Be3neka mojesieii MAIIMHHOTO HABYAHHA: aTaKM Ta 3aXMCT. XapaKTEPUCTUKA PI3HHUX
TUIIB aTaK Ha MOJIEJl MallTMHHOTO HaBYAHHS (HAMPUKIIAA, OTPYEHHS JaHUX, OOXiTHI aTaku)
Ta METOJIH 1X 3aXUCTY.

Explainable AI (XAI). Meronu, siki A03BOJIIIOTH 3PO3YMITH, SK NMPUAMAIOTHCS PILICHHS
MOJICJIIMA MAalIMHHOTO HAaBUYaHHS, Ta iX BAXJIMBICTH Ui 3a0€3MEYeHHs IMPO30POCTi Ta
noBipu a0 cuctem LI

Po3poOka Oesmeynux cucrem IHI: IlpunHiunu 0Oe3ne4yHOro MPOEKTYBAaHHS CHUCTEM
IITY4YHOTO 1HTEJEKTY, BKIIIOYAIOUM 3aXUCT BiJ| aTak, 3a0e3neueHHs KOH(]INEHIIHHOCTI Ta
CTIHKICTb 70 3001B.

10.

IITyyHnil iHTeJeKT Ta KBAHTOBi O0YMCJICHHSI: HOBi BHKJIMKH s Ki0epOe3neku.
OmiHka NOTEHLIWHOTO BIUIMBY KBaHTOBHUX KOMI'IOTEpiB Ha cHcTeMH Kpunrorpadii ta
6e3neky cucreMm LI, a TakokK MOXIIMBI IIJISIXU 3aXUCTY.

11.

Etnyni nunemu y po3poOui aBTOHOMHHX cHCTeM 30poi. AHani3 eTWYHHX MpodiieMm,
MOB'SI3aHMUX 13 CTBOPEHHSM Ta BUKOPHCTAaHHSIM aBTOHOMHHUX CHCTEM 30poOi, 3aCHOBaHUX Ha
IITYYHOMY 1HTEJIEKTI.

12.

YnepeaKeHicTb y aJiropuTMax MAIIMHHOIO HABYaHHS Ta il BIUIMB Ha Ki0epOe3meky.
[TpyurHM BUHMKHEHHS YNEPEIPKEHOCTI y ajJropuTMax MAIIMHHOTO HaBYaHHS, ii HACHIJKIB
JUISL CUCTEM O€e3IIEKH Ta METOAIB i1 MiHiMi3arii.

13.

ConianbHa iHxkeHepis 3 BukopuctanusaMm LII: HoBi 3arpo3u Ta MeToaM 3axucTy. AHami3
HOBUX METO/IIB COIIaTbHOI 1IHXKEHEePii, 3aCHOBAaHUX HA 3aCTOCYBAaHHI IITYYHOTO 1HTENEKTY, Ta
PO3poOKa 3aX0/IiB IPOTHUIII.

14.

Buxopucrannss Il nns BusiBJeHHs OOTIB Ta TPOJdiB y COWIAJILHUX MepexKax.
Metoau, ki BHKOPHCTOBYIOThCS sl ifeHTudikanii OOTiB Ta TpoJsiB, Ta iX poib Y
ne3iHpopManiiHUX KaMIaHisX.

15.

3acrocyBanns IIII B cucreMax npomMHCI0BOI aBTOMaTH3aulii: 3arposu Ta 3aXoaM
3axucry. BpasnuBocTi cECTeM MPOMECIOBOI aBTOMATH3allii, OCHAIICHUX EJIeMEHTaMHU
IITYYHOTO IHTEJIEKTY, Ta PO3po0Ka METO/1iB 3a0e3MeueHHs IXHbOI OEe3MeKH.

16.

Buxopucrannsi 0Jiok4yeiiHa s 0e3lMeKW CHCTeM IITY4YHOro iHTejsekty. OriHka
MOTEHIIIaTy TEXHOJIOTii OJOKYEWH sl MiABUIICHHS OE3MEeKH CUCTEM IITYYHOTO IHTEJICKTY,
TaKuX SK JCLEHTPaTi30BaHe HABUAHHS MOJIEJIEH Ta 3aXUCT IHTENEKTYaIbHOT BIACHOCTI.

17.

denepaTuBHe HABYAHHS MojeJieii MAIIMHHOTO HABYAHHS: NepeBarM Ta BUKJIMKH.
[Mpuanmmm ¢GeaepaTUBHOTO HABYaHHS Ta MOTO 3aCTOCYBaHHS y cHcTeMax KibepOesmeku, a
TAKOX aHaJi3 MOB'I3aHUX 3 HAM MIPOOIIEM.

18.

KBanToOBi 00unc/ieHHs Ta IX BIVIMB HA KpUNTorpagiio ta cucreMn 0e3neKH HA OCHOBI
HII. 3arpo3u, NOB'A3aHi 3 PO3BUTKOM KBAaHTOBHUX KOMIT'IOTEPIB, Ta pO3p0oOKa MOCTKBAHTOBUX
KpUNTOTpa(iuHUX AITOPUTMIB.

19.

Neuro-symbolic Al: 00'e¢1HAHHSI CUMBOJIIYHMX Ta HeHPOHHHX MeToxiB. Ilimxomu, sKi
MOEIHYIOTh CUMBOJIIYHI Ta HEHPOHHI METOJIU Y IITYYHOMY IHTEJNEKTi, Ta iX MOTEHLIaN I
BUPIILICHHS CKJIJIHUX 3aBJIaHb Y raiy3i KibepOe3neKH.

20.

Pery/iioBaHHSI IITYYHOI0 iHTEJEKTY: Mi>KHAPOJHHH T0CBiI Ta mepcHeKTHBH. AHAaII3
ICHYIOYHMX Ta pO3pOOITIOBaHMX HOPMATHUBHO-IPABOBUX AKTIB, IO PETYJIIOIOTH 3aCTOCYBaHHS
IITYYHOTO IHTEJIEKTY, Ta iX BIUIUB Ha PO3BUTOK TEXHOJIOTIN KiOepOe3neKH.

7. IIuTaHHA 10 eK3aMeHy

Busnauyenns mryunoro intenekty. OcHoBHI eranu po3ButKy LI

PizHuIg Mik cunbHORO Ta ciiadkoro ¢popmoro HII. [Mpuknamm.

OCHOBHI THITM MAaITMHHOTO HaBYaHHA. [IpuKiIanu anropuTMmiB A KOKHOTO THITY.
[Iponiec HaBYaHHS MOJIeJi MAIIMHHOTO HABYAHHS.
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MeTtpuku, Ki BAKOPHCTOBYIOTHCS JUISI OIIIHKH AKOocTi Moaeni LI

o Take HelipoHHa Mepexa? OCHOBHI THIIM HEHPOHHUX MEPEXK.

SIK mpaIrorTh KOHBOJIOLIHI HEHPOHHI MEpexi.

BukopuctanHs KOHBYJIOLITHUX HEHPOHHUX MEPEX B KibepoOesmeri.

9. 3acToCOBYHOTBHCS pEKYPEHTHUX HEMPOHHMX Mepex. [Ipuknaau.

10. besneka Mozenei MallMHHOTO HABYAHHS: aTaKU Ta 3aXUCT.

11. Buxopucranus LI mist ctBopeHHst QilIMHTOBUX JTUCTIB.

12. MoxnuBocri, siki Bigkpusae LI i renepattii 310BMUCHOTO KOy .

13. Metoau 3axuCTy BiJ aTak, 10 BAKOPUCTOBYIOTH L1I.

14. Bukopucranns LI nns BusBICHHS aHOMAaIi B MepexXeBOMY Tpadiky.

15. Tlpomec kiacu@ikarii mKiATUBOTO MPOTPAMHOTO 3a0e3nedeHHs 3a qornomororo 11

16. IlepeBaru ta Henomiku Bukopuctanus LI ans anamizy nmoBeniHKM KOPUCTYBAUiB.

17. BusBIsATH BUTOKM JaHUX 3a gornomoroto III.

18. Meroau 3axucty KoH(piEHIIIHHOCTI JaHuX 3a gornomororo 1.

19. 3arposu noB's3aHi 3 HOMKMPEHHIM Je3iHpopmarii Ta peHKOBUX HOBHH.

20. IIo Take ynepeIKeHICTh B aJITOPUTMAX MALIMHHOTO HaBYaHHA? Metonu 60poThOH.

21. BaxnusicTs mpo30pocTi 1 mosicHoBaHocTi mojeneit 1111

22. BigmosimansHicTs 3a xii 11

23. OcHOBHI IHCTPYMEHTH Ta 010J110TEKH BUKOPUCTOBYIOTHCS JUIst po3poOku mozeneit 1.

24. Onumite nporec po3poOKM MOAENi MAIIMHHOTO HaBYaHHA 3a JOMOMOTolo Jupyter
Notebook.

25. Eranu nporecy po3poOku moaeni LI mis kiGepOe3nex.

26. Ouinku epeKTUBHOCTI po3podienoi moxeni LI

27. Buxivky, siKi BAHUKAIOTh IPpU po3roptanHi mozaeneii L1 B peansHux cucremax.

28. Omntumizanis moneni LI qyis poGoTu B pearbHOMY Yaci.

29. Hosgi Hampsimku po3Butky LI B kiGepOe3nerti.

30. KBaHTOB1 00UYHCIIECHHS Ta IX MOXJIMBUI BILUTUB HA KiOepOe3MeKy.

31. ®enepatuBHE HaBYaHHS 1 HOrO MOXKIIMBE BUKOPUCTAHHS

32. XKutreBuit nuka po3podku cucteM Kibepoesnexu Ha ocHosi LI.

33. ®axTopH, SKi HEOOXIHO BPaXxOBYBAaTH NPU MPOCKTYBAHHI CUCTEM, IO MOETHYIOTH JIIOJIEH 1
1.

34. Tun MamMHHOTO HaBYaHHS BUKOPUCTOBYETHCS JUIsl MPOrHo3yBaHHs DDoS-aTak.

35. XapaKTepuCTUKU HEUPOHHHUX MEPEX, SKI HAMOUIbII MiIX0AATh A1 00poOKH 300pakeHb.

36. Anroput™m poOOTH HaiBHOTO 0aifeCiBCHKOTO KiacH(ikaTopa.

37. TlepeBaru Ta HEJJOJIKM BUKOPUCTAHHS HEHPOHHUX MEPEX /ISl BUSIBICHHS aHOMAJIii.

38. Po3paxyHku TOYHOCTI, HOBHOTH Ta F1-Mipu [u1st 3a1aHOT MaTpHLIi Ty TAHUHHU.

N

8. IToaiTHKa OLIHIOBAHHSA

3100yBau Ma€ BUKOHATH y TOBHOMY O0CS31 yci BUAM AiSUTBHOCTI 13 HaBUYAIbHOI AUCITUILTIHH
«HopmartuBHO-nipaBoBe 3ale3neuyeHHs iH(opmauiiHoi Oe3nekw», OyTH NPUCYTHIMH Ha ayIAUTOPHUX
3aHATTAX. SKm10 3100yBay BiACYTHIN Ha 3aHATTI, BIH MOXE HaJiCJIaTH BUKOHAHE CEMIHApChbKe 3aHATTS Y
nucbMOBOMYy BUIJsAl. [IpereHayBath Ha MakCUMallbHy KUIBKICTH OaiiB MOXHA, SKIIO CEMiHApChKe
BUKOHAHE Yy BUIJISAI MPE3eHTallli, BUKOPUCTaH1 HOBI aKTyallbHI HayKOBI JKepesa, podoTa € aBTOPCHKOIO,
0e3 MopyIIeHb aBTOPCHKUX MPaB.

OcsitHiii mpouec BianoBigae «IlonokeHHIO TPO MOTOYHE Ta MiJCYMKOBE OIIIHIOBAHHS 3HaHb
CTyJeHTiB BosmHChKOrO HalioHajgbHOTO yHiBepcuteTy iMmeni Jleci Ykpainku» Bimg 11 Bepecus 2020 p.
(https://bit.ly/39In2ac). Icnut BucTaBIsIETbCS aBTOMATUYHO 32 YMOBH, SIKIIO CTYJIEHT BHUKOHAB yCl BHIHU
HaBYAJILHOT pOOOTH Ta OTPUMAB HE MEHIIE Hixk 75 6aiiB 31 100 MOXIUBUX.

BupimeHHsa chipHUX OUTaHb y Taly3l akaJeMiuyHoi JOOpOYECHOCTI 3AIMCHIOETHCS HA MiJACTaBl
[TonoxxeHHss mpo cucTemMy 3amoOiraHHs Ta BHSBJICHHS aKaJeMIUYHOrO IUIariaTy y HayKOBO-JOCHiIHIN
JISUTBHOCT1  37400yBayiB BUIIOI OCBITH 1 HAyKOBO-TIEJAroriyHUX MpamiBHUKIB CXiTHOEBPOIEHCHKOTO
HallioHaJILHOTO YHiBepcuteTy iMeHi Jleci Ykpainku (Bix 10 mrororo 2017 p.) (https://bit.ly/3INJD7N).



KongmniktHi cutyauii BUpiiytoTbes 3rifiHo [lojokeHHS mpo MOPSIOK 1 MPOUEAYpPH BUPILLIECHHS
KOHQIIKTHUX cuTyauii y BonuHcbkoMy HamioHanbHOMY yHiBepcuteTi iMmeHi Jleci VYkpainku
(https://bit.ly/33MTIM).

3rigHo IlonoxenHs mpo akajgemiuHy MoOUIbHICTH cryAeHTiB (https://bit.ly/3oMzMKkk), Bnache
npaBo HeopMaabHYy OCBITY, 3/100yBau MOXKE OTPUMATH HAWBHINY KiIbKiCTh OamiB 3a BukoHaHHs [H/I3,
SIKIIIO B3SB Y4acCTh Y TPEHIHTY, KOHPEPEHLli, HAyKOBOMY ceMiHapi, IpoOJeMHil rpyIii Ta iH.

3n00yBau BYacHO 37a€ ycl BUAU poOiT. Buknanad iHpopmye mpo TEpMIHHM 37aul KOHTPOJIbHHUX
poOit Ta Bukonanus [H/I3.

3100yBay Mae MOXKJIMBICTh CKJIACTH ICIUT 3T1HO PO3KIATy 3aliKOBO-€K3aMEHalIiHOI cecli, Mae
MPaBO CKJIACTH ICTIUT MOBTOPHO, a TAKOX CKJIACTH ICIIUT KOMICIi, y SIKy BXOJAATD MPeICTaBHUKU Kadeapu Ta
JeKaHaTy. SIKII0 3a Il TPU MOMJIMBOCTI ICIIUT HE CKIIAJICHO, 3700yBay BUKIIOYAETHCS 31 CKIaly CTYICHTIB
BHY imeni Jleci Ykpainku. B yHIBepCUTETCHKUX MOJOKEHHSX € MPaBO HA MOHOBJICHHS 1 MPOXOKEHHS
MOBTOPHOT'O MPOXOPKEHHS HABYAJIbHOI JUCIIUILIIHY.

8.1. Po3noain 6axiB, iKi 0OTPUMYIOTH CTYI€HTH

MeTtoam HaBYaHHSA: YCHE ONWTYBAaHHS, IHTEPAaKTUBHI METOAM HaBUYaHHs, JAOOpaTOpHi
3aHSATTS, CAMOCTIliHA pOOOTa 1 €K3aMEH.

3aco0u aiarHocTuku ycnimHocti: nmabopartopni 3aHsaTTs (30 OamiB), OoHycHi Oanm 3a
aktuBHicTh (10), camocriiina po6ora (30 6aniB), ek3amen (40 GaiiB).

[Torounuit KOHTPOIHL Camocriitna poboTa Exk3amen (max — 40 3araibHa KUIbKICTh
(max — 30 6ariB) (max — 30 6ariB) OauiB) OamiB

JlaGoparopHi 3aHATTS
30 roguu 67 roaun (max 30 (max 40 GaniB) 100
71a00paTOPHUX 3aHATH 6aniB)
(max 30 GamiB)

+ 10 6aniB 3a

aKTHBHICTh
9. llIxkana ouninoBaHnHs (HanionaiabHa Ta ECTS)
Ouinka o Ouninka 3a mkanow ECTS
JIIHrBicTHYHA -
B . OLIHK MOSICHEHHS
OllIHKA
0anax a
90-100 Bigminzo A BiIMIHHE BUKOHAHHS
82—-89 Hyxe noOpe B BHUILE CEPETHBOTO PIBHS
75-81 Jlobpe C 3arajioM xopoiia po0ooTa
67-74 3a10BUTBHO D HETOraHo
BUKOHAHHS BIJIITOBIA€
60—-66 JlocTatHbO E .. i
MIHIMaJIbHUM KPUTEPISIM
1-59 HesanosinbHO Fx | HeoOxinHe mepeckiIagaHHs
PEKOMEHJIOBAHI J1’KEPEJIA
Ocnoena nimepamypa:
1. 3akon Ykpainu. IIpo ocHOBHI 3acaau 3a0e3neueHHs Kibepoesneku Ykpainu. BBeaeHno B nito
noctanoBoro Bepxosuoi Panu Yipainu Big 05.10. 2017 p. Ne 45, c1.403.
2. 3akoH Ykpainu «IIpo 3axuct inpopmaii B iHPOpMaLifHOTEIEKOMYHIKALIHHUX CUCTEMAX),

Bix 05.07.1994 Ne 80/94-BP (3i 3miHamu, BHeCeHUMHU 3TiHO i3 3akoHoM Ne 1703-1V Bix 11.05.2004, B
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penakiiii 3akony Ne 2594-1V Bin 31.05.2005, BBP, 2005, Ne 26, ct. 347).

3.  JCTY 3396.2-97. 3axuct indopmamii. Texuiunuii 3axuct iHpopmamii. Tepminu Ta
BH3HAYCHHSI.

4.  JACTY 3396.0-96 3axuct inpopmauii. Texuiunuii 3axuct inpopmarii. OCHOBHI MOT0KEHHS.

5. JCTY 3396.1-96 3axuct indopmanii. Texuiunuii 3axuct iHpopmanii. Ilopsmok
MIPOBEICHHS POOIT.

6. JCTY 3396.2-97 3axuct indopmanii. Texuiunuii 3axuct iHpopmarii. Tepminu Ta
BH3HAYCHHSI.

7. JCTY 2226-93 Aromaru3oBani cucteMu. TepMiHH Ta BU3HAUCHHS.

8. JIBH A.2.2-2-96 IlpoekryBanusa. TexHiuyHuii 3axucT iH(popmarii. 3aragbHi BUMOTH 0
oprasizallii IpOeKTyBaHHs Ta MPOEKTHOI JOKyMEHTalii s Oy 1iBHUITBA.

9. HJ T3I 1.1-003-99: Tepminosoris B obiacTi 3axucTy iH(OpMalii B KOMIT'IOTEPHUX
CUCTeMax BiJ HECAaHKIIOHOBaHOTO joctymy. 3artBep/keHo Hakazom JICTC3I Cb VYkpainu Bix
28.04.1999, Ne 22.

10. HJI T3I 1.1-002-99: 3aranbHi MOJIOKEHHS MO 3axUCTy iHGopMamii B KOMITIOTEPHUX
CUCTeMax BiJ HECAHKI[IOHOBaHOTO joctymy. 3artBep/keHo Hakazom JICTC3I Cb VYkpainu Bin
28.04.1999, Ne 22.

11. HJ T3I 2.5-004-99: Kputepii OmiHIOBaHHS 3axXHUILEHOCTI iHpopMamii B KOMITIOTEPHUX
CUCTeMax BiJ HECAaHKI[IOHOBaHOTO joctymy. 3artBep/keHo Hakazom JICTC3I Cb VYkpainu Bin
28.04.1999, Ne 22.

12. HJ T3I 3.7-001-99 Meroanyni BKa3iBKM II0A0 PO3POOKM TEXHIYHOTO 3aBJAHHS Ha
CTBOPEHHS KOMIIJIEKCHOI CHCTEMH 3aXUCTy iH(OpMaLlii B aBTOMaTU30BaHiil CUCTEMI.

13. HJ T3I 2.5-008-2002 Bumorm i3 3axucty KoHQiAeHUiHHOI iHpopmanii Bixg
HECAHKIIIOHOBAHOTO JIOCTYITy IIiJi 4Yac OOpoOJIeHHS B aBTOMAaTH30BaHUX CHCTeMax Kiacy 2.
3arBepkeno HakazoMm JJCTC3I Cb Ykpainu Binx 13.12.2002 Ne 84.

14. Crpomoukina [.B., HoikoB O.M.. Meroau mTy4HOro IHTENEKTY B KiOepOesmeri
[EnexTponHMii pecypc]: HaBu. mocib. mist 3m00yBauiB cmem. 125 «Kibepoesneka» — EnextponHi
tekctoBi gani— Kuis : KIII im. Irops Cikopcebkoro, 2022 — 82 c.

15. Xapuenko B. O. OcHOBM MamuHHOrO HaByaHHA: HaBd. 1mocid.— Cymu : CyMCbKHiA
nepxaBHul yHiBepcuteT, 2023. — 264 c. https://files.znu.edu.ua/files/Bibliobooks/Inshi79/0059501.pdf

16. Liam Harrison Artificial Intelligence 2023: Learn Everything About the Revolution of
Artificial Intelligence. Kindle Edition, 2023. — 105 p.

17. Rothman D. Artificial Intelligence By Example: Acquire advanced Al, machine learning,
and deep learning design skills, 2nd Edition, Packt Publishing, 2020, 578 p.

18. Shahriar Usman Khan, Fariha Eusufzai, Md. Azharuddin Redwan, Mohiuddin Ahmed,
Saifur Rahman Sabuj. Artificial Intelligence for Cyber Security: Performance Analysis of Network
Intrusion Detection. Cham: Springer, 2022. 140 p.

Hooamxoea nimepamypa:

1. Kononoa K. FO. MammHHe HaBUaHHS: METOAM Ta MOJENi: MIAPYYHUK A OaxayaBpiB,
MarictpiB Ta AokTopiB (imocodii cnemiambHOCTi 051 «Exonomikay. Xapki: XHY imeni B. H.
Kapasina, 2020. 301 c.

2. Meroau mtyyHoro iHtenekry B kibepOesmeni: [lpaktukym [EnextpoHHmii pecypc] : HaBu.
nmoci6. s 3m00yBauiB cremn. 125 «Kibepoesneka» / KIII im. Irops Cikopcbkoro ; ykian.: 1.B.
Crpomoukina — Enextponni TekctoBi nani (1 daiin: 388,3 Ko6aiir). — Kuis : KIII im. Irops
Cikopcbkoro, 2022.

3. JIymrom, O. (2024). OI'JISJI METOIIB TA CTPATEI'TH KIBEPBE3IIEKU 3ACOBAMMU
HITYYHOI'O IHTEJIEKTY . Enexkrponne (axoBe HaykoBe BuaaHHs «KiGepOesneka: ocBiTa, HayKa,
TexHika», 1(25), 379-389. https://doi.org/10.28925/2663-4023.2024.25.379389

4. Big data, artificial intelligence, machine learning and data protection. 2nd ed. [ebook]
Information Commissioner's Office. (2017). https://ico.org.uk/media/fororganisations/documents/20

5. Machine Learning in MATLAB // https://www.mathworks.com/help/stats/machine-learning-
inmatlab.html.
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6. Hartmann K., Steup C. (2020). Hacking the Al — the Next Generation of Hijacked Systems. In
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8. Serhii Yevseiev, Volodymir Ponomarenko, Oleksandr Laptiev, Oleksandr Milov and others/
Synergy of building cybersecurity systems. Kharkiv. Publisher PC TECHNOLOGY CENTER. 2021 —
188 c.
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