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1.0nuc HAaBYAJIBHOI JUCHHUILIIHHA

Tabnuys 1
I'any3b 3HaHD,
HaiimenyBaHH# creniajabHiCTh, XapakrepucTHKa
NMOKA3HUKIB HABYAJbHOI IMCUMILIiHH

OCBIiTHS Iporpama,
OCBITHill CTYIiHb

/lenna ¢popma HaBYaAHHA

HopmaruBHa

KinbkicTh
rogun/kpeautis 120/4

lany3s 3HaHB

12 «Indopmartiitai
TEXHOJIOT11»

CrenianbHicTh

125 Kibepbesmeka Ta 3aXUCT
iHdopmartii
OCBITHBO-TIpOeciitHa
nporpama

KibepOesmeka Ta 3axucr
iHpopmarrii

Pik naBuanns 4

CemecTp 7-uit

T'ogunun:120

Kpenuru: 4

Jlekmiii: 34 roa.

JlaGopaTopHi pobdoTu :
46 ron.

IH/A3: nHemae

Camocriitna pooora 30 roa.

Koncyabrauii: 10 roa.

dopMa KOHTPOJII: eK3aMeH

MosBa HaBUaHHA

YKpalHCbKa

[IIIT: Cobuyk Banentun Bonogumuposuy
HaykoBuii cTyniHb: JOKTOP TEXHIYHUX HAYK

Buene 3Banus: npodecop

I1. Indopmaniss npo BUKJIagaya

[Tocana: npodecop kadeapu KOMIT IOTEPHUX HAYK Ta KidepOe3neku

KonraktHa iHpoOpMmaliis

(HoMep MOOUIBHOTO

+380503398113, vvsobchuk@ukr.net
JIH1 3aHATH (ITOCUJIaHHS Ha SJICKTPOHHUHN PO3KIIa):

https://usO4web.zoom.us/j/7639442912?pwd=GQ7a6Mq99lamC2mMAMzzh8EF016g

Ej.1

3B’SI3Ky, €JIEKTpOHHA ajipeca):



II1. Onuc pucouniinu

1. AHoTauis Kypcy

Hapuanpaa mucnumnina «llltydawmii iHTeNnekT B KibepOe3meli» TOJOBHUM 3aBIaHHIM Mae
IJITOTOBKY BUCOKOKBaipikoBaHMX (axiBIiB y Taimy3i KiOepOe3nmeku. 3700yBaui AI3HAIOTHCS PO
Cy4JacHI METOJY MAalIMHHOTO HABUAHHS Ta IIMOOKOTO HABYAHHS, a TAKOX PO iX 3aCTOCYBaHHS IS
BHSIBJICHHSI KiOep3arpo3, aHali3dy BEIUKHX OOCATIB JaHUX Ta 3aXHUCTy 1HGOPMAIIHHUX CHCTEM.
[IpakTU4Hi 3aHATTS JOMOMOXXYTh OCBOITH IHCTPYMEHTH Ta Oi0JiOTeKH IS pPO3pOOKH BIIACHUX
mozenei IIII. 3moOyBaui 3a pe3ynbTaraM BHBYEHHS IUCIUIUIIHUM OYyAyTh TOTOBI JI0 BHUKOHAHHS
MPOEKTIB, B paMKax sSKMX 3MOXKYTh 3aCTOCYBAaTH OTPHMAaHI 3HAHHS /IS BUPINICHHS pEAIbHUX 337ad
KiOepOe3neKu.

B cywacHomy cBiTi KiOep3arpo3u € CKIQAHUMHU Ta IOCTIHHO PO3BHBAIOTHCA 32 CBOEIO
npupooro. HamiitHa kibepOe3neka cTana SK HIKOJIHM BaKIUBOIO B CydacHY HMU(POBY €MOXY, OCKUTbKH
MiANPUEMCTBA KPUTHYHOI 1H(GPACTPYKTYPH, LUBUIBHOTO Ta IPOMHUCIOBOTO CEKTOPIB HaMararoThCs
OyTH Ha KpOK MOMepeay B yMOBaxX MOCTIMHHUX 3arpo3 HECAaHKI[IOHOBAHOT'O JOCTYIY 10 iH(hopMaliiHO1
1HPPACTPYKTYpH.

[ryunuit intenekt (LLI) Bimirpae BaxknauBy posb y KiOepOesmeui. Ha mouatkax, III
BUKOPHCTOBYBAaB IPOCTI MpaBWJia IS BIJCTEXKEHHS MepeXeBoro Tpadika Ta miii KOpHCTyBadyiB.
[IpaBuna, cTBOpeH1 JIOAbMH, JIOTIOMAarajlyd BUSBIATU MiJ03PUTy aKTHUBHICTh, ajlé Mald OOMEKEHHS.
3romoM, HampukiHIi MuHYyJIoro ctoiittsa, LI craB Oinbln pO3BHHEHWM 3aBISKA MPOTPECy B
MalIMHHOMY HaB4aHHi. HUHI BIH MOke CaMOCTiiiHO BCTAHOBIIIOBATH MpaBUiia, 3MEHIIYIOYH OTPeOy B
pyYHOMY BBEJCHHI JaHWX. BUKOpHCTaHHS aQJITOPUTMIB TIMOOKOro HaB4yaHHS Jo3Bomwmio [
edeKTUBHINIE BUSBIATA TOTEHIIIIHI 3arpo3u Ta CHOPUSTH TOMY, IO KibepOe3meka crae OULIbII
HaziHO. Cy4acHUI reHepaTHBHUM ITYYHUH 1HTENeKT abo iHTenekryansHuil 111 — Tpetst xBuits, mo
3abe3neuye 6e3iu mepeBar y kidepOesmeli, BiJl aBTOMaTH3allii MOBTOPIOBAHUX 3aBJaHb 1 MiHiMi3aIlii
JOJICBKUX TIOMUJIOK JIO BUKOPHCTAHHS IMPOTHO30BOI AHANITHKH JJISl TMIATPUMKH BHSIBICHHS 3arpos.
Boanouac 11 BusiBuBCst O€31[iIHHUM B aBTOMaTHU3allli pearyBaHHs Ha 1HIIMIEHTH Oe3neKu. TexXHOoOrii,
SIK-OT MAalllMHHE HaBYaHHS Ta TIMOOKe HaB4yaHHsA, skl € ckiamoBumu I, 3minumum cmoci6 podoTu
kibepobesneku. Cyuacuuii [l moxxe aHamizyBaTu BenuKi OOCATH JaHWX, BUUTUCS Ha HHUX, BUSBIATH
3aKOHOMIPHOCTI Ta MPUIMaTH PIlIEHH /Ul BUSIBICHHS Ta YCYHEHHS MTOTEHLIMHUX 3arpo3.

2. IIpepeKkBIi3UTH/MOCTPEKBI3NTH

[Tpepexsizutu: ba3oBi 3HaHHA 1HQOpPMAIHUX TEXHOJOTIN Ta 3aXUCTy 1HPOpMAIii, 3HaHHA
IporpamyBaHHs, Teopii HMOBIpHOCTEH 1 MaTeMaTHYHOI CTaTUCTUKHU, (DI3UKH, KOMIT IOTEPHUX MEPEeX,
apxiTEeKTypu OOYHCIIOBAILHUX CUCTEM, IPOTPaAMHUX Ta MPOrpaMHO-anapaTHUX KoMiuiekciB 331.

[TocTpekBizuTu: 3HaHHSA Ta BMiHHS OyIyTh aKTyaJbHUMH JUIs pOOOTH 3 Oprasisauii Cy4acHuX
3aXUIIEHUX CHCTEM B pI3HHUX c@epax, /i€ BUKOPUCTOBYIOTHCS TEXHOJIOTI] IUITYYHOTO IHTENEKTY,
BKJIIOYAIOUH MiAMPUEMTBA KPUTHUHOI 1HPPACTPYKTYpH, (PiHAHCH, TPOMHUCIOBE BUPOOHHUIITBO TOILIO.

3. Mera aucuuniainm — chopMyBaTH y 3100yBadiB KOMIUIEKCHUI Ha0lp TEOPETUYHUX 3HAHB Ta
NPAKTUYHUX HaBUUYOK MpoQeciiiHUX KOMIIETeHIIN 3 Kibe30e3meku s 3a0e3neueHHs] KOMILIEKCHOTO
3axucTy 1HQopmarii Ha o0’ekTax i1H(GOpPMAIINHOI MIAIBHOCTI Jie¢ Bce OUIbILY pOJib BIAIIPAIOTh
TEXHOJIOT11 IITYYHOTO 1HTEJIEKTY.

4. Pe3yabTaTi HABYaHHSA (KOMIIETEHTHOCTI).

3HaHHS TEOPETUYHHUX OCHOB Ta BMIHHS CBIZJOMOTO TOBOJDKEHHS 3 1H(OpMAIli€l0 B YMOBax
BUKOPHUCTAHHS CydyacHUX 1HQOpMaIiiiHO-KOMYHIKAI[IHHIX 3ac001B Ta BpaXOBYBaHHS OTPUMAaHHUX 3HAaHb
y IPAaKTUYHOI AiSTBHOCTI 32 00paHOi CrenialbHOCTI.

Inmeepanvna xkomnemenmuicms. 3[aTHICTb PO3B’A3YBaTH CKIJIAJHI CIIeliani3oBaHl 3ajadi i
MIPaKTUYHI 3aBJIaHHA y raixy3i kibepoe3neku Ta 3aXucTy iHpopmarii.

3azanvhi KomMnemeHuyii:



® 31aTHICTh 3aCTOCOBYBATH 3HAHHS y MpakTUYHUX cuTyamisx (3K 1).
e 3HaHHS Ta PO3yMIHHS MPEAMETHOI 00J1acTi Ta po3yMiHHs npodeciiinoi aisutbHOCTI (3K 2).

® 3JaTHICTh CIJIKYBATUCS JEP/KaBHOIO MOBOIO SIK YCHO, Tak i muchkMoBo (3K 3).
® 31aTHICTh BUUTHUCS 1 OBOJIOIBAaTH cydacHUMH 3HaHHsIMHU (3K 5).

e 31aTHICTH pealizyBaTH CBOI IpaBa 1 OOOB’S3KM SIK 4iI€HA CYCIUIBCTBA, YCBIJOMIIIOBATH
IIHHOCTI TPOMAJISTHCHKOTO (BLIBHOTO JIEMOKPATUYHOIO) CYCHUIBCTBA Ta HEOOXITHICTH HOTO
CTaJIOTO PO3BHTKY, BEPXOBEHCTBA IpaBa, IpaB Ta CBOOOJ JIIOAMHU i TPOMATHUHA B YKpaiHi
(3K 6).

e 3jaTHICTh 30epiraTu Ta MPUMHOXKYBATH MOPAJIbHI, KYJIbTYpHI, HAYKOBI IIIHHOCTI 1 JIOCATHEHHS
CYCITUJIBCTBA HA OCHOBI PO3YMIHHSI ICTOPIi Ta 3aKOHOMIPHOCTEH PO3BHUTKY MPEIMETHOI 001acTi,
i Micis y 3arajibHiii CUCTEMI 3HaHb MPO MPHUPOIY 1 CYCIUIBCTBO Ta Y PO3BUTKY CYCIIUIbCTBA,
TEXHIKM 1 TEXHOJIOTiH, BUKOPUCTOBYBATU pi3HI BUAM Ta (POPMHU PYyXOBOI AKTUBHOCTI ISt
AKTUBHOTO BIJMIOYMHKY Ta BEACHHS 310pOBOro criocody xkutts (3K 8).

CneyianvHi KomnemeHyii:
® 3/1aTHICTh 3aCTOCOBYBATH 3aKOHOJIaBYY Ta HOPMATHUBHO- MPaBOBY 0a3y, a TaKOX Jep>KaBHI 1

MDKHApPO/IHI BUMOTH, TIPAKTHKH 1 cTaHmapTH y npodeciituiit missprocti (CK1).

e 3/aTHICTh BUKOPHUCTOBYBATH iH(pOpMAaliiHI TEXHOJOrii, CcydacHI MeToau 1 Mopeni
kibepbe3neku Ta cuctemu 3axucty iHpopmariii (CK 2).

e 3iarHiCTh 3a0e3MedyBaTH HEMEPEPBHICTh OI3HEC-TIPOIECIB 3TIIHO BCTAHOBJICHOI MOJITHKH
kibepOe3neku Ta 3axucty indopmaiii (CK 3).

e 3naTHiCT,  BigHOBIIOBaTH  (yHKIiOHYyBaHHA  iHopMmamiiiamx  Ta  iH(OpMAaIiiiHO-
KOMYHIKaIlifHUX CHUCTEM IIiCIs peaiizallii 3arpo3, 3iiiicHeHHs KiOepaTak, 300iB 1 BiIMOB
pizHux kiacis Ta noxomkeHHs (CK 5).

® 3JaTHICTh 3aCTOCOBYBAaTH METOAM Ta 3acoOM KpunrorpadiyHOro 3axucTy iHdopmanii Ha
00’exrax iHdopmaiiinoi aisuibHOCTI (CK 8).

® 3JaTHICTh 3aCTOCOBYBATHM METOJM Ta 3acO0M TEXHIUHOro 3axucTy iHpopmarii Ha 00’ekTax
iHpopmaniiinoi aismbHOCTI (CK 9).

Bonodimu nasuuxamu mnporpamyBaHHs, HaBMUYKaMH 300py, OUMILEHHS, MEPETBOPEHHS Ta
Bi3yamizamii JaHuX A7 MOJAibIIOr0 aHali3y 3a JOMOMOTOI alTOpPUTMIB MAIIMHHOTO HaBYaHHS,
pO3po0ATH, TPEHYBATH Ta OIIHIOBATH MOJEJ MAIIMHHOTO HABYaHHS JUIsl BUPIIIECHHS KOHKPETHHX
3aJa4 KibepOe3neKH.

4, 3aBnaHHs (HaBYAJbHI 1iji) HABYAJBLHOI TUCHUILTIHU — 3a0e3MeueHHs cTabUThHUX 0a30BHX
TEOPETUYHMX 3HaHb, TeOpii 1 mpakTuKu po6oTH 3 LI; po3yMiHHS MaTeMaTUYHUX OCHOB, IO JIEKATh B
OCHOBI QJIFOPUTMIB MAIlIMHHOTO HaBuyaHHS (JIiHiMHaA anredpa, Teopis WMOBIpHOCTEH, MaTeMaTH4HA
CTaTUCTHKA). [MOOKe pO3yMiHHA KOHIEMIIA MAIIMHHOTO HaBYaHHS, TIJIMOOKOro HaBYaHHS,
HEHPOHHUX MEpEeX Ta IHIIMX cydacHUX miaxoniB B ramys3i . 3HaHHS OCHOBHMX aJIrOpUTMIB
knacudikamii, perpecii, Kiacrepusamii Ta IHIIMX METOMAIB, IO BHUKOPHUCTOBYIOTbCS B 3a/ladyax
kibepbOe3neku. HaBuuku 300py, OUMIIEHHS, MEPETBOPEHHS Ta Bizyali3allil JaHUX AJIS [OJAJIbIIOTO
aHaJIi3y 3a JOMOMOTOI0 aJTOPUTMIB MAITMHHOT'O HABYAHHS.
Chnpusitu ~ epextuBHOMY  (GOpMyBaHHIO y  3700yBayiB  HACTYyNmHHX  HIpodeciiiHuX
KOMIIETEHTHOCTEH:
e BuIbHO CHIJIKYBAaTUCS JI€P’KaBHOIO MOBOIO YCHO Ta MHUCHMOBO NPH BHKOHAHHI mpodeciitHux

o6oB’s3kiB (PH 1).
e OpraHni3oByBaTu BIIacHYy MnpodeciiiHy isuIbHICTb, OOMpPATH 1 BUKOPUCTOBYBAaTH ONTHUMAaJbHI
METOJIM Ta CIIOCOOM PO3B’SA3aHHS CKJIAJHUX CHEliani30BaHUX 3aJad 1 MPaKTUYHUX MPoOIeM y
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npodeciifHiii AiSUTBHOCTI, OIiHIOBAaTH iXHIO edekTuBHICTH (PH 4).

AmHanizyBaTH, apryMeHTyBaTH, MNpUHAMaTH  pIMICHHS TpH  PO3B’SI3aHHI  CKIAJHUX
CHeIiali30BaHUX 3aJa4 1 MPAKTUYHUX 3aBAaHb y TmpodeciliHiid  AiSUTBHOCTI,  sKi
XapaKTePU3YIOThCS KOMIUICKCHICTIO Ta HEMOBHOK BH3HAUEHICTIO YMOB, BIANOBITaTH 3a
npuiiHaATi pimmenas (PH 5).

AgnanTtyBaTUCs 10 HOBUX YMOB 1 TEXHOJIOTIH mTpodeciitHol AisSUTbHOCTI, MPOTHO3YBATH KIHIIEBUI
pesyabtat (PH 6).

3acTOCOBYBATH 1 aJanTyBaTH Teopii iHpopmarii Ta KOJyBaHHS, MaTEMaTHYHOI CTaTUCTHKH,
yucen, kpunrorpadii Ta creranorpadii, oOpoOeHHs 1 Tepenaydi CUTHAIIB TOIIO, TPUHITUIIH,
METOAM, TOHATTA KiOepOe3mekn Ta 3axucTy iHQopmalii y HaBYaHHI Ta HpodeciiHii
nismeHOCTi (PH 7).

3acTOCOBYBAaTH 3HAHHSA W PO3YyMIHHS MaTeMaTUKU Ta (i3ukd B MpodeciiiHiil AisIbHOCTI,
dbopManizyBaTi 3amadi MpeAMETHOI Tamy3i KiOepOesmekum Ta 3axucty iH(opwmairii,
dhopmyroBaTH X MaTEMaTHYHY MOCTAHOBKY Ta OOMpaTH palioHaabHUN MeTo ] BupimenHs (PH
8).

3HaTH Ta 3aCTOCOBYBATH 3aKOHOJABCTBO YKpaiHM Ta MIKHAPOJHI BUMOTH, MPAKTUKH 1
CTaHJIapPTH 3 METOIO 3/1MCHEHHs MpodeciiiHOl AISNTBHOCTI B ramxy3i Ki0epOe3lmeku Ta 3aXUCTy
iHpopmanii (PH 9).

30upatn, oO0poOyATH, 30epiratu, aHami3yBaTH KPUTHUYHI JaHI JJIs JIOKa3zy peaiizamii
Kibep3arpo3, MPOBOJWTH aHai3 Ta JOCIIIKEHHS KiOCpIHIMICHTY 3 METOI OIEepPaTHBHOTO
BiTHOBJICHHA (hyHKIIOHYBaHHS iHpopmaniiiHoi cuctemu (PH 15).

BupimyBatu 3amaui mojao oprasizaiii Ta KOHTPOJIIO CTaHy KpUNTOrpagpiqHOro 3aXHCTy
iH(popMallii, 30KkpemMa BiAMOBITHO O BUMOT HOpMaTuBHUX ToKymeHTiB (PH 19).

CTpykTypa HABYAJIbHOI JUCHUIIIHA

KinbkicTh rogun

%
Haspa Temn Mexuii |TLp.| JLp. g'

3microBuii MoayJb 1 "OCHOBH IITYYHOIO iHTEJIEKTY "

Tema 1. Berynm g0 mtyyHoro iHTenekTy. Busnauenms, icmopis ma
e80II0YIs, 2ay3i 3ACMOCY8AHHS, CUNbHA | C1aOKa hopmu.

Tema 2. Mamunne HaBuaHHA. OCHOBHI NOHAMMA mMa MUnu
MAWIUHHO20 — HABYAHMSA,  HAGUANLHI  ANCOPUMMU.  HAIGHULL
batieciecokutl Kaacugpixamop, niHiUHA pecpecis, Oepesa piuieHb,
OYIHKa MoOdenell MAUUHHO20 HABYAHHS.

Tema 3. I'muOoke HaBuanHs. HetpouHni mepeoici: apximexmypa,
Hasuanus, 3acmocysants. Koneontoyiiini neiponni mepeoxci (CNN)
ma ix 3acmocyeants 6 o6pobyi 3006pasxicens. PexypenmHi HelipoHHi
mepedici (RNN) ma ix 3acmocysanns 6 06pobyi nociioogHocmell.

Beworo 3a MK-1 10 14 8

3microBuii MoayJb 2 "llITyuynuii inTesieKT Ta KidepOe3nexa'

Tema 4. 3actocyBanns LI B arakax. [l ona cmeopenmus
Qiwuneosux nucmis, eemepayii 3108MUCHO20 KOOy, 0OX00y cucmem 2 4 2
BUABTIEHHS 6MOPSHEHD.

Tema 5. 3axuct Bim arak, 1mo BukopuctoByioTh III. Busenewnws
anomaniti 8 mepedcesomy mpagixky 3a oonomoeor I 3
Knacugirxayis wkionueoco npoepamuoco 3abe3nevenns. Auaniz
NOBEOIHKU KOPUCMYBAYi8 OJisl BUABIIEHHS 8HYMPIWUHIX 3G2PO3.
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Tema 6. LI nns 3axucty nanux. Busenenns eumoxie danux. 3axucm
KOHGhiOenyiunocmi oanux. /lesingpopmayis ma geiikosi HosuHuU.




Tema 7. Ernuni acnektu I B kibepoOesnerni. Ynepedoicenicmv 6
11 | aneopummax mawunnozo naguanus. Ilpozopicme i nosicHiosanicme 2 2 2
mooeneu LIl Bionosioanvnicms 3a 0ii L111.
Bceboro 3a MK-2 10 14 8
3micToBuii Moayab 3 "IIpakTH4HI aceKTH IITYYHOIO iHTeJeKTY B KidepOe3meni'
Tema 8. Inctpymentn Ta O6ibmiorekm s 1. Python,
8 | TensorFlow, Keras, Scikit-learn, Jupyter  Notebook  oOns 4 4 4
eKCnepumMeHmis.
Tema 9. Po3pobka mogmeneit Il mna kibepOesmeku. 36ip ma
niocomoexka Oanux. Bubip moodeni ma ii Hasuanns. QOyinka 2 4 3
eghekmuernocmi Mooeii.
Tema 10. Pozropranns wmogeneit III B peanbHHX cucTEMax.
Iumeepayin mooeneii Il ¢ cucmemu xibepoesnexu. Onmumizayis 3 4 3
Modeneil 0151 pobomu 8 pearbHOMY Hacl.
Tema 11. Tpenau ta nepcnextuBu po3Butky I B kibepoesneri. 1111
ons 3axucmy loT-, IloT-npucmpois. Keanmosi obuucnenns ma ix 3 4 2
6naue Ha Kibepbesnexy. @Dedepamuene HABYAHHA Ol 3AXUCMY
KOHGIOeHYIUHOCMI OAHUX.
Tema 12. IlpoektyBaHHs cuctem KiOepOe3nekn Ha ochomi III.
Kummeesuii yuxn po3pobxku cucmem Kibepbesnexku 3 UKOPUCMAHHAM 2 2 2
11, Apximexmypa cucmem, wo nocouyomo nooeu i 1111,
Beboro 3a MK-2 14 18 14
KoncyabTanis 10
Bchoro 3a HAaBYAJIBLHOIO AMCHUILIIHOIO 36 10 46 30
3aranpauii 00csr 120 200., B ToMy uunci:
Jlekuiii — 36 200.
JIaGoparopHi — 46 200
Koncynpramii go iciuty — “10 200
Camocriitna po6ota — 30 200.
6. 3aBnanns 119 camMocTiliHOI po6oTH Ta HanucaHHs pedeparis
Ne Tema
1. | I0Tyuynmii inTesieKT y cTBOpPeHHi Ta BusiBjaeHHi deepfakes. Texmosorii cTBOpeHHs
MIMOOKHX TAPOOOK, IX BUKOPUCTaHHS B KibepaTakax Ta METOJHM 1X BUSBJICHHS.
3acrocyBanHs reneparuBHux mMojaeneil (GANS) 11 CTBOPEHHS 3JI0BMHCHUX IPOrpam.
2 | MoxmuBocti BukopucTanHss GANS 11 reHepailii HOBUX THIIB BIPYCiB, TPOSHIB Ta iHIIOTO
IIKiJTUBOTO IPOTPaMHOT0 3a0e3MeueHHs.
Pigennb 3arpo3u: Sk LI 3minoe nanamadrt kidep3arpo3? [nodansHuil aHami3 Toro, siK
3 | WITY4HUA IHTENEKT 3MIHIOE TAKTUKY KiOEP3JIOYMHIIB Ta MiABULIYE PiBEHb CKIAJHOCTI
kibeparax.
3axucT KoHpineHiIHHOCTI B cMcTeMaxX MAIIMHHOTO HABYAHHA. METOIM 3aXUCTy JTaHMX,
4. | IO BUKOPUCTOBYIOTHCS B MPOLECI HABYAHHS MOJENEH MAIIMHHOIO HAaBYaHHSA, OCOOJHMBO 3
ypaxyBaHHSIM MPOOJIEM MPUBATHOTO MAIIMHHOTO HaBYAHHS.
5. | lryynmii inTeekr ta GDPR: Bumorm GDPR momo BHKOpHCTaHHS alrOpUTMiB

IOTYYHOT'O iHTCJ’ICKTy Ta BUKIJIMKH, 3 AKMMHU CTUKAOTHCA KOMIaHIi npu X ,[[OTpI/IMaHHi.




ATaku Ha cucTeMH OioMeTpU4HOI ayTeHTH(pikanii 3a tonmomororo III. Meronu o6many
CUCTeM pO3Mi3HAaBaHHS OO0JIMY, BIAOWUTKIB TAJbI[IB Ta IHIIMX OIOMETPUYHHMX HAHHX 34
JIOTIOMOTOFO IITYYHOTO 1HTEJIEKTY.

Be3neka moaesieii MAIIMHHOTO HABYAHHA: aTaKW Ta 3aXHCT. XapaKTEPHCTHUKA Pi3HHUX
THITIB aTaK Ha MOJIEJII MAIIMHHOTO HAaBUaHHS (HAIPHKJIAA, OTPYEHHS JaHHUX, OOX1AHI aTaku)
Ta METOJIU 1X 3aXUCTY.

Explainable Al (XAl). Metoau, sKi J03BOJSIOTH 3PO3YMITH, SIK HMPUHAMAIOTHCS PIlIEHHS
MOJICTISIMA MAIIMHHOTO HaBYaHHS, Ta iX BaXKJIMBICTh IS 3a0€3MEUeHHs MPO30pOCTi Ta
nosipu g0 cuctem 1L

Po3pooka Oe3meunux cucrem II: IlpuHmunu Oe3medHOro0 NTPOEKTYBAHHS CHUCTEM
IITYYHOTO 1HTEJEKTY, BKIIIOYAIOUM 3aXUCT Bij aTak, 3a0e3meyeHHs KOH(IIEHIIHHOCTI Ta
CTIAKICTB 10 3001B.

10.

IITyyHnil iHTeJeKT Ta KBAHTOBIi OOYMCJIEHHSI: HOBi BHKJIMKH JUIA Ki0epOe3nmekw.
OmiHka TOTEHLIHHOTO BIUIMBY KBAHTOBUX KOMI'IOTEpIB Ha cucTeMH Kpunrorpadii Tta
oesreky cucreM LI, a TakoX MOKITMBI IIISXH 3aXHCTY.

11.

Etnyni auinemMu y po3poOui aBTOHOMHHX cucTeM 30poi. AHami3 eTHMYHHX MpodiieMm,
NOB'SI3aHUX 13 CTBOPEHHSAM Ta BUKOPUCTaHHSIM aBTOHOMHHUX CHCTEM 30poi, 3aCHOBAaHUX Ha
IITYYHOMY 1HTEJIEKTI.

12.

YnepeakeHicTp y aJIrOpUTMax MAIIMHHOIO HABYAHHSA Ta il BIUIMB Ha Ki0epOe3meky.
[IpyurMHYM BUHUKHEHHS YHEPEHKEHOCTI Y alfOpUTMaxX MAIIMHHOTO HaBYaHHS, i HACHIJIKIB
JUISL CUCTEM O€e3IIEKH Ta METOIB il MiHIMi3aLii.

13.

CouianbHa in:kenepisi 3 Bukopucranusam LII: HoBi 3arpo3u Ta MeToau 3axucTy. AHani3
HOBHUX METOJIIB COIIaIbHOI IHXKEHEPii, 3aCHOBAaHUX Ha 3aCTOCYBaHHI IITYYHOTO IHTEJICKTY, Ta
po3poOKa 3ax0/1iB MPOTHIII.

14.

Buxopucranns LI nns BusiBjJeHHs OOTIB Ta TpPoOJdiB y COWiaJBLHUX Mepexax.
Metoan, ki BHKOPHCTOBYIOThCSL JJs ieHTHdikamii OOTiB Ta TpONiB, Ta iX poOIb Yy
ne31HGOpMaIIHHIX KaMIIaH1sX.

15.

3acrocyBanns IIII B cucremax npoMHUCJI0BOI aBTOMaTu3alii: 3arpo3m Ta 3aXoau
3axmcTy. Bpa3nmBocTi cucTeM NpPOMHUCIOBOi aBTOMAaTH3allli, OCHAIEHUX eJIeMEHTaMU
HITYYHOT'O 1HTEJIEKTY, Ta pO3poOKa METOIB 3a0e3MeUeHHS iXHbOI O€3MEKHU.

16.

Buxopucranus O0j0k4eiiHa s 0e3leKM CHCTeM IUTY4YHOro inrtesaekrty. OIliHka
MOTEHIIay TeXHOJOTii OJOKYeHH IS MiABUIICHHS O€3MeKH CHUCTEM IITYYHOTO 1HTENIEKTY,
TaKHX 5K JCICHTPATi30BaHe HABYaHHS MOJICIICH Ta 3aXHUCT IHTEIIEKTYaIbHOT BIIACHOCTI.

17.

®enepaTuBHe HABYAHHS Mojesieil MAaIIMHHOIO HABYAHHS: NepeBarn Ta BUKJIMKH.
[IpuHnunu ¢enepaTUBHOrO HaBYaHHS Ta WOTO 3aCTOCYBaHHsS Yy cucTeMax KibepOesmeku, a
TaKO’K aHaJi3 MOB'A3aHUX 3 HUM MIPOOIIeM.

18.

KBanToOBiI 00unc/ieHHs Ta IX BIVIMB HA Kpunrorpadiio Tta cucremu 0e3leKH Ha OCHOBI
1. 3arpo3u, noB's13aHi 3 pO3BUTKOM KBAaHTOBUX KOMII'TOTEPIB, Ta pO3pOOKa MOCTKBAHTOBUX
KpUNTOTrpa(iuHUX alrOPUTMIB.

19.

Neuro-symbolic Al: 06'enHAHHA CHMMBOJIIYHUX Ta HelpoHHUX MeTodiB. [limxomu, sKi
MOEHYIOTh CUMBOJIIYHI Ta HEHPOHHI METOIM Y MITYYHOMY 1HTEJNEKTi, Ta IX MOTEHIUa s
BHPIIIEHHS CKJIAIHUX 3aBJIaHb Yy Tally31 KiOepOe3meKu.

20.

Pery/iloBaHHsl IITYYHOrO iHTe/JIeKTYy: MiKHAPOJHHUI JOCBiA Ta mepcneKTHBH. AHaii3
ICHYIOYHMX Ta po3pOOIIOBaHUX HOPMAaTHUBHO-IIPABOBUX AKTIB, 11O PETYJIOIOTH 3aCTOCYBAHHS
HITYYHOT'O 1HTEJEKTY, Ta iX BIUIMB Ha PO3BUTOK TEXHOJIOT1H KiOepOe3neKH.

7. IIuTaHHA 10 eK3aMeHy

1. BusnaueHHs mTy4HOro iHTeNnekTy. OcHOBHI eTanu po3Butky I11I.




Pi3nunsg mixk cunpHOIO Ta ciiadkoro ¢opmoto 1. [Tpuknagy.

OCHOBHI THUITM MAIIMHHOTO HaBYaHHs. [IpUKIaau aaropuTMIB JUIsI KOXKHOTO THUITY.

[Ipouiec HaBYaHHS MO/IEJl MAIIMHHOTO HABYAHHS.

MeTtpuku, sIKi BAKOPHCTOBYIOTBCS JIJIs OIIIHKY sikocTi moaeni L1

[Ilo Take HelipoHHa Mepeska? OCHOBHI THITH HEHPOHHUX MEPEK.

SIK mpaIror0Th KOHBOJIIOLIHHI HEHPOHHI MEPEeXi.

BukopucTanHs KOHBYJIOIIMHUX HEHPOHHUX MEpeX B KibepoOesreri.

3aCTOCOBYIOThCSI pEKYPEHTHUX HEHpOHHUX Mepex. [Ipukianu.

0. besneka mojenell MalIMHHOTO HABYAHHS: aTaKK Ta 3aXUCT.

1. Buxopucrtanns I nns ctBopeHHS (IIIMHTOBUX JIUCTIB.

12. MoxmnuBocrTi, ki Biakpusae LI st rernepaii 3m10BMHCHOTO KOAY.

13. MeTtoau 3axucTy Bij aTak, 0 BUKOpUCTOBYIOTH L1

14. Buxopucranns LI qyis BusiBIeHHS aHOMAIiT B MEpeKeBOMY Tpadiky.

15. Tlpomnec knacudikarii mKiAIUBOTO MPOrpaMHOro 3abe3nedeHHs 3a qornomororo 111

16. IlepeBaru Ta Hemoniku Bukopuctanss LI qyis ananizy moBeaiHKH KOPUCTYBaviB.

17. Busasisitu BUTOKHM HaHUX 3a goromMororo 1.

18. Meronu 3axucty KOH(]iAEHIIHOCTI qaHuX 3a qormomororo I

19. 3arposu noB's3ani 3 nomMpeHHsM Ae3iHdopMallii Ta GeKOBUX HOBUH.

20. o Take ynepemKeHICTh B ATOPUTMAaX MAIIMHHOTO HaBYaHHSA? MeToau 60poThOH.

21. BaxiauBicTh MPO30POCTI 1 mosicHIoBaHOCTI Moeneit 1.

22. BinnosiganeHicTbs 3a mii HI1.

23. OcHOBHI IHCTPYMEHTH Ta 610J10TEKH BUKOPUCTOBYIOThCA Ui po3poOku moenei 1.

24. Onuiite mpouec po3poOKH MoJeNi MaIIMHHOTO HaBYaHHS 3a JOMOMOrow Jupyter
Notebook.

25. Eranu npouecy po3pooku mozeni LI aist kibepOe3nexw.

26. OrmiHku edeKTUBHOCTI po3podenoi moaeni LI

27. Buknuku, SKi BAHUKAIOTh TIpU po3ropranui moneneit LI B peanpHux cuctemax.

28. Omnrumizanis mozeni LI ans po6otu B peaabHOMY yaci.

29. Hosi HanpsmMku po3utky LI B xibepoOe3meri.

30. KBaHTOBiI 00UHCIIEHHS Ta iX MOXJIMBHI BILUTUB Ha KiOepOe3meKy.

31. deneparvBHE HABYAHHS 1 HOTO MOXKJIMBE BUKOPUCTAHHS

32. XKutTeBuit MK po3poOkH cucteM KibepOesneku Ha ocHoBI 111

33. ®axropw, sKi HEOOXiTHO BPaxOBYBAaTH MPH MPOEKTYBAHHI CUCTEM, 1110 MOETHYIOTH JIFOIEH i
HII.

34. Twun MalIMHHOTO HABYAaHHS BUKOPUCTOBYETHCS IS POTrHO3yBaHHS DDoS-atak.

35. XapaKTepHCTUKU HEMPOHHUX MEpex, K HalOUIbII MiIXOASTh AJ1si 00pOOKH 300pakeHb.

36. AnropuTt™m poOOTH HaiBHOTO 0aif€CciBCHKOTO KiTacudikaTopa.

37. IlepeBaru Ta HEJOJIIKM BUKOPUCTAHHS HEHPOHHUX MEPEX JJISl BUSBICHHS aHOMAJIii.

38. PozpaxyHku TouHOCTI, MOBHOTH Ta F1-mipu ams 3ananoi MaTpuIl IUTyTaHHHH.

RBROoo~NoOORWLN

8. IHogiTnka oniHIOBAaHHSA

3100yBay Mae BHKOHATH y IMOBHOMY OOCS31 yCi BHIM MisUTBHOCTI i3 HaBYaJIbHOI TUCIUILTIHU
«HopmartuBHO-TIpaBoBe 3a0e3neucHHS iH(oOpMariiHOi Oe3neku», OyTH NPUCYTHIMH Ha ayJAUTOPHUX
3aHATTSX. SIKIIO 3700yBad BiACYTHIM Ha 3aHATTI, BIH MOXE HaJAiCIaTH BUKOHAHE CEMIHAPCHKE 3aHATTS Y
nucbMoBOMYy BurisiAi. IlpereHmyBatm Ha MakCHMajibHY KUIBKICTh OaniB MOYHA, SIKIIO CEMIHapChKe
BUKOHAHE Yy BUTJISIII TIPE3CHTAIll, BUKOPUCTaHI HOBI aKTyajbHI HayKOBI JKepesa, podoTa € aBTOPCHKOIO,
6e3 MopyIIeHb aBTOPCHKHX IIPAB.

OcsiTHiii mporec BiamoBinae «I[losokeHHIO NMPO MOTOYHE Ta IIJCYMKOBE OLIHIOBAaHHS 3HAHb
CTyZeHTIB BoJIMHCBKOro HaiioHajgbHOro yHiBepcureTy iMmeHi Jleci Ykpainku» Bim 11 Bepecus 2020 p.
(https://bit.ly/39In2ac). Icnut BuCTaBis€ThCA aBTOMAaTUYHO 3@ YMOBH, SIKIIO CTYJEHT BUKOHAB YCl BUAM
HaBYaJIbHOT poOOTH Ta OTpUMAaB HE MeHIIe Hixk 75 6aiiB 31 100 MOXIUBHX.

Bupimensst crnipHUX NUTaHb Yy Taly3l akaJeMidyHOi JOOpOYECHOCTI 3JIWCHIOETHCS HA MiJACTaBl
[lonoxxeHHss mpo cucTeMy 3amoOiraHHs Ta BHSBJICHHS aKaJeMIYHOro IUIariaTy y HayKOBO-AOCHIAHIN



JSITBHOCTI 3/100yBayiB BUINOI OCBITH 1 HAyKOBO-TIEAArOTiYHWUX TNPAMiBHUKIB CXiJIHOEBPOIECHCHKOTO
HalioHaJbHOTO YHiBepcuteTy iMeHi Jleci Ykpainku (Big 10 mrotoro 2017 p.) (https://bit.ly/3INJD7N).

KongniktHi cutyauii BupimytoTbes 3rifiHo [lojokeHHS Mpo MOPSAIOK 1 MPOLEAYpPH BUPILIECHHS
KOHGQIIKTHUX cuTyauii y BonuHcbkoMy HamioHanbHOMY yHiBepcuteTi imeHi Jleci VYkpainku
(https://bit.ly/33MTIM).

3rigHo [lonoxkenHs mpo akagemiuHy MoOUTbHICTE crynmeHTiB (https://bit.ly/30MzMkk), BimacHe
mpaBo HeoOpMallbHY OCBITY, 3100yBa4 MOXE OTpUMATH HAWBHUINY KUIBKICTH 0aiiB 3a BUKoHaHHA [H]I3,
SIKIIIO B3SIB YYaCTh Y TPEHIHTY, KOH(EpEeHIIii, HAyKOBOMY CeMiHapi, IpoOJIeMHiil rpyti Ta iH.

3mo0yBa4y BYAacHO 37a€ yci BHAU poOiT. Bukmamau iHpopMye mpo TEepMiHHM 3/1a4i KOHTPOJIBHUX
poOit Ta Bukonanus [H/I3.

3100yBay Ma€ MOXKJIMBICTh CKJIACTH ICIUT 3T1HO PO3KJIALy 3aliKOBO-€K3aMeHaliiHo1 cecii, Mae
MPaBO CKJIACTH 1ICTIUT MOBTOPHO, a TAKOX CKJIACTHU ICIIUT KOMICIi, y SIKY BXOJSTh MPEJICTAaBHUKH Kadeapu Ta
JeKaHaTy. SIKIIo 3a i TpU MOMJIMBOCTI ICIIUT HE CKIIAZECHO, 3/100yBay BUKJIIOYAETHCS 31 CKIaay CTYJICHTIB
BHY imeni Jleci Ykpainku. B yHiBepCUTETCHKUX IMOJIOKEHHAX € MPAaBO HA MOHOBIICHHS 1 MPOXOKEHHS
MOBTOPHOT'O TIPOXO/KEHHST HABYAIILHOI JUCIUTUTIHH.

8.1. Po3noain 6auiB, sIKi OTpUMYIOTH CTYJA€HTH

MeToaum HaBYaHHS: YCHE ONWTYBAaHHS, IHTEPaKTHBHI METOAM HaBYaHHA, JabOpaTOpHI
3aHATTS, CAMOCTiifHA po0OTa 1 €K3aMEH.

3aco0u giarHocTuku ycmimmocTi: mabopatopni 3amsatTs (30 OamiB), GoHycHi Oamm 3a
aktuBHICTH (10), camocriitHa po6ota (30 6aiiB), ek3ameH (40 Gamis).

[ToTouHuii KOHTPOJIb Camocriitna pobora Ex3amen (max — 40 3aranbpHa KUIbKICTh
(max — 30 6auiB) (max — 30 6auiB) OauiB) OamiB

JlaboparopHi 3aHATTS
30 ronuH 67 ronuH (Max 30 (max 40 6aiB) 100
71a00paTOPHUX 3aHATh OaJiB)
(max 30 GaiB)

+ 10 GauiB 3a

AKTUBHICTD
9. lllkana ouinoBanHs (HanionaabHa Ta ECTS)
Ouinka . . Omninka 3a mkajgow ECTS
JIiHrBictu4yna -
B . OIIHK HNOSICHEHHS
OIliHKA
o0aJjax a
90-100 Biagminzo A BIIMIHHE BUKOHAHHSA
82-89 Hyxe nobpe B BUIIE CEPETHHOTO PiBHS
75-81 Hobpe C 3arajioM xopoiia poooTa
6774 3a10BIJILHO D HEIOraHoO
BHUKOHAHHS BIIIIOB1Ac
60-66 JlocTaTHBO E .. .
MIHIMaJbHUM KPUTEPISIM
1-59 HezanoBuinHO FX | HeoOXigHE mepecKiIagaHHs
PEKOMEHIOBAHI 1 KEPEJIA
Ocnosna nimepamypa:

1.  3axon Ykpainu. IIpo ocHOBHI 3acanu 3abe3neueHHs kibepOesneku Ykpainu. Beeneno B 1ito
noctaHoBoro BepxoBuoi Pagn Ykpainu Bix 05.10. 2017 p. Ne 45, c¢1.403.

2. 3akoH Ykpainu «lIpo 3axuct iHpopmauii B iHpopMaIiitHOTEIEeKOMYHIKAIITHUX cUCTEMAx»,
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Bix 05.07.1994 Ne 80/94-BP (3i 3minamu, BHeceHUMHU 3T11HO 13 3akoHoM Ne 1703-1V Bix 11.05.2004, B
penakiiii 3akony Ne 2594-1V Bin 31.05.2005, BBP, 2005, Ne 26, ct. 347).

3. JCTY 3396.2-97. 3axuct indopmamii. Texuiunuii 3axuct iHdopmarii. TepmiHu Ta
BHU3HAYCHHSI.

4,  JICTY 3396.0-96 3axuct indopmarii. Texniuauit 3axuct iHdopmartii. OCHOBHI MOJOKEHHS.

5. JCTY 3396.1-96 3axuct indopmanii. Texuiuauii 3axuct iHdopmarii. Ilopsook
MIPOBEACHHS POOIT.

6. JCTY 3396.2-97 3axucr indopmanii. Texuiunuii 3axuct iHpopmamii. Tepminu Ta
BHU3HAYEHHS.

7.  JICTVY 2226-93 ABTOMaTH30BaHI CUCTEMH. TE€pPMiHU Ta BUSHAYCHHS.

8. JIBH A.2.2-2-96 IlpoextyBanus. Texuiunuii 3axuct iHdopmarii. 3aranbHi BUMOTH [0
oprasizariii IpoeKTyBaHHS Ta MPOEKTHOI JOKyMEHTAIi /y1si OyTiBHUIITBA.

9.  HJ T3I 1.1-003-99: Tepminosoris B obiacti 3axucTy iH(OpMaIii B KOMITIOTEPHUX
CHUCTEMax BiJ HecaHKI[iOHOBaHOro moctymy. 3atBepmkeHo Hakazom JICTC3I Cb VYkpaiam Bin
28.04.1999, Ne 22.

10. HJ T3I 1.1-002-99: 3aranpHi TOJOXEHHS IO 3aXHCTy 1HGOpMAIi B KOMITHOTEPHHUX
CUCTeMax BiJI HECAaHKI[IOHOBaHOTO paoctymy. 3arBepipkeHo Hakazom JICTC3I Cb Vkpaiam Bifg
28.04.1999, Ne 22.

11. HZA T3I 2.5-004-99: Kpurepii ouiHOBaHHS 3axHIIEHOCTI iH(opMarii B KOMI'IOTEPHHX
CHUCTeMax BiJ HecaHKI[ioHOBaHOro poctymy. 3arBep/pkeHo Hakazom JICTC3I Cb Vkpainu Bifg
28.04.1999, Ne 22.

12. HJ T3I 3.7-001-99 MeroauyHi BKa3iBKM II0J0 PO3POOKHM TEXHIYHOTO 3aBJIaHHS Ha
CTBOPEHHSI KOMILJICKCHOI CHCTEMH 3aXUCTY iH(opMallii B aBTOMaTH30BaHii CUCTEMI.

13. HA T3I 2.5-008-2002 Bumoru i3 3axucty KoHbifeHIiiHOI iHpopMamii Bif
HECAHKIIIOHOBAHOTO JOCTYIy TiJi 4Yac oOpoOJIeHHS B aBTOMAaTH30BaHMX CHCTEMax Kiacy 2.
3arBepmkeno HakazoM JJCTC3I Cb Ykpaiau Big 13.12.2002 Ne 84.

14. 1SO/IEC 11770-3 Information Technology — Security techniques — Key management — Part
3: Mechanisms using asymmetric techniques. January 2007.

15. T'ynra b., Cinr b., [Ixeiin B. BusiBiieHHs: BTOPrHEHHS 32 JIONIOMOTOIO IITYYHOTO 1HTEJICKTY.
URL: https://arxiv.org/ftp/arxiv/papers/1701/1701.02145.pdf. Heto [emni, 2014. 43 c.

16. Crponoukina [.B., HoikoB O.M.. Metoaum ImTy4yHOrO iHTENEKTy B KibepOesmeri
[Enextponnmii pecypc]: HaBu. moci0. ans 37100yBauiB cren. 125 «KibGepGesneka» — EnexTpoHHI
tekctoBi AaHi— Kuis : KIII im. Iropst Cikopcrkoro, 2022 — 82 c.

17. Xapuenko B. O. OcHoBM MamMHHOrO HaB4aHHsA: HaBy. mocib.— Cymu : Cymcbkuit
nepkaBHUM yHiBepcuTeT, 2023. — 264 ¢. https://files.znu.edu.ua/files/Bibliobooks/Inshi79/0059501.pdf

18. Liam Harrison Artificial Intelligence 2023: Learn Everything About the Revolution of
Artificial Intelligence. Kindle Edition, 2023. — 105 p.

19. Khaikin S. (2019) Neural Networks: Complete Course. Dialectics, 1104 p.

20. Rothman D. Artificial Intelligence By Example: Acquire advanced Al, machine learning,
and deep learning design skills, 2nd Edition, Packt Publishing, 2020, 578 p.

21. Shahriar Usman Khan, Fariha Eusufzai, Md. Azharuddin Redwan, Mohiuddin Ahmed,
Saifur Rahman Sabuj. Artificial Intelligence for Cyber Security: Performance Analysis of Network
Intrusion Detection. Cham: Springer, 2022. 140 p.

22. Taulli T. Artificial Intelligence Basics: A Non-Technical Introduction. Publisher : Apress;
1st ed. 2019, 268 p.

ooamxoesa nimepamypa:

1. 3aituenko FO.I1. OcHOBHU NpOEKTYBaHHS IHTEJIEKTyadbHUX cucTeM. HaBu. nmocionuk. - K. :
Bunasanumnii nim «Cioso». — 2004, - 352c.

2. Kononona K. 0. MammnHe HaBUaHHS: METOU Ta MOJIEN1: MIAPYYHUK [Tl OaKaIaBpiB,
MaricTpiB Ta A0KTopiB inocodii cnenianbHocTi 051 «Exonomikay. Xapkis: XHY imeni B. H.
Kapasina, 2020. 301 c.

3. Meroau MTYIHOTO iHTENEKTY B Kibepoesnemi: [Ipaktukym [ EnexTpoHHuii pecypc] : HaBu.
noci6. misa 3100yBayiB crent. 125 «Kibepoesneka» / KIII im. Irops Cikopebkoro ; ykian.: 1L.B.
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Crpomnoukina — EnextponHi TekctoBi aani (1 daiin: 388,3 Ko6aiit). — Kuis : KIII im. Irops
Cikopcbkoro, 2022.

4. Jlymron, O. (2024). OI'JIS1I METO/IIB TA CTPATEI'II KIBEPEE3ITEKU 3ACOBAMU
HITYYHOI'O IHTEJIEKTY . Enextponne ¢axoBe HaykoBe Bumanus «KiGepOe3neka: ocBiTa, HayKa,

Texnika», 1(25), 379-389. https://doi.org/10.28925/2663-4023.2024.25.379389

5. Cauenko A.C., CunenpHikoB O. O. MeToau Ta CHCTEMH IITYYHOTO 1HTENIeKTYy: HaBuanbHmiA
MOCIOHUK JUTSt CTYJeHTIB HanpsaMy miarotoBku 6.050101 «Komm’rotepni Hayku» K. : HAY, 2017.
190 c.

6. Big data, artificial intelligence, machine learning and data protection. 2nd ed. [ebook]
Information Commissioner's Office. (2017). https://ico.org.uk/media/fororganisations/documents/20

7. Machine Learning in MATLAB // https://www.mathworks.com/help/stats/machine-learning-
inmatlab.html.

8. Hartmann K., Steup C. (2020). Hacking the Al — the Next Generation of Hijacked Systems. In
12 International Conference on Cyber Conflict (CyCon).
https://doi.org/10.23919/CyCon49761.2020.9131724

9. Fredrikson M., Jha S., Ristenpart T. (2015). Model Inversion Attacks that Exploit Confidence
Information and Basic Countermeasures. In CCS '15: Proceedings of the 22nd ACM SIGSAC
Conference on Computer and Communications Security, 1322-1333.
https://doi.org/10.1145/2810103.2813677

10. Kumar S. H. and Tiwary R. K. Analysis of rankbrain algorithm using machine learning. (2017).

11. Lohn A. (2020). Hacking Al. Center for Security and Emerging Technology.

https://doi.org/10.51593/2020CA006

12. Rao C., Govindaraju V. Handbook of Statistics: Machine Learning: Theory and Applications,
2013.552 c.

13. Serhii Yevseiev, Volodymir Ponomarenko, Oleksandr Laptiev, Oleksandr Milov and others/
Synergy of building cybersecurity systems. Kharkiv. Publisher PC TECHNOLOGY CENTER. 2021 —
188 c.

23. Valentyn Sobchuk, Roman Pykhnivskyi, Oleg Barabash (2024) Sequential IDS for Zero-
Trust Cyber Defence of 1oT/IIoT Networks. / Advanced InformationSystems. 2024. Vol.§, No.3. p.
92-99. https://doi.org/10.20998/2522-9052.2024.3.11

24. Kumar G., Kumar K., Sachdeva M. The use of artificial intelligence-based techniques for
intrusion detection. Punjab: Springer Science + Business, 2010. 387 p.

25. Sikos L. F. Al in Cybersecurity. New York: Springer, 2018. 205 p.
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