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1.0nuc 0CBIiTHHOI0 KOMIIOHEHTA

I'any3b 3HaHB,

HaiiMenyBaHHS NOKa3HUKIB cneniajabHIiCTh, XapakTepucTHKA OCBITHHOIO
KOMIIOHEHTA
OCBITHSI IpPOrpama,
JleHHa (popmMa HABYAHHSHA HopMmatuBHa
KinbkicTb ronnu/kpeauTis 12 Indopmauiiini Pik HaBuanHus 4
120/4 TexHoJIorii Cemectp_ 8-mit
125 KibepOe3neka Ta

saxuct indopmauii Jlekuiii: 20 rox.

Kidep6e3neka Ta 3axucT

indopmanii 6axatap JlabopaTopHi po6oTu : 24ro.

IH/A3: € Camocriiina podota 68 rog.

Koncyabramii: 8 rox.

(I)opMa KOHTPOJIN: CK3aMCH

MoBa HaBYaHHA: YKpaIHCbKa

II. Indopmanist npo BUKJIagaya
[TIIT JlanteB Onekcanap AHATONIHOBUY
HaykoBuii cTymiHb: JOKTOp TEXHIYHUX HAYK
Buene 3BaHHs: cTapIInii HAYKOBHA CHIBPOOITHUK
[Tocana: mpodecop kadenpu KoM IOTEPHUX HAYK Ta KibepOe3neku
Konrakrtna inpopmanis : Alaptev64@ukr.net
Jui 3ana1h https://ps.vnu.edu.ua/cgi-bin/timetable.cgi/

II1. Onuc qUCHUILTIHA

1. Anorauis kypcy. OcBiTHili KommnoHeHT «KoMIIekcHI cucTeMH 3axucTy iH(popmarii»
BITHOCUTBCS 10 TEPENiKy AMCHUIUIIH MKy mpodeciiiHoi miaroroBku. HaBuanpHa aucnuruiiza
NPUCBAYCHA  MiABHUIICHHIO PiBHSA 3HaHb 37400yBauiB 3 Teopii i MPAaKTUKH 3axUCTy iHQopmarii
TEXHIYHUMHU 3aco0amu, HaOyTTs BMiHb 1 HABHYOK 3 BHSBICHHS TEXHIYHHX KaHAIIB BUTOKY
iHpopmanii, X OJOKyBaHHS, CTBOPEHHI Ta BIPOBA/KCHHI KOMIUICKCIB TEXHIYHOTO 3aXHUCTy
iHpopMarii, B 3HaHHI OCHOB OpraHi3aiii Ta MOpsAAKYy BUKOHAHHS POOIT i3 CTBOPEHHS KOMILJIEKCHHUX
CHCTEM 3aXUCTy iH(popMaii TeIeKOMYHIKALIHHIX CHCTEM 3aJIe)KHO BiJl XapakTepy 00’ €KTa 3aXHCTy.

2. Mera i 3aBJaHHSl OCBITHHOI'0 KOMIIOHEHTA: METOIO JAUCIUILIIHU «KOMIIIeKCHI crucTeMu
3axucTy iHpopMalii» € BHPOOIEHHS y CTYJACHTIB TEOPETUYHUX 3HAHb Ta MPAKTUYHUX HABUYOK
CaMOCTIHHOT poOOTH 3 3a0e3neueHHs] KOMIJIEKCHOTO 3axXHUCTy iHpopmalii Ha 06’ exTax iHdopMmaliitHol
TiSUTBHOCTI Ha OCHOBI HOPMATHUBHO-TIPABOBHX JIOKYMEHTIB, HAI[IOHAJBHUX Ta MIKHAPOTHUX
crangaprtiB. Jlatu 3m00yBayam mornauOieHi 3HAaHHA B OMAHYBAaHHI 3arajilLHUX TEOPETHYHHUX 3HAHb Ta
MPAKTUYHUX HABHYOK III0JI0 PO3POOKH THUIIOBOI CTpaTerii 1 opraHizaiii KOMIUIEKCHOT CHCTEMH 3aXUCTY
iHpopmanii. BuBueHHs ocoOmmBocTell MOOYJOBM KOMIUIEKCHHX CHUCTEM 3axHUCTy iHQopmamii Ta
LEHTPaJII30BAaHOTO YIIPABIIiHHS CUCTEMOIO iHPOpPMALIHHOT Oe3MEeKH.

1. Pe3yabTaTH HABYAHHS.

3araJjbHi KOMIIETEHTHOCTI:
3K 1. 31aTHICTb 3aCTOCOBYBATH 3HAHHSA y MPAKTUYHHUX CUTYALlIsIX.
3K 2. 3HaHHA Ta pO3yMiHHS NIPEIMETHOT 00JIaCTi Ta po3yMiHHS MpodeciitHOl AiSTEHOCTI.



3K 3. 31aTHICTh CHNIKYBaTUCS JEPKABHOIO MOBOIO SIK YCHO, TaK 1 MUCHMOBO.
3K 5. 31aTHICTh BUUTHCS 1 OBOJIO/IIBATH CYYaCHUMH 3HAHHSIMHU.
3K 8. 3natHicTh 30epiraTi Ta IPUMHOXYBAaTH MOPAJIbHI, KYJIbTYpPHI, HAyKOBI I[IHHOCTI 1 TOCATHEHHS
CYCHIIbCTBA Ha OCHOBI PO3yMiHHS iCTOpil Ta 3aKOHOMIpPHOCTEH PO3BHTKY HpeAMETHOi o0nacTi, ii
MICIISl y 3arajibHiil CCTeMi 3HaHb MPO MPHUPOJLY 1 CYCHIILCTBO TA Y PO3BUTKY CYCIHiJIbCTBA, TEXHIKH 1
TEXHOJIOT1}1, BAKOPHCTOBYBATH Pi3HI BUJH Ta (HOPMHU PyXOBOi aKTUBHOCTI JJIsl aKTUBHOTO BiJTIOYMHKY
Ta BEJICHHS 3/I0POBOT0O CIIOCO0Y KHUTTSI.

CrneniauabHi (¢paxoBi, npeaMeTHi) KOMIIETEHTHOCTI
CK 1. 31aTHICTh 3aCTOCOBYBATH 3aKOHOJaBUy Ta HOPMAaTHBHO- MPABOBY 0a3y, a TaKOX JEp>KaBHI 1
MDKHAPO/HI BUMOTH, MPAKTHKH 1 CTAHIAPTH Y TPOQeCciiHiil NisIbHOCTI.
CK 2. 3paTHiCTh BHKOPHCTOBYBAaTH iH(OpMAIliiiHI TEeXHOJOril, Cy4acHi MeToau 1 Mozjeni
Ki0epOe3neKu Ta CUCTEMH 3aXUCTy iHpopmallii.
CK 3. 3patnicTh 3a0e3meuyBaTH HEMEPEPBHICTh Oi3HEC-TPOIIECIB 3TiTHO BCTAHOBJICHOT MONITHKU
KibepOe3neKu Ta 3aXucTy iHpopmariii.
CK 4. 3parmicte 3abe3meuyBatd 3axucT iHpopmamii iHpopmaimiiHux Ta iH(opMariiiHo-
KOMYHIKaI[IHHUX CUCTEMaX 3TiTHO BCTAHOBJICHOT MOJITUKHU KiOepOe3neku i 3axucty indopmaiiii.
CK 5. 3parnicte BigHOBIIOBaTH  (yHKIiOHYyBaHHA iHdopManiiinux Ta  iH(opMmariiiHo-
KOMYHIKaLIHHUX CHCTEM IMICHs peajizalii 3arpo3, 3ailicHeHHs KiOepaTtak, 300iB 1 BIIMOB pi3HHX
KJIaCiB Ta MOXOKEHHS.
CK 6. 3naTHiCTh BIPOBAKyBaTH Ta 3a0e3MedyBaTH (PYHKIIOHYBaHHS KOMIUIEKCHUX CHCTEM 3aXHCTY
iHpopManii (KOMIJIEKCH HOPMAaTHBHO-TIPABOBUX, OpPraHi3allifHUX Ta TEXHIYHHUX 3ac00iB 1 METOJIB,
poIeyp, MPaKTHYHUX IPUHOMIB TOIIIO.)
CK 7. 3patnicte 37iiicHoBaTH mnpodeciiHy AisTBHICTH Ha OCHOBI BIPOBAKEHOI CHCTEMH
yTpaBiliHHS 1HPOpMaLiHOIO Ta KibepOe3nekoro.
CK 8. 3parHicTh 3aCTOCOBYBaTH METOOM Ta 3aco0u KpunrorpadiuyHoro 3axucrty iHdopmarnii Ha
00’ekTax iH(HOpMAaIiHOT NiSITBHOCTI.
CK 9. 3aarHIiCTh 3aCTOCOBYBATH METOAM Ta 3aCO0M TEXHIYHOTO 3axXUCTy iH(opmamii Ha 00’ekTax
iH(pOopMaNiiHOI TisSITBHOCTI.
CK 10. 3paTHicTh BUKOHYBaTH MOHITOPHHI iH(OpMAIifHMX MpOLECiB, aHATI3yBaTH, BHSBIIATH,
OLIIHIOBATH MOXJIMBI Bpa3JIMBOCTI Ta 3arpo3u iHdopMmariitHoMy mpocTopy i iHpOpManiiHIM
pecypcam 3riJIHO 3 BCTAHOBIICHOIO MOITHKOK 1HPOPMAIIIITHOT Oe3MeKH.
PH 1. BijbHO CHiJIKyBaTHCS JEP’KaBHOIO MOBOIO YCHO Ta MHCBMOBO IPU BUKOHAHHI mpodeciitHmx
000B’SI3KIB.
PH 5. AnanizyBaTu, apryMeHTyBaTH, IPUHAMATH PIIICHHS IPU PO3B’A3aHHI CKJIAJHUX CIICIialli30BaHUX
3aja4 1 MPaKTHYHUX 3aBJaHb y NpodeciiHiil AISTBHOCTI, SKI XapaKTepU3yIOThCS KOMILIEKCHICTIO Ta
HETMOBHOIO BU3HAYEHICTIO YMOB, Bi/IMIOBIIATH 3a MPUUHSATI PIIICHHS.
PH 7. 3actocoByBaTu i amanTyBaTu Teopii iHpopmalii Ta KOIyBaHHS, MaTEMaTUYHOI CTaTUCTHUKH,
yucen, kpunrorpadii ta creranorpadii, o0pobIeHHs 1 mepeaayi CUrHajiB TOIIO, MPUHLIUIHN, METOIH,
MOHATTS KibepOe3neku Ta 3axucty iH(opmarii y HaBdaHHi Ta npodeciiiHiil TisIbHOCTI.
PH 10. BukopucroByBaTH cy4acHi iH(popMaliifHi TexXHOJOrii, Meroan i mMoxaeni kibepOesneku Ta
CUCTEM 3aXUCTY iHpOopMarii JUTSt 3MIACHEHHS npodeciiHol TUSUTBHOCTI.
PH 12. 3actocoByBaTH METOJM Ta 3aCO0M 3axXUCTy iH(opmauii B iHpopMaliifHuX Ta iHPOpMaLiiHO-
KOMYHIKaI[IHHUX CUCTEMAaX BiJIMOBIHO JI0 BCTAHOBIICHOT MOMITUKY 1HPOPMAIIIITHOT Oe3MeKH.
PH 14. BupimyBaTu 3agadi yOpaBiiHHS NpPOIECaMH BiJHOBJICHHS INTAaTHOTO (DYyHKIIOHYBAaHHS
iHpopManiiHuX Ta  iHPOPMALIHHO-KOMYHIKAIIHHMX CHCTEM 3 BUKOPUCTaHHSAM MpPOILELyp
pe3epByBaHHS 3TiJHO BCTAaHOBJECHOI TMONITUKKA Oe3meku 1 3ale3medyBaTH  (PYHKIIOHYBaHHS
CHELiaTbHOTO MPOrPAaMHOT0 3a0€3MEeYeHHS 100 3aXUCTY Ta BiTHOBICHHS iH(pOpMaIlii.
PH 16. BupinryBatu 3a1a4i BOPOBAKEHHS Ta CYIPOBOY KOMILJICKCHUX CUCTEM 3aXUCTy iH(opmarii
B iHpOpMaliiHUX CUCTEMAaX.
PH 20. BusnauaTu 3arpo3ud CTBOPEHHS TEXHIYHMX KaHaJiB BUTOKY iHQopmanii Ha 00’eKTax
iHpopManiiHOi NiSIBHOCTI; BHIPOBAKYBAaTH 3aCO0M 1 3aX0AM TEXHIYHOTO 3aXMCTy iH(opmarii Bifg
BUTOKY TEXHIYHMMH KaHaJaMH, TPOBOJMTH OOCIIyrOBYBAaHHS 1 KOHTPOJIb CTaHy amapaTHUX 3aco0iB
3axucTy iH(OopMaIlil Ta KOMIIJICKCIB TEXHIYHOTO 3aXHCTy iH(OopMaIlii.



PH 21. BukoHyBaTu BIOPOB/DKEHHS, MIATPUMKY, aHali3 €(QEKTHMBHOCTI CHUCTEM BHSBICHHS
HECAHKIIIOHOBAHOTO JIOCTYyMy, Aid 3 iH(opmauiero B iH(OpMaIiiiHii CHUCTEMi, BPa3IMBOCTEH,
MOKJIMBHUX 3arpo3 iH(popMaIiifHOMy MpocTopy ¥ iH(oOpMaliiHUM pecypcaM Ta BHKOPHCTOBYBAaTH
KOMIUIEKCH 3axHCTy s 3a0e3neueHHs HEeOoOXIJHOro piBHSA 3aXMIIEHOCTI iHQopmamii B
iHpOopMaLiIHHUX CUCTEMAaX.

4. CTpyKTypa OCBITHBOr0 KOMIIOHEHTA.
. - ®opma
Ha3Bu 3mMicToBUX MOAY.JIiB i TeM Cam.
Yceboro | Jlek. | JlaGop. 5 Konc. | konTposo/
00.
P baau

3micToBuii Moay./ib 1. HopMaTHBHO-PABOBi AKTH KOMILIEKCHOI CHCTEMH 3axXuCTy indopmamii.

Tema 1. 3arajbHi MOJOXKEHHS Ta 7 1 6 AC
BUMOTHY B YaCTHHI OpraHizaiiii poOiT
13 3axXUCTy iH(pOpMaIlii.

Tema 2. TIpaBoBi mificTaBu Ta OCHOBHI 9 1 2 6 JC
nonoxkeHHs moa0 ctBopeHHs KC3I ta
komruiekcy T3I B Vkpaini

Tema 3. OCHOBHI MOJIOXKEHHS IPO 8 2 2 4 3BiT 10 1a06.
ciyx0y 3aXUCTY iHpopMarii. poGori
Texniunuii 3axuct iHpopmartii.
Tewma 4. 3axuct indopmariii B AC Bifg 8 2 2 4 3BiT 110 1a6.
HC/I. pobori
Tema 5.3axuct inpopmarii B AC Big 7 1 2 4 3BiT 10 1180.
BUTOKY TEXHIYHUMHU KaHAJIAMU pobori
Tema 6. 3axuct inpopmarii B AC Big 7 1 2 4 3BiT 10 1180.
pyiHYBaHHS KaHAJaMM CIIELIaIbHOTO poboti
BILTUBY.
Tewma 7. [Topsiiok poBeACHHS POOIT 31 10 2 2 6 3BiT M0 11a0.
creopenns KC3I. pobori
Pa3om 3a Mmonynem 1 56 10 12 34 30
3microBuii MoayJb 2. IlodynoBa cuctemu i ocHoBHuX niacucrem KC3I
Tema 1. TexuiuHe 3aBHaHHS HA 6 2 2 2 3Bit 110 71a0.
creopenns KC3I B AC. pobori/
Tema 2. OcHoBu 3axucty iH(opmaii 10 2 2 6 3BIT 110 J130.
s IC. poborti
Tema 3. OcoGnuBOCTI MPOEKTYBaHHS 10 2 2 6 3gi 110 J120.
KC3I ms AC pisaux knacis. Owuinka pobori
edexTruBHOCTI Ta ontuMizariist KC3I.
Tema 4. IlepcrieKTUBHI HampsMH 11 1 2 8 3Bi 110 J120.
posBuTky  kommuekcy 31 B pobori
PO3MOAIICHUX 00YHCITIOBATBHAX
cepenosumax (POC).
Tewma 5. BuripoOyBaHHSs KOMIUIEKCY 11 1 2 8 3BiT 110 J10.
TEXHIYHOTO 3aXUCTy iHpopMarii Ta podori
Horo arecrariis.
Tema 6. Beenennsa KC3I B miro. 8 2 2 4 3BiT 10 11a0.
pobori
Pa3om 3a Mmonynem 2 64 10 12 34 8 30




TectyBaHHs 10
MonynbpHa KOHTpOJIbHA poboTa 1 10
MonaynbpHa KOHTpOJIbHA poboTa 2 10
IH/3 10
Bceboro ronnn/badis ‘ 120 ‘ 20 ‘ 24 68 100
Metonu xontpomwo*: JIC — muckycis, b — nebaru, T — tectu, TP — tpeninr, P3/K —
po3B’s3yBanHs 3anaw/keiiciB, IHJ/I3/IPC — inguBigyaneHe 3aBaaHHS/iHAMBIAYyajdbHA pPoOOTa

3po0yBaya ocBitn, PMI' — pobora B manux rpymax, MKP/KP — monmyneHa KoHTpodbHa pobota/

KOHTpOJIbHA poboTa, P — pedepar, a Takox aHAITHYHA 3aMCKa, aHATIITHYHE €Ce, aHai3 TBOPY TOILO.

2. 3aBaaHHs A7 CaMOCTIHHOTO OTIPAIFOBAHHS.
CamocriiiHa po6oTa 3100yBauiB BKJItoYae B cebe:

OmnpamroBaHHS JISKIIITHOTO MaTepiaiy.

10 ron

[lepeBipka 3MIHCHIOETBCS MMiJ 4Yac J1aOOPATOPHUX 3aHATH Ta OLIHIOETHCS TPU BHUCTABJICHHI

OIIIHKY 32 3MICTOBUI MOIYJIb.

[TiaroroBka 10 1a00paTOPHUX 3aHITh, BUKOHAHHS JIOMAIIHIX 3aBJaHb. 24 ron
[epeBipka 3aiiiCHIOETHCS MTi]] Yac Ja00paTOPHUX 3aHSTh.
Cucremaru3allisi BABUYEHOTO MaTepiaiy rnepesi KOHTPOJIbHUMHU 6 rox
3aX0JJaMH, TECTYBaHHSIM.
IepeBipka 31 CHIOETHCS MT1]] YaC KOHTPOJILHUX 3aXO1B, TECTYBaHHS.
BuBYeHHS TeM, 110 HE PO3IIIAAAIOTHCS B KypCi JICKIIH. 28 rox
[epeBipka 3A1iCHIOETHCS MT1]] YaC MOIYJIbHUX KOHTPOJIBHHUX
3aXO0/IiB 1 OLIHIOETHCS BIAIIOBIIHOO KIIBKICTIO OaJIiB.
Ne Tema KiapkicTh
3/m TOAUH
1 |[IpaBoBi mijcTaBu Ta OCHOBHI MOJ0KeHHS 110,10 cTBopeHHs KC3I ta kommiekcy 4
T3I B Ykpaini
2 |OCHOBHI MOJIOKEHHS PO CiIyk0y 3axucty iHopmarii. TexHidyHmit 3aXUCT 8
iHpopMarii.
3 [3axucr inpopmariii B AC Big HC/I. 8
4 |3axuct indopmarii B AC BiJ pyiiHyBaHHS KaHAJIaMH CIIELIATbHOTO BILIUBY. 8
5 |OcnoBu 3axucry indopmariii B IC. 8
6 |[lepcriekTuBHI HampsMU PO3BUTKY KomIiuiekcy 31 B posmonineHux 8
obuncmoBanbHuX cepenosuiax (POC).
7 |BunpoOyBaHHS KOMIUIEKCY TEXHIYHOTO 3aXHCTy iH(popMarlii Ta iforo 8
aTecraris
8 |Oco6mmBocTi npoektyBanns KC3I st AC pizanx knaciB. Omiaka 8
edexTuBHOCTI Ta ontuMmizaiis KC3I.
9 |Texniune 3aBaanns Ha ctBopeHHs KC31 B AC 8




Bcnoro 68

IV. lTonituka ouinoBanus IosiTuka BUK/IaAa4a MO0 CTY/IEHTA

VYci ydacHUKH OCBITHBOTO IMPOIECY MOBUHHI JOTPUMYBATUCh BUMOT YMHHOTO 3aKOHO/ABCTBA
Vkpainn, Cratyty 1 IlpaBun BHyTpimmHboro posnopsaky BHY imeni Jleci VYkpainkw,
3arajJbHONPUUHATHX MOpPAJIbHUX MPUHIUIIB, NPaBWI MOBEIIHKHM Ta KOPIOPATHUBHOI KYJIBTYDPH;
miATpuMyBaTH atMochepy A00pO3MUWIMBOCTI, BIAMOBIAATBHOCTI, MOPSJHOCTI W TOJEPAHTHOCTI.
ATtmochepa Ha 3aHATTSIX IMOBHHHA OyTH TBOPUYOIO, BIAKPUTOIO IO KOHCTPYKTHBHOI KpPUTHKH.
HenomycTumi 3ami3HeHHS Ha 3aHATTS; KOPUCTYBAaHHS MOOUIBHUM TenedOHOM, IUIAHIIETOM YU
IHIIUMU MOOUTBHUMH TPUCTPOSIMH TiJI 4Yac 3aHATTS; cnucyBaHHA. OYIKyeThCs, IO BCl CTYJICHTH
BIJIBIAIOTh yCi JIEKIii 1 J1abopaTopHi 3aHATTS Kypcy. 3aBOaHHA JUId NMPAKTUYHOTO BUKOHAHHS
(maboparopni pobortu, IH/I3, camocriiiHi poOoTH), 3aBIaHHS TMiJCYMKOBOTO KOHTPOIO (TECTH,
KOHTPOJIbHI po0O0TH, M0 TepeadadaroTs po3poOKy mporpam) 3Aar0ThCs 13 BUKOPHUCTAHHSIM 3aC00iB
JUCTaHIIITHOTO KypCYy.

[1ig yac BUBYEHHS OCBITHHOI'O KOMIIOHEHTAa MOJJIMBE BU3HAHHA 1HIIUX PE3yJbTaTiB HaBYAHHSA,
oTpuMaHuX y (QopmaibHiid, HedopMmanbHii Ta/abo iHpopmanbHii ocBiTi. [lopsnok BHU3HAHHSA
pe3yabTaTiB HaBYaHHA JUIs 37100yBaviB BUIIOI OCBITH, HAOyTHX y: (opMalbHil OCBIiTI (akajgeMiuyHa
MOOUTBHICT CTYACHTIB Ha TepuTopii YKpaiHu 4u mo3a ii Mexamu, Ui CTYJCHTIB, SAKi IepeBOIATHCS,
MOHOBIIIOIOTECA 3 1HIMX 3BO (BITYM3HSHMX 4M iHO3eMHHUX); HeopManbHil Ta/abo iH(opManbHil
ocBiti 3ailicHIoeThes 3rinHo «[TOJIOJKEHHS npo Bu3HaHHS pe3yibTaTiB HaBUAHHS, OTPUMAHHUX Y
dopmanbHiii, HepopmanbHii Ta/abo iHGoOpManbHI oOCBiTI y BOIMHCHKOMY HaIlOHAIBHOMY
yHiBepcuterti iMeHi Jleci Ykpainkm».

ITosiTuka MO0 aKageMivHOI 100pOYeCHOCTI

[Tix yac HaBYAaHHS YYaCHUKM OCBITHBOTO MpOIECY 3000B’s3aHI JOTPUMYBATHUCS aKaJIeMI4HOI
JOOPOYECHOCTI: €TUYHUX NPHUHIMIIB Ta BU3HAYCHHX 3aKOHOM TNpaBWII, SIKHMH MalOTh KEpyBaTHCS
YY4aCHUKH OCBITHBOTO TPOIECY IiJ Yac HAaBYaHHS, BHUKIQJAaHHS Ta IPOBAPKEHHS HAYKOBOI
JISJIBHOCTI.

JloTpumaHHs akaJeMidHOi JOOPOYECHOCTI 3100yBadyamMu rependavae: caMOCTiHE BUKOHAHHS
HaBYAJbHUX 3aBJaHb, 3aBIAaHb MOTOYHOTO Ta IiJICYMKOBOTO KOHTpPOJIO (A7 0ci0 3 0coOIMBUM
OCBITHIMH TOTpeOaMu IIi BUMOTAa 3aCTOCOBYETHCS 3 ypaxXyBaHHAM iX IHIUBIAyaJbHUX MOTpeO i
MOJKJIMBOCTEW); TOCHJIAHHA Ha JpKepena iHpopmalii y pa3i BHKOPHCTaHHS i7ei, TBEpIKCHb,
BIJOMOCTEH; JOTPUMAaHHS HOPM 3aKOHOJIABCTBA IPO AaBTOPCHbKE IMPaBO; HAJaHHS JOCTOBIPHOI
iH(pOopMaIii mpo pe3yabTaTH BIACHOI HABYAIBHOI (HAYKOBO1, TBOPUOT) MisIILHOCTI.

[lin yac OuiHIOBAaHHS pe3yJbTaTiB HAaBYaHHS CTYJICHTH HE KOPHUCTYIOThCS 3a00pOHEHHUMHU
3acobamu (MOOUIbHMI TenedoH, IJIaHIIET, KOHCIEKT, HaBYajbHa JIiTepaTypa, IHII JKepena
iHpopmanii, B ToMy uuncii [HTepHET-pecypcH), CaMOCTIIIHO BUKOHYIOTh 3alpPOINIOHOBAHI 3aBJaHHS.
[Tpu BukOHaHHI JabOpaTOPHHUX POOIT 3 Kypcy 3100yBaui MalOTh MPAaBO BHKOPHCTOBYBATH BIACHI
HOYTOYKH, SIKIIIO BOHH MIATPUMYIOTh HEOOXi/IHE porpaMHe 3a0e3MeYeHHsI.

IMoaiTnka moao0 aeaaiiHiB Ta nepeckJa aHHA

Skmo 3700yBau BUIIOI OCBITH OyB BIACYTHIM Ha 3aHATTAX 3 OyIb-sIKOI MPUYUHM, BiH/BOHA
BUBYAIOTh TEOPETHYHHUI Marepiaj caMOCTIMHO BUKOPHUCTOBYIOUM HABYaJbHI MOCIOHWKH, KOHCIIEKTH
JeKIi#, MaTepianu aucTanuiiHoro Kypey “KommnekcHa cucrema 3axucty iHpOpMaLii”, po3MiIIeHnX
Ha 1uiar¢popMmi JOUCTaHIiHOrO HaB4yaHHA Moodle, BUKOHYIOTH BCi JIOMAaIIHI 3aBJAHHS.
[Tpo3BiTyBaTHCS TIPO BUKOHAHHS 3aBJaHb MOKHA, BUKOPHUCTOBYIOUM BUIIIE3a3HAYCHI JTUCTAHIIIIHI
KypcH, abo mij 4ac KOHCYJbTAIliil, OTHOYaCHO MPH LbOMY 3’sICYyBaTH HE3PO3yMilli MOMEHTH, 3aJaTu
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3aMUTaHHs BUKIQAaudy. [CHye MOXIIMBICTH BHKOPUCTaHHS (OpyMy TUCTAHIIIHOTO Kypcy.
[TepecknananHs KOHTPOJIBHUX POOIT Ta TECTYBaHb 3a00POHEHO.

1. IlincyMKOBHIT KOHTPOJIb

[TincymKoBOIO (hOPMOIO KOHTPOJIIO OCBITHHOTO KOMIIOHEHTa “KOMITJIEKCHA CUCTEMa 3aXHCTy
iHpopManii” € icruT.

OLHIOBAaHHS HABUYAJIILHUX JIOCATHEHH 3iiicHIOETECH 3a 100 OanpHOr0 mikainoro. OriHkKa
BKJIIOYa€ B ce0e MOTOYHUI KOHTPOJIb (OILIHIOETHCS poOOTa Ha Mapax, BUYaCHE 1 SIKICHE BUKOHAHHS
JIOMAIIHIX 3aBJIaHb) Ta MiJICYMKOBHI KOHTPOJIb (CaMOCTiHHE BUKOHAHHS 1HAWBITYyalbHHUX 3aBJIaHb,
KOHTPOJIbHI po0OTH, IIepeBipKa TEOPETHUYHOI MIATOTOBKU y hopmi TectyBanus, IH/[3). Makcumanbna
KUTBKICTh 0alliB, IKy MOXK€ OTpUMAaTH 37400yBad i Yac MOTOYHOTO OLIHIOBaHHS 3a cemecTp — 40
OaniB. MakcumainpHa KUIBKICTh 0ajiB, Ky MOXe OTpUMarTu 3700yBay 3a MiJCYMKOBHI KOHTPOJb 32
cemectp ckianae 60 6anis.

Skmo 3a pe3yapTaTaMu CEMECTPYy HAKOIMMYEHO HE MEHIIe 75 OamiB 1 CTYIEHT MOTOKYETHCS
13 UM pe3yNbTaToM, TO OIliHKAa 32 CEMECTP MOKE BUCTABIATHCA 0e3 CKIaJaHHA icnuTy. B iHImomy
BUIIAJIKY CTYACHT CKJIAJa€ ICIIUT; MaKCUMaJIbHA KUIBKICTh OaiB, sIKy MOXKHA OTpUMAaTH Ha iciuTi — 60
OaniB. BoHu 3aMiHIOIOTH 0aay MOIYJIBHOIO CEMECTPOBOTO KOHTPOJIO, MOTOYHUI CEMECTPOBHI
KOHTPOJIb TIPH LIbOMY 30€piraeThesl.

[cniut nepenbavae BUKOHAHHS TeCTOBUX 3aBAaHb (10 muTaHp mo ogHOMY Oany) Ta BiAMOBIAHL
Ha nutanHg (30 GaniB) Buxiagau 3anumiae 3a co6010 MPaBO CTABUTH YTOUYHIOKOYI MUTAHHA MijJ Yac
BIJIMOBIJIi CTY/JICHTA Ta MPOCUTH MPOKOMEHTYBATH MPOrpaMHuil kKoja. CTy/IeHT HOBUHEH BUKOPUCTATH
3aco0i Ti€l MOBH ITpOrpamMyBaHHsl, SIKa BKa3aHa y 3aBJIaHHI.

Iuranus 1 icnury

1. Ha3BiThb MeTOAM WiABHIICHHS EHEPreTUYHOI Ta CTPYKTYPHOI TAaEMHOCTI CHUCTEMHU
nepeaaBaHHs iHpopmarii.

2. JlaiiTe BU3HAYCHHS MOHATTS KOMIUIEKCHOTO 3aXUCTy iH(pOpMarii

3. SIxi Bam Bizomi migxoau a0 knacudikarii 3arpo3 6esneri iHpopMmariii?

4.  TlopiBHsiiTe X MK c000I0 3 OISy HAHOLIBIIO! BiAMOBIZHOCTI MPAKTUYHUM MOTpedam
CTBOPEHHS CHCTEM 3aXUCTy iH(pOpMaIlii.

5. Oxapakrepu3yiTe OCHOBHI MPHUHIMIIA CHUCTEMHOi Kiacu(ikarmii 3arpo3 Oe3meri
iHpopMaii.

6. Haenmite knacudikamiiHy CTPYKTypy KaHaJliB HECAHKI[IOHOBAaHOTO  OTPHUMAaHHS
iHpopMaii.

7. Jaiite knacudikamiro mKepen BUTOKY iH(opMmariii.

8. Poszkpwmiite 3MicT MeTOAIB KOHTpOJIO iH(OpMAIi TEXHIYHMMH 3aco0aMM B KaHalax
TeneOHHOTO 3B'S3KY.

9.  Ha3sBiTh MeTOAM KOHTPOJIO iHpOpMAIi, IO 00pOoOIsSEThCS 3aco0aMu  0OUYNCITIOBAIBHOT
TEXHIKH.

10. Oxapakrepu3ylTe OCHOBHI CHOCOOM 3amoOiraHHs BHUTOKY iH(oOpMamii mo TeXHIYHUX
kaHanax. OxapakTepusyiTe criocoou 3axucTy iHpopmallii B KaHaIaX 3B'SI3KY.

11.  CdopmymnroiiTe OCHOBHI KOHIENTYaJIbHI TOJIOXKEHHS Teopii 3axucTy iHpopmarii.

12.  Poskpuiite 3MmicT ¢yHkmii 3axucty iHdopmamii. Ski 3 ¢(yHKIIH YTBOPIOIOTH MOBHY
MHOXHUHY (YHKIIN 3aXUCTY?

13. CdopmymroiiTe 3aBnaHHS 3aXUCTy 1 HA3BiTh JECATh KJIACIB 3aBJaHb, IO CTBOPIOIOTH
penpe3eHTaTUBHY MHOXKUHY 33/1a4 3aXHUCTY.

14. TlpuBenity kiacudikamito 3aco0iB 3axucty iHpopmamii. Ski mepeBarm 1 HEIONIKU
NPOTPaMHHUX, allapaTHUX Ta OpTaHizaliifHUX 3ac00iB 3aXUCTy iHpopMarii?



15. Sk BuIMBalOTH TMOKa3HUKM iH(oOpMarii, 110 3aXUINAETbCA, HAa CTPYKTypy 1
IXOAH JI0 IPOCKTYBAaHHS CUCTEMH 3aXUCTy iH(popmarrii?

16. Po3kpuiiTe 3MICT KOPOTKOCTPOKOBOTO, CEPEIHHOCTPOKOBOTO 1  JTOBFOCTPOKOBOTO
yTIpaBJIiHHS TPOLIECAaMH 3aXUCTy iH(opMmartii.

17.  CdopmymnioiiTe OCHOBHI BHMOTH [0 CHCTEMH HOPMAaTHBHO-IPABOBHX JOKYMEHTIB, IO
pEriIaMeHTYIOTh MPOLECH KOMIUIEKCHOTO 3aXUCTY iH(pOpMallii.

18. CdopmymoBatu 3amady ONTUMAIBHOTO BHOOPY METOMIB 3aXUCTy I KOXKHOTO
KOHKPETHOTO 00’ €KTa 1 1715l CHCTEMH B IIJIOMY.

19.  Po3kputu kputepiii BUOOPY 3ac00iB i METOIB 3aXHUCTY.

20. Poskputu 3amady MiHiMi3amii BapTocTi Ta €(pEeKTHBHOCTI 3a0€3MEUCHHSI CUCTEM 3aXHCTY
00’eKTa.

21. Poskputu 3amady MiHiMi3alii BipOTiZHOCTI 3JIOMy yCiX METO[IB, SIKi BUKOPUCTOBYIOTHCS
TUTSL 3aXUCTY 00’ €KTa.

22. Po3kputu 3amady MiHIMI3alil BTpaT BiA 3JI0My YCiX MEXaHi3MIiB 3axHCTy (METOJiB
3aXHCTY), sIKI BAKOPUCTOBYIOTBCS JJIsl 3AXUCTY 00’ €KTa.

23.  Po3KpuTH Ta NOSCHUTH 3aXOJH, SIKi BUKOHYIOTECS 1pH cTBopeHHi KC3I.

24. TlporpamHi 3akiajaku Ta ix ckianosi. Kimacugikariis mporpaMHUX 3aKiIaioK.

25. SIki OCHOBHI XapaKTEpPUCTUKHU TEJICKOMYHIKAIIIHOT CUCTEMH SIK 00'€KTa 3aXUCTY.

26. PoskpuiiTe MOHATTA 3arpo3u iHpopmauiiHOi OGe3nexu. SIKi OCHOBHI HAmpPSMHU 3aXHCTY
iHpopmarii?

27. Kuacudikaris 3arpo3 iHpopMaIiiiHoi 6e3MeKu 32 KOMIIOHEHTaMH 1H)OPMAIIIHHUX CUCTEM,
Ha sIKi BOHU HaLlJICHI.

28. Knacudikamis 3arpo3 iHpopmMariifHoi Oe3MeKH 3a XapaKTepOM BIUIMBY

29. Kiacudikaris 3arpo3 iHpopmariiiiHoi 6e3neku 3a po3MileHHIM X pKepena. SIki oCHOBHI
BUJIM 3arpo3 Oe3neku iHpopMaIiiftHUM TEeXHOIOTisIM?

30. OcHOBHI TeXHOTEHHI nependOavyBaHi Ta HenepeadaueHi 3arpo3u iHdopMalliiiHii cucTeMu

31. Sky cuctemMy CKJIQ[alOTh AeCTaOUTI3yr04i YWUHHWKU BIAMOBITHO J0 TEXHOJOTIl 1
¢byHKIiOHYBaHHS 1H(pOpMAaIii?

32. IlpuBecTH CTpYKTypy KaHally BUTOKY iH(popMalii Ta JaTH XapaKTEpUCTUKY CEPEJOBUIILY
nepenadi iHpopmarii.

33. SIki OCHOBHI METOJM 3aXUCTY BiJl BUTOKY iH(opmamii 3 0OMEKEHUM JOCTYIIOM IUIIXOM
IIPOCIYXOBYBAaHHA?

34. Sk 3amexHO B THUIly CTBOPIOBAHOTO EJEKTPOMATHITHOTO IOJISi PO3PI3HAIOTH BHUAU
€KpaHyBaHHA?

35. Ski meToam 3a0e3neuyr0Th 3HHKEHHS IOTY>KHOCTI BUIIPOMIHIOBAaHb 1 HABEJICHD?

36. SIki ocHoBHI MeToau 3axucty iHpopmauii Big HC/] B aBTOMaTn30BaHNX crucremax?

37. Jaiite XapaKTepUCTHKy OCHOBHHMM Ta JOMOMIXKHUM TEXHIYHUM 3aC00aM Ta CHUCTEMaM.

38. PoszkpuiiTe NOHATTA 30HU 1, 30HU 2 Ta KOHTPOJILOBAHOI 30HM.

39.  YmoBu 00poOku iHpOpMalii B cUCTEMI.

40. Kpurepii ominku 3axumeHocti iHpopmanii B AC Bix HCI. KB-4.

41. Slka indopmarist B 3aXHIIEHIN cucTeMi Iisrae 000B'A3KOBI peecTpartii.

42. Kpurepii oninku 3axumeHocti inpopmarii B AC Bix HCI. LIJI-1.

43. o Take AC xnacy «1», «2», «3».

44. Kpurepii oninku 3axumeHocti inpopmarii B AC Bix HCI. LIJI-2.

45. Tlopsimok po3pobieHHs Ta 0hOPMIICHHS IPOorpaM i MeToauK BulipoOyBanb 1o HaBoAATh y
po3nini “Bumorn moo 3a0e3nedeHHs] OXOPOHH JepKABHOT TAEMHHIII.

46. Kpurepii oninku 3axumeHocti inpopmarii B AC Bix HC. LIJI-3.

47.  Arecramis komruiekcis T31.

48. OcHoBHi eranu arectanii kommiekcy T3I.

49. Kpurepii oninku 3axumeHocti inpopmarii B AC Bix HCZ. LIJ1-4.

50. 3wmict gpyroro ertamy cTtBopeHHs Komruiekcy T3I  “Po3pobneHHs Ta BIpOBaJKEHHS
3axo/iB i3 3axucty iHpopmanii” Ha OI/L.

51. 3aBmanns Ciyx0m 3axucty iH(popMarlii.



VI. llIkaja ouiHIOBAHHSA

HIkana ouiHIOBAHHA 3HAHb 3100yBaviB OCBIiTH 3 OCBITHIX KOMIIOHEHTIB, 1e GOPMOI0 KOHTPOJIIO

¢ icmut
. Ouninka 3a mkajgow ECTS
Oninka . ) .
JIIHrBicTMYHA OLiHKA
B 0as1ax .
OLliHKA MOSICHEHHH
90-100 BigMiaao A BIJIMiHHE BUKOHAHHSA
82-89 Hdyxe nobpe B BUIIIE CEPEAHBOTO PiBHS
75-81 Hobpe C 3arajioMm Xopoiua podota
67-74 3a10BUILHO D HEIIOraHo
BUKOHAHHSA BIAIIOBiAA€E
6066 JlocTaTHBO E .. .
MiHIMaJIbHUM KPUTEPIIM
1-59 He3zanoBinbHO Fx HEOOXiJHEe TMepecKiIaaHHs
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Kazmirchuk, O.A. Kurchenko, O.A. Laptiev, O. V. Severinov, S. S. Tkachuk. Development of a
method for construction of linguistic standards for multicriterial evaluation of HONEYPOT efficiency.
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