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1.0nuc 0CBIiTHLOr0 KOMIIOHEHTA

I'any3b 3HaHb,

HaiiMeHyBaHHS NOKa3HUKIB cneniajabHiCTh, XapakTepucTHKa OCBITHHOTO
KOMIIOHEHTA
OCBITHSI Iporpama,
Jenna ¢popma HaBUAHHS HopmaTtuBHa
KinbKicTh romuH/KpeauTiB 12 Indopmaniiini Pix naBuanns 4
120/4 TeXHOIpori: Cemectp_8-mit
125 KidepOe3neka Ta

. Jlexmiii: 20 ros.
3axMcT iHopmanii 1 A

KiGep0Oe3nexka Ta 3axucr
iHopMmanii 6akanasp

JlabopaTopni podortu : 24ron.

IH/A3: € Cawmocriiina podora 68 rog.

Koncyabramii: 8 rox.

(DopMa KOHTPOJII0: CK3aMCH

MogBa HaBYaHHsA: YKpalHCbKa

I1. IndpopMmanisi npo BUKJIagaya
[TIIT JIanTeB Onexcanap AHaTONIHOBUY
HaykoBwuii cTymiHb: JOKTOpP TEXHIYHUX HAYK
Buene 3BaHHs: cTapiiuii HAyKOBUH CHIBPOOITHUK
[Tocaga: mpodecop kadenpu KOMIT IOTEpHUX HAYK Ta KibepOe3neku
KonrakTha ingopmaris : Alaptev64@ukr.net
Jui 3ausats https://ps.vnu.edu.ua/cgi-bin/timetable.cgi/

[IIT I'pumanoBuy TetstHa OnexcanapiBHa

HayxoBuii cryninb kaHAMAAT (i3UKO-MaTEMaTUYHUX HAyK
[Tocana noueHT kadeapu KOMI IOTEPHUX HayK Ta KibepOe3neku
KonrakTHa iHdopmaris hryshanovych.tatiana@vnu.edu.ua

JTui 3austh https://ps.vnu.edu.ua/cgi-bin/timetable.cgi

II1. Onuc nucoMnIiHN

1. Anorauis kypcy. OcBiTHIH KoMIOHEHT «KoMIIeKCHI cucTeMH 3axucty iHdopmarii»
BIIHOCHTBCS 10 TEpPEeNiKy AMCHUILUIIH UKy mnpodeciiiHoi miarotoBku. HaBuanmpHa AMCHHILTIHA
MPUCBSYEHA IMIJBUIICHHIO DIBHSA 3HaHb 3/100yBadiB 3 Teopli 1 MPAKTUKHU 3aXUCTy 1HQopmarii
TEXHIYHUMHU 3acob0amMu, HaOyTTs BMiHb 1 HAaBMYOK 3 BHUSBJICHHS TEXHIYHUX KaHAJIIB BUTOKY
iHpopMmalii, iX OJOKyBaHHS, CTBOPEHHI Ta BIPOBA/PKEHHI KOMIUIEKCIB TEXHIYHOTO 3aXHCTy
iHpopMallii, B 3HaHHI OCHOB OpraHizaiii Ta MOpsAAKY BUKOHAHHS pPOOIT 13 CTBOPEHHS KOMILJIEKCHHUX
CUCTEM 3aXHUCTy 1H(OopMallli TETEKOMYHIKAIMHUX CHCTEM 3aJIe)KHO B1J] XapakTepy 00’ €KTa 3aXUCTY.

2. Mera i 3aBJaHHA OCBITHLOI0 KOMIIOHEHTA: METOI0 AUCHUILIIHU «KOMIUIEKCHI CUCTEMH
3axXUCTy 1HopMalii» € BUPOOJIEHHS Yy CTYACHTIB TEOPETUYHUX 3HAHb Ta MPAKTUYHUX HABUUOK
CaMOCTIHHOT poO0TH 3 3a0e3neueHHs] KOMIUIEKCHOTO 3axXUCTy iHpopmalii Ha 00’ekTax iH(popMaliiHoi
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TSTBHOCTI HAa OCHOBI HOPMAaTHBHO-TIPABOBHX JOKYMEHTIB, HAIIOHAJBHUX Ta MIKHAPOIHUX
crangaptiB. Jlati 3700yBadaM moriuOieHi 3HaHHS B ONAHYBaHHI 3arajlbHUX TEOPETUYHHX 3HAHb Ta
MPAaKTUYHUX HAaBUUYOK IIOA0 PO3POOKH TUIIOBOI CTpATerii 1 opraHizarii KOMIIIEKCHOI CUCTEMH 3aXUCTY
iHpopmanii. BuBueHHs ocoOmuBOCTEH MOOYAOBHM KOMIUIEKCHHUX CHCTEM 3axHCTy iH(opmarii Ta
LEHTPATI30BaHOI0 YIIPABIIHHSA CUCTEMOIO 1H(OPMAITIHHOT Oe3IeKH.

1. Pe3yabTaTH HABYAHHSI.

3arajibHi KOMIIETEHTHOCTI:

3K 1. 31aTHICTh 3aCTOCOBYBATH 3HAHHS Y MIPAKTUYHUX CUTYAITIsX.
3K 2. 3HaHHA Ta pO3yMiHHS NPEIMETHOT 00J1acTi Ta po3yMiHHS npodeciitHOl AiSTEHOCTI.

3K 3. 31aTHICTh CIIJIKYBATHUCS JIEPKAaBHOIO MOBOIO K YCHO, TaK 1 MHCbMOBO.
3K 5. 31aTHICTh BUNTHCS 1 OBOJIOJIBATH CYYaCHUMHU 3HAHHIMHU.

CneniajabHi (¢paxoBi, mpeaMeTHi) KOMIIETEHTHOCTI

CK1. 31aTHICTh 3aCTOCOBYBAaTH 3aKOHOJAaBUy Ta HOPMATHBHO- MPaBOBY 0a3y, a TAaKOX JEpKaBHI i

MDKHApOJIHI BUMOTH, MPAKTHKH 1 CTAaHIAPTH Y npodeciiiHiil NisIbHOCTI.

CK 2. 3paTHicTh BHKOPHUCTOBYBaTH IH(OpMAaIiHI TEXHOJIOrIi, CydYacHI METOAu 1 Mojeli

kibepOe3neKu Ta CUCTEMU 3aXHCTy 1HpOopMaIii.

CK 3. 3patnicTh 3a0e3neuyBaTd HENEPEepBHICTh Oi3HEC-TIPOILIECIB 3TiTHO BCTAHOBJICHOI MOJITHKHU

kibepbe3neku Ta 3axucTy iHdopmaiii.

CK 4. 3partmicts 3abe3neuyBaTd 3axucT iHpopmauii iHdopmaniiiHux Ta iH(pOpMaLiiiHO-

KOMYHIKAI[IHHUX CUCTEMAax 3TiTHO BCTAHOBJICHOI MOMITUKH KibepOe3neku i 3aXucty iHpopmariii.

CK 5. 3patHicts BigHOBIIOBaTH  (YHKI[IOHYBaHHS iHQopmamiiiHux Ta  iH(opmaiiiHo-

KOMYHIKaI[ifHUX CHCTEM TICJs peanizaiii 3arpo3, 3ailiCHeHHS KiOepaTak, 300iB 1 BiAMOB pi3HHX

KJIaCiB Ta MOXOKEHHS.

CK 6. 3naTHicTh BIPOBaKYBaTH Ta 3a0e3MedyBaT (PYHKI[IOHYBAaHHS KOMIUIEKCHUX CHCTEM 3aXHCTY

iHdopmartii (KOMIUIEKCH HOPMaTHBHO-IIPABOBUX, OPTraHI3alliiHUX Ta TEXHIYHUX 3acO0iB 1 METOIB,

pouenyp, NpaKTUYHUX IPUHOMIB TOLIO.)

CK 7. 3patHicTh 3aiiicHioBaTd mnpodeciiiHy AisUIbHICTD HAa OCHOBI BIIPOBAIKEHOI CHCTEMH

ynpaBiiHHS iHGopMaIliiiHOO Ta Kibepbe3neKoro.

CK 8. 3parHicTh 3aCTOCOBYBaTH METOJM Ta 3aco0M KpunTorpadiyHoro 3axucry iHpopmarlii Ha

00’ekTax iH(OpMaIifHOT iAIBHOCTI.

CK 9. 3n1arHICTh 3aCTOCOBYBaTH METOAM Ta 3aCO0M TEXHIYHOIO 3axXUCTy iH(popmaruii Ha 00’€eKTax

1H(pOpMaLIHHOT ISTTBHOCTI.

CK 10. 3p1aTHICTP BHUKOHYBAaTH MOHITOPUHI 1H(OpMAaLIMHUX MpOIECciB, aHANI3yBaTH, BUSBIATH,

OLIIHIOBATH MOXJIMBI Bpas3lMBOCTI Ta 3arpo3u iHQopmamiiiHoMy mnpoctopy # iHpopMauiiHUM

pecypcam 3riJIHO 3 BCTAHOBJICHOIO MOMITUKOIO 1HPOpMaLiHOT Oe3MeKH.

PH 1. BinbHO cninkyBaTucs Jep)KaBHOK MOBOIO YCHO Ta MHUCHMOBO INPU BUKOHAHHI MpoQeciiiHux

000B’SI3KIB.

PH 5. AnanizyBaTu, apryMeHTyBaTH, IPUMMATH PIlIEHHS IPU PO3B’sI3aHHI CKJIaHUX CIIEl1ai30BaHUX

3aja4 1 MPaKTUYHUX 3aBJlaHb y NMpodeciiiHiil AiSIbHOCTI, SIKi XapaKTepU3yIOThCs KOMIUIEKCHICTIO Ta

HETMOBHOIO BU3HAYEHICTIO YMOB, BIINOBIJIaTH 32 MPUHHATI pIIIEHHS.

PH 7. 3actocoByBaTH # ajanTyBaTH Teopii iHpopmalii Ta KOJyBaHHS, MaTEMAaTUYHOI CTATHUCTUKH,

yucen, kpunrorpadii ta creranorpadii, 00podiaeHHs 1 mepenavi CUTHANIB TOIO, IPUHIUIIA, METO/H,

MOHATTS K10epOe3neKky Ta 3aXucTy iH(opmarlii y HaB4aHHI Ta npodeciifHii AisUIbHOCTI.

PH 10. BukopucroByBaTH cydacHl iH(pOpMalliifHI TE€XHOJIOril, MeToau 1 Mojeni KibepOe3meku Ta

CHUCTEM 3aXUCTYy 1H(popMmarrii JUISt 3MIMCHEHHS npodeciitHoi TSITEHOCTI.

PH 12. 3acrocoByBatu MeTou Ta 3aco0u 3axucTy iH(popMalii B iHPopMaLiiiHUX Ta iHpopMaIiiiHO-

KOMYHIKAI[IHHUX CUCTEMAaxX BiJIMOBIAHO J0 BCTAHOBIEHOI MOMITUKH 1HPOPMAIIIITHOT Oe3MeKH.

PH 14. BupimyBaTu 3ajaui YHpaBiIiHHS MpoLleCaMH BIJHOBJEHHS IITAaTHOTO (YHKIIOHYBAaHHS

iHpopMmaniiHuX Ta IHQOPMALIHHO-KOMYHIKAIlIHHUX CHCTEM 3 BUKOPUCTAHHSAM HPOLEYp

pe3epByBaHHsS 3TiITHO BCTAHOBJIEHOI TMOJITUKKA Oe3meku 1 3ale3medyBaTd  (PYHKIIOHYBaHHS
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CHELiaIbHOTO MPOTPaMHOT0 3a0€3MeUeHHS 00 3aXUCTY Ta BITHOBJICHHS iH(pOpMaIIii.

PH 16. BupinrysaTtu 3ajadi BIPOBaKEHHS Ta CYIPOBOY KOMIUIEKCHUX CHCTEM 3aXHUCTy iH(popmarlii
B iHpOpMalLiIfHUX CUCTEMAX.

PH 20. Buznauatu 3arpo3u CTBOPEHHS TEXHIYHUX KaHANliB BHUTOKY iHopMalii Ha 00’eKTax
iH(opMaIiiHOT TISTTBHOCTI; BIPOBADKYBAaTH 3acO0M 1 3aXOAM TEXHIYHOTO 3aXHUCTy iH(opmarii Bixa
BUTOKY TEXHIYHUMH KaHaJlaMH, MPOBOJMTH OOCIYrOBYBaHHs i KOHTPOJb CTaHy arapaTHUX 3aco0iB
3axucTy iH(pOopMaIlii Ta KOMIIIEKCIB TEXHIYHOTO 3aXUCTY iH(pOpMaIlii.

PH 21. BukoHyBaTH BHpPOBa/DKCHHS, MIATPUMKY, aHali3 e(EeKTUBHOCTI CHUCTEM BHUSBICHHS
HECaHKI[IOHOBAHOTO [IOCTYIy, Iid 3 iHdopmaiiero B iH(OpMaIiiHIi CcUCTEMI, BpPa3IMBOCTEH,
MOJIMBHUX 3arpo3 iH(popMamiifHOMy MpocTopy ¥ iH(opMamiiiHuM pecypcaM Ta BUKOPHUCTOBYBATH
KOMIUICKCH 3aXHCTy g 3a0e3nmedeHHs HEoOXITHOTO piBHSA 3axuIleHocTi iHdopMmamii B
iH(opMaIIHHUX CUCTEMAaX.

4, CTpyKTypa 0CBITHHOI0 KOMIIOHEHTA.
. .. dopma
Ha3Bu 3MicTOBHX MOYJIiB i TeM Cam.
Ycworo | Jlek. | Jladop. 5 Konc. | xkonrpoJiio/
00.
P banu

3micToBuii MoayJib 1. HopMaTHBHO-IPaBOBi aKTH KOMILIEKCHOI CHCTEMH 3aXHCTy indopmanii.

Tema 1. 3aranbHi nonoXKeHHs Ta 7 1 6 JC
BUMOTI'M B YaCTHHI OpraHizarii poOit
13 3aXUCTy iHpOpMAITii.

Tema 2. IIpaBoBi mifcTaBu Ta OCHOBHI 9 1 2 6 JC
nosioxkeHHs1 o0 ctBopeHHss KC3I ta
komruiekcy T3I B Ykpaini

Tema 3. OCHOBHI TOJIOKEHHS MPO 8 2 2 4 3BiT 110 71a6.
CIIyK0y 3axXHCTy iHpOopMarii. poBori
TexHiuyHMIA 3aXUCT 1HPOpMAIIii.
Tema 4. 3axuct indpopmanii B AC Big 8 2 2 4 3BiT 110 J1a0.
HCJI. pobori
Tema 5.3axuct indopmarii B AC Bix 7 1 2 4 3BiT 110 J120.
BUTOKY TEXHIYHUMH KaHaJaMH pobori
Tema 6. 3axuct iHdopmarii B AC Big 7 1 2 4 3sit 110 130.
pyHHYBaHHS KaHAJIAMHU CICIIaIbHOTO pobori
BILTUBY.
Tema 7. ITopsimok mpoBeaeHHs poOiT 31 10 2 2 6 3BiT 110 J1a0.
creopenns KC3L. pobori
Pazom 3a momynem 1 56 10 12 34 30
3microBuii moayab 2. IlodynoBa cuctemu i ocHoBHuX nigcucrem KC3I
Tema 1. Texniune 3aBgaHHs Ha 6 2 2 2 3Bir 110 11a0.
crBopennst KC31 B AC. pobori/
Tema 2. OcHoBu 3axucTy iH(popMmanii 10 2 2 6 3BiT 110 J130.
s IC. pobori
Tema 3. OcobmmBOCTI NMPOEKTYBaHHS 10 2 2 6 3sit 110 120.
KC3I ma AC pisnmx kinacis. Oninka po6ori
edexktuBHOCTI Ta onrruMizamis KC31.
Tema 4. IlepcnekTuBHI HampsMu 11 1 2 8 3Bit 110 1a6.
po3BuUTKYy  Kommiekcy 31 B podori
PO3MOIIEHUX 00YHCITIOBATEHUX




cepenosumax (POC).
Tema 5. BunipoOyBaHHS KOMILIEKCY 11 1 2 8 3Bit 110 1120.
TEXHIYHOTO 3aXUCTY iH(popMalii Ta pobori
fioro arecraris.
Tema 6. Benenns KC3I B niro. 8 2 2 4 3BiT 110 J126.
pobori
Pazom 3a Mmonynem 2 64 10 12 34 8 30
TecTyBaHHs 10
MoaynpHa KOHTpOJIbHA poboTa 1 10
MonynpHa KOHTpOJIbHA poOoTa 2 10
[H/13 10
Bcenoro roaun/baJiis ‘ 120 ‘ 20 ‘ 24 68 8 100
Metonu xoutpomo*: JIC — muckycis, b — nebaru, T — Tectm, TP — Tpeninr, P3/K —
po3B’s3yBaHHs 3anmaw/keiiciB, I[H/I3/IPC — inguBigyanpHe 3aBIaHHs/iHAMBIgyanbHa poboTta

3nmo0yBaya ocBitn, PMI' — poGora B mamux rpymax, MKP/KP — moxynbHa KoHTposibHa poboTa/
KOHTpPOJIbHA poboTa, P — pedepar, a Takoxk aHATITUYHA 3alHCKa, aHATITHYHE €ce, aHaJli3 TBOPY TOIIO.

2. 3aBpmaHHS Ul CAMOCTIHHOTO OIPAIIOBAHHS.

CamocriitHa po6oTa 3100yBadiB BKIIIOYa€ B ceOe:

OmnpariroBaHHs JIEKLIHHOTO MaTepiany. 10 rox
[TepeBipka 3MIMCHIOETHCS T 4Yac JIaOOPATOPHUX 3aHATh Ta OIIIHIOETHCS IPU BUCTABJICHHI
OI[IHKH 32 3MiCTOBUIN MOJYJIb.

[TinroToBKa 10 1a0OpaTOPHUX 3aHATH, BUKOHAHHS JIOMAILIHIX 3aBJaHb. 24 rox
[TepeBipka 3111 CHIOETHCS TT1]] Yac J1abOpaTOPHUX 3AHSTh.

CucremaTu3allis BUBUEHOT0 MaTepially nepea KOHTPOJIbHUMHI 6 ron
3axX0JlaMH, TECTYBAHHSIM.
I[TepeBipka 311HCHIOETBCS M1 Yac KOHTPOJIBHUX 3aX0/11B, TECTYBAHHS.

BuBueHHs TeMm, 10 HE PO3MIIAIAI0THCA B KypCi JEKITIH. 28 rox
[TepeBipka 311iCHIOETHCS TTi]] YaC MOIYIBHUX KOHTPOJIbHUX
3aX0/11B 1 OI[IHIOETHLCS BIAMOBIIHOIO KIILKICTIO OaJIiB.

Ne Tema KisabkicTn
3/m TOAHH
1 |IIpaBoBi mijcTaBu Ta OCHOBHI MoJioxkeHHs moa0 ctBopeHHs KC3I Ta komriekcy 4
T3I B Ykpaini
2 |OcHOBHI MOJIOKEHHS PO CIIykO0y 3axucTy 1Hpopmarii. TeXHIYHUIA 3aXUCT 8
iHpOpMaii.
3 [3axucr indopmarii 8 AC Big HCJI.
3axuct inpopmanii B AC BiJ pyiiHyBaHHSI KaHaJIaMH CIIEL[iaJIbHOTO BIUIMBY.




OcnoBu 3axucty iHpopmariii B IC.

[lepcnexkTHBHI HampsMH PO3BUTKY Komiuiekcy 31 B posmopineHux
obuncmoBanbHuX cepeposuiiax (POC).

7 |BunpoOyBaHHS KOMIUIEKCY TEXHIYHOTO 3aXHUCTY 1HQOpMaIlii Ta HOro 8
arecraris

8 |OcobnuBocTi npoektyBanus KC3I s AC pizaux kiacis. OuiHka 8
edexTuBHOCTI Ta onrtumizaiis KC3I.

9 |Texuiune 3aBaanns Ha ctBopeHHs KC3I B8 AC 8
Bceboro 68

IV. Honituka ouinroBanus [losiTuka BUK/Ia1a4ya 010 CTyIeHTA

VYci ydacHHKH OCBITHBOTO MPOIECY MOBHHHI JOTPUMYBATUCh BUMOT YMHHOTO 3aKOHOJIABCTBA
Vkpainu, Cratyry 1 IlpaBun BHyrtpimHboro posnopsaky BHY imeni Jleci Vxkpainkw,
3araJIbHONPHMHATHX MOPAJTBHUX MPHHIIMIIB, TPABHJ IOBEIIHKA Ta KOPIIOPATHBHOI KYJIbTYpH;
HiATpUMyBaTH atMocdepy AOOPO3UWIMBOCTI, BIANOBIAATBHOCTI, MOPSAAHOCTI W TOJNEPAHTHOCTI.
ATMocdepa Ha 3aHATTAX MOBMHHA OYTH TBOpPYOIO, BIIKPUTOIO 10 KOHCTPYKTHBHOI KPHUTHUKH.
Hepomyctumi 3ami3HEHHS Ha 3aHATTS; KOPUCTYBaHHS MOOUIBHUM TenedOHOM, IUIAHIIETOM YU
IHIIMMHA MOOLTPHUMH TPUCTPOSIMH i 4Yac 3aHATTS; crnucyBaHHs. OUIKyeThCS, IIO BCl CTYIEHTH
BIJIBIAAIOTh yCi JIEKIii 1 J1a0OpaTopHi 3aHATTS Kypcy. 3aBIaHHA JUIA NMPAKTHYHOTO BUKOHAHHS
(maboparopui pobortu, IH/3, camocriiiHi poOoTH), 3aBHaHHS TIJICYMKOBOTO KOHTPOIIO (TECTH,
KOHTPOJBHI poOOTH, IO TependadaroTh po3poOKy mporpam) 3Mal0ThCs 13 BUKOPUCTAHHSIM 3aco0iB
JTUCTAHIIIMHOTO KYpCYy.

[Tin yac BUBUEHHS OCBITHHOI'O KOMIIOHEHTA MOXKJIMBE BU3HAHHS 1HIIUX PE3yNbTATiB HABUAHHS,
oTpuMaHux y dopManbHiil, HepopmanbHild Ta/abo iH(opmanbHid ocBiTi. Ilopsgok Bu3HaHHS
pe3yNbTaTiB HaBYaHHS IS 31100yBaviB BUIOi OCBITH, HAOYTUX Yy: (hopManbHil OCBITI (akageMiyHa
MOOUTBHICTh CTYACHTIB Ha TepuTopii YKpaiHu 4uM mo3a ii Mexamu, JJis CTYJeHTIB, K1 IepeBOAATHCS,
MOHOBIIOIOTHCS 3 1HIMX 3BO (BITYM3HSHUX YM 1HO3€MHUX); HEQopMalbHIA Ta/ab0 1HGOpMaNbHIM
ocBiTi 3aikcHI0eThes 3rinHo «[IOJIOJKEHHS npo Bu3HaHHS pe3ynbTaTiB HaBYaHHS, OTPUMAHHUX Y
¢dbopManbHiii, HedopmanpHii Ta/ab0 1HQOpMaIbHIA OCBITI Yy BOJMHCBKOMY HalllOHAJILHOMY
yHiBepcuteTi iMeHi Jleci YkpaiHkn».

IHosriTHKa 010 aKaAeMiYHOI 100POYECHOCTI

[Tin yac HaBYaHHS YYaCHUKU OCBITHBOI'O MpOIECy 3000B’s3aHI JTOTPUMYBATHCS aKaJeMIvyHOi
JOOpOYECHOCTI: €TUYHUX MPHHLUIIB Ta BU3HAYEHUX 3aKOHOM IPaBWJ, SKMMH MarOTh KepyBaTHCS
YYaCHMKHM OCBITHBOTO TMpOLIECY MiJI Yac HaBUaHHsS, BUKJIAJaHHS Ta TPOBAUKEHHS HAyKOBOT
TISUTBHOCTI.

JoTtpumanHs akazemMigHOi T0OpOYECHOCTI 3100yBadyaMu Tepeadadae: caMoCTiiiHE BUKOHAHHS
HaBYaJIbHUX 3aBJlaHb, 3aBJaHb MOTOYHOI'O Ta MiJICYMKOBOIO KOHTPOJIO (i1 0OCid 3 0CcOOJIMBUM
OCBITHIMM MOTpe0aMu Il BUMOTa 3aCTOCOBYETBHCS 3 YpaxyBaHHSIM IX 1HJUBIIyaJbHUX TMOTPEO 1
MO>KJIMBOCTEH); IMOCHJIaHHA Ha JpKepena iHopmamlii y pa3i BUKOPUCTaHHS iled, TBEpIKEHb,
BIJOMOCTEH; JOTPUMaHHS HOPM 3aKOHOJABCTBA MpPO AaBTOPChKE NPaBO; HaJaHHA JOCTOBIPHOI
iHpopMalii mpo pe3yabTaTH BIacHOI HaBYaJIbHOI (HayKOBO1, TBOPYOI) JisIIBHOCTI.

[Tin yac ouiHIOBAaHHS pe3yJabTaTiB HAaBYaHHS CTYACHTH HE KOPHCTYIOTbCS 3a00pOHEHUMH
3acobamu (MOOUIbHUN TedeoH, IJIaHIIET, KOHCIEKT, HaBYallbHa JITepaTypa, IHII JpKepelna
iH(popMmalii, B ToMy yuci [HTepHeT-pecypcH), caMOCTIHHO BHUKOHYIOTH 3allpOIIOHOBAHI 3aBIaHHS.



[Ipu BUKOHaAHHI JIAOOPATOPHUX POOIT 3 Kypcy 3100yBaui MalOTh NPaBO BUKOPHUCTOBYBATH BIACHI
HOYTOYKH, SIKIIIO BOHU MIATPUMYIOTh HEOOX1/IHE IpOrpamMHe 3a0e3NeueHHs.

IosiTHKA MI0/10 AeJIAlHIB Ta MepecKJIaTaHHsI

Skmo 3m00yBay BHINOI OCBITH OyB BIJICYTHIM Ha 3aHATTAX 3 OYyIb-IKOT IPUYMHH, BiH/BOHA
BUBYAIOTh TCOPETHYHUI Marepiaj caMOCTIHHO BUKOPHUCTOBYIOUM HaBYalbHI IMMOCIOHWKH, KOHCIIEKTH
JIEKIi, MaTepianu AUCTaHIiiHOTO Kypcy “KoMiuiekcHa cucreMa 3axucty iHdopmartii’, po3MileHux
Ha 1atdopmi AMCTaHIiHOrO HaB4YaHHA Moodle, BHUKOHYIOTH BCi JOMAIllHI 3aBJaHHS.
[Ipo3BiTyBaTucsi MPO BUKOHAHHS 3aB/iaHb MOXKHA, BUKOPHUCTOBYIOYM BHINE3a3HAYCHI JUCTAHIIKAHI
KypcH, abo TijJ yac KOHCYJBTAIlii, OJTHOYACHO MPH IOMY 3’SICYBaTH HE3PO3YMiJIi MOMEHTH, 3a/1aTh
3alUTaHHS BUKIQAaudy. [CHye MOXIUBICTh BUKOPHUCTaHHA (OPyMy AHMCTAHIIHHOTO KYpCY.
[epeckinagaHHs KOHTPOJIBHUX POOIT Ta TECTYBaHb 3a00POHEHO.

1. MincymKoBHii KOHTPO.JIb

[TincymMKoBOIO (hOPMOIO KOHTPOJIIO OCBITHHOI'O KOMIIOHEHTa ‘“‘KoMIuleKcHa cucrtema 3aXHUCTy
iHdopmartii”’ € icrur.

O1iHIOBaHHS HABUYAJIBHUX JOCATHEHB 3IiicHIOETHCA 3a 100 OampHOIO 1mikainor. OriHka
BKJIIOYAa€ B ceOe MOTOYHHUI KOHTPOJb (OLIHIOETHCS pOOOTa Ha Mapax, BYacHE 1 SKICHE BUKOHAHHS
JOMAIIIHIX 3aBJlaHb) Ta MiJICYMKOBUH KOHTPOJIb (CaMOCTiiiHE BUKOHAHHS 1HIWBIIYyaJIbHUX 3aBJaHb,
KOHTPOJIbHI poOOTH, MepeBipKa TEOPETHIHOT MATOTOBKH Y (hopMmi TectyBaHHs, IH/]3). MakcumanbHa
KUIBKICTh 0alliB, SIKY MOK€ OTpHUMAaTH 3700yBad MijJ 4ac MOTOYHOTO OIliHIOBaHHA 3a cemecTp — 40
6aniB. MakcumanbHa KUIBKICTh OaiiB, sIKy MOXKEe OTpUMAaTH 3700yBad 3a MiJICyMKOBHI KOHTPOJb 3a
cemecTp ckiamae 60 Gamis.

SIKmio 3a pe3ynbTaTaMH CEMECTPY HAaKOIMUYEHO He MeHIIe 75 0aiiB 1 CTYACHT MOTIOAKYEThCS
13 UM pe3yJabTaToM, TO OL[IHKA 3a CEMECTpP MOXKE BUCTaBJIATHUCA 0e3 CkiafaHHA icnuty. B iHmomy
BUIAQ/IKY CTY/ICHT CKJIQ/Ia€ iCTIUT; MaKCUMaJIbHa KUTBKICTh 0aJiB, AKYy MOKHA OTPHMATH Ha icnuTi — 60
OaniB. BoHM 3amiHIOIOTH 0alli MOIYJIBHOTO CEMECTPOBOIO KOHTPOJIIO, MOTOYHHM CeMecTpoBUM
KOHTPOJIb NPH 1IbOMY 30€piraerhbes.

Icnut nepenbavae BUKOHAHHS TeCTOBUX 3aBjaaHb (10 muTane mo ogHOMY Oaily) Ta BIANOBIJb
Ha nutanHg (30 6aniB) Buxmnanay 3anumiae 3a co0600 MpaBo CTAaBUTH YTOUYHIOIOU1 MUTAHHS MiJ] Yac
BIJNOBI/Il CTYZI€HTA Ta MPOCUTH NMPOKOMEHTYBATH NMporpaMHui KoJl. CTyJeHT OBUHEH BUKOPHUCTATH
3aco01 Ti€el MOBM ITpOrpaMyBaHHsI, SIKa BKa3aHa y 3aBJaHHI.

IMuranns qus icnuty

1. Has3pitb MeTOaM NIABUILEHHS EHEPreTMYHOI Ta CTPYKTYpHOI TA€EMHOCTI CHUCTEMH
nepeaaBaHHs 1HpopMalii.

2. JlaiiTe BU3BHAYECHHS MOHATTS KOMIUIEKCHOTO 3aXHCTY iH(popMarii

3. SIxi BaMm BigoMi miaxoau 1o kinacudikaiii 3arpo3 6e3mnerri iHpopmarrii?

4.  TlopiBHsiiTe iX MK CO0O0 3 OrJISAY HaWOUIBIIOI BIANOBITHOCTI MPAaKTUYHUM MOTpedam
CTBOPEHHS CHCTEM 3aXUCTY iH(popMallii.

5.  OxapakTepu3yiTe OCHOBHI TPUHIMIK CHUCTeMHOI Kiacu@ikamii 3arpo3 Oesmerri
iHpopMmarii.

6. Haeemith kiacu@ikamiiHy CTPYKTypy KaHalliB  HECAHKI[IOHOBAHOTO OTPHMaHHS
iHpopMartii.

7. Jlaiite xmacudikarito mpKepea BUTOKY 1HGopmariii.

8.  Po3kpuiiTe 3MICT METOAIB KOHTpOJIO iH(opMalii TEXHIYHMMH 3aco0aMy B KaHalax
TeIeQOHHOTO 3B'A3KY.



9.  HasBith MeTOIM KOHTpONIO iH(MOpMaIli, 0 00poOIsIEThCS 3aco0aMu  OOUYUCTIOBAIBHOT
TEXHIKH.

10. OxapaktepusyiTe OCHOBHI CIOCOOM 3amoOiraHHs BUTOKY 1H(OpMAIi MO TEXHIYHUX
KaHanax. OxapakTepu3yite crocoou 3axucty indopMmarlii B KaHajgax 3B's3Ky.

11. CdopmymroiiTe OCHOBHI KOHIIENITYaIbHI TTOJIOKEHHS Teopii 3aXucTy 1H(hOopMaIrii.

12. Poszkpuiite 3mict QyHkuii 3axucry iHpopmamii. ki 3 ¢yHKUIH YTBOPIOIOTH HOBHY
MHOXUHY (PYHKITIH 3aXUCTy?

13. Cdopmymoiite 3aBIaHHSA 3aXHCTy 1 Ha3BiTh JECATh KJAaciB 3aBJaHb, 110 CTBOPIOIOTH
penpe3eHTaTUBHY MHOXKHHY 3a/1a4 3aXUCTY.

14. TlpuBenith kiacudikaimiro 3acobiB 3axucty iHGopmarii. ki mepeBarm 1 HEAOTIKH
MPOTrpaMHHUX, allapaTHUX Ta OpraHi3alifHuX 3ac00iB 3aXUCTY iH(OpMAaIii?

15. 4k BmumMBaKOTh TMMOKa3HUKH 1HGOpMAIli, 10 3aXUIIAETHCA, HA CTPYKTYpy 1
IIIXOH IO MPOCKTYBAaHHS CUCTEMH 3aXUCTy iH(popmarrii?

16. Po3zkpuiite 3MICT KOPOTKOCTPOKOBOI'O, CEPEIHBOCTPOKOBOIO 1 JIOBIOCTPOKOBOIO
yIIpaBJIiHHS MPOLIECaMH 3aXUCTY iH(opMariii.

17. CdopmymroiiTe OCHOBHI BUMOTH JIO CHCTEMH HOPMATHBHO-TIPABOBUX JOKYMEHTIB, IO
PErIaMeHTYIOTh MPOLIECH KOMIUIEKCHOTO 3aXUCTY 1H(OpMAIlii.

18. CdopmynroBatu 3amayy ONTUMAIBLHOTO BHUOOPY METOMIB 3aXHUCTYy [JIsI KOXKHOTO
KOHKPETHOTO 00’ €KTa 1 115l CHCTEMH B I[LJIOMY.

19. Poskputu kputepiii BUOOpy 3aco0iB 1 METO/IIB 3aXHUCTY.

20. Po3kpuTH 3amady MiHiMi3amii BapTOCTi Ta €(EKTUBHOCTI 3a0€3MEYEeHHSI CHCTEM 3aXHUCTY
00’€eKTa.

21. Po3kpuTH 3amady MiHiMi3alii BipOTiIHOCTI 3710My YCiX METO/IB, SIKi BHKOPHCTOBYIOTHCS
U1l 3aXUCTY 00’ €KTa.

22. Po3kpuTH 3ajady MiHiMi3amii BTpaT BiJ 3JIOMy YCIX MeXaHI3MiB 3aXHCTy (METOIIB
3aXHCTY), sIKI BAKOPUCTOBYIOTHCS JIJIs 3aXUCTY 00’ €KTa.

23. PO3KpUTH Ta MOSICHUTHU 3aXO0/IH, 5IKi BUKOHYIOThCS Ipu cTBopenHi KC3L

24. TlporpamHi 3akyiagku Ta ix ckiuanoBi. Kinacudikaiiis mporpaMHuX 3aKJIaJI0K.

25. SIxi OCHOBHI XapaKTEPUCTHKH TEIEKOMYHIKALIHHOI CHCTEMHU SIK 00'€KTa 3aXHCTY.

26. PoszkpuiiTe TOHATTA 3arpo3u iHQopmarliiiHoi Oe3neku. SIKi OCHOBHI HampsIMH 3aXHUCTY
1H(popmarii?

27. Knacudikanis 3arpo3 iHpopMaliifHo1 6e31eKkH 3a KOMIIOHEHTaMH 1H()OpMaIiiHUX CUCTEM,
Ha SIKI BOHU HalllJIEeHI.

28. Kunacudikaris 3arpo3 iHhpopMarliiiHoi 6e3rneku 3a XapakTepoM BIUIUBY

29. Kiacudikaris 3arpo3 iHpopmariitHoi 6e3meKu 3a po3MIMICHHIM iX JpKepera. SIKki OCHOBHI
BUJIM 3arpo3 Oe3neku iHpopMaliifHUM TeXHOIOTiAM?

30. OcHOBHI TeXHOTEHHI nependavdyBaHi Ta HemepenoOaueHi 3arpo3u iHpopMamiiHii cucTeMH

31. Sky cuctemy CKJIagaloTh JAecTa0ini3yloui YMHHHUKH BiIMOBIAHO JO TEXHOJOTl 1
¢yHKIIOHYBaHHS 1H(popMarii?

32. IlpuBecTu CTpPYKTypy KaHally BUTOKY iH(opMalii Ta J1aTH XapaKTepUCTUKY CEpeAOBUILY
nepeaadi iHpopMmaiiii.

33. SIki OCHOBHI METOJAM 3aXUCTY BiJl BUTOKY iH(opmallii 3 0OMEXEHUM JIOCTYNOM HUIIXOM
MPOCITYXOBYBaHHs?

34. Sk 3aMexHO B TUIly CTBOPIOBAHOTO €JIEKTPOMArHITHOTO MOJS PO3PI3HSAIOTH BHIU
€KpaHyBaHHs?

35. SIki meToaM 3a0e3neuytoTh 3HUKEHHS OTYXHOCTI BUIPOMIHIOBAaHb 1 HaBEJCHb?

36. ki ocHOBHI MeTou 3axucty iH(opmartii Bix HC/] B aBToOMaTH30BaHUX CHCTEMaX?

37. JlaiiTe XxapaKkTepuUCTHKY OCHOBHUM Ta JJOMOMIDKHUM TEXHIYHUM 3aC00aM Ta CUCTEMaM.

38. Po3zkpwuiiTe MOHATTS 30HU 1, 30HM 2 Ta KOHTPOJIHOBAHOT 30HU.

39.  YmoBu 006poOku iHpOpMaLii B cucTeMi.

40. Kpurepii oninku 3axumierocTti inpopmartii B AC Big HCJI. KB-4.

41. Slka indopmarist B 3aXMIIEHIH cucTeMi Miassarae 000B'sI3KOBIN peecTpalltii.

42. Kpurepii omiaku 3axumeHocti iHpopmanii B AC Bix HC. LIJ1-1.

43. o Take AC kmacy «1», «2», «3».



44. Kpwurepii ominku 3axumeHocTi iHdopmarii B AC Big HC/. 1IJ1-2.

45. Tlopsinox po3pobaeHHs Ta 0(OpMIIEHHS MPOrpaM i MeToIuK BunipodyBanb 1[0 HaBOIATH Yy
po3aini “Bumoru 1mo/0 3a0e3mneueHHs OXOPOHH JIEP>KaBHOT TAEMHHMIT».

46. Kpurepii oninku 3axumieHocTti ingopmarii B AC Big HC. II/1-3.

47. Arecraisa xommiekcis T31.

48. OcHogHi eranu arectauii kommiekcy T31.

49. Kpurepii ominku 3axumeHocTi indopmarii B AC Big HC/. 11/1-4.

50. 3wmict gpyroro eramy ctBopeHHs Komiuiekcy T3I  “Po3poOneHHS Ta BIpOBaKCHHS
3ax0iB 13 3axucTy iHdopmarii” ma OI/I.

51. 3apmanns CuyxOu 3axucty iH(popMaIii.

VI. llIkaja ouiHIOBaHHA

HIkana ouiHIOBaHHA 3HAHb 3100yBa4iB OCBITH 3 OCBITHiX KOMIIOHEHTIB, 1e GOPMOI0 KOHTPOJIIO

€ iciur
. Omninka 3a mkaiaow ECTS
Omninka . . .
JIIHrBicTHYHA OLliHKA
B 0aJiax .
omiHKa MOSICHEHH S
90-100 BigMinaO A BIZIMIHHE BUKOHAHHS
82-89 Hyxe nobpe B BUIIIE CEPETHBOTO PiBHS
75-81 Hobpe C 3arajom xopoia pooora
67-74 3a10B1IIBHO D HEIoraHo
BUKOHAHHA BIIIOBigae
6066 JlocTaTHbO E .. )
MIHIMaJTBLHUM KPHTEPisM
1-59 HezanosinbHO Fx HeoOX1/IHE TepecKIIadaHHs

VI. PexomenaoBana Jiiteparypa Ta iHTepHeT-pecypcH

1.  3axon Ykpainu. IIpo ocHOBHI 3acanu 3abe3neueHHs kibepOesneku Ykpainu. BeeneHo B 1ito
nocraHoBoto BepxoBHoi Pagu Ykpainu Bix 05.10. 2017 p. Ne 45, c¢1.403.

2. ISO/IEC 11770-3 Information Technology — Security techniques — Key management — Part
3: Mechanisms using asymmetric techniques. January 2007.

3. ISO/IEC 14888-3 Information technology — Security techniques — Digital signatures with
appendix — Part 3: Discrete logarithm based Mechanisms. June 2006.

4. HJ T3I 2.1-001-2001 CtBOpeHHsI KOMIUIEKCIB TEXHIYHOTO 3axXHUCTy iHpopMarii. ArecTaris
komruiekciB. OcHoBHI nonoxeHHs. 3atBepmkeHo HakazoMm JJCTC3I Cb Ykpaiau Big 09.02.2001 Ne 2.

5. Serhii Yevseiev, Volodymir Ponomarenko, Oleksandr Laptiev, Oleksandr Milov and others/
Synergy of building cybersecurity systems. Kharkiv. Publisher PC TECHNOLOGY CENTER. 2021 —
188 c.
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2. VYxa3 [Ipesunenta Ykpainu Ne446/2021 I1po pimmenns Panu HanionansHO1 Oe3rekn i 000poHU
VYkpainu Big 14 tpaBus 2021 poky "IIpo HeBigkiIaaHi 3ax0au 3 KibepoOopoHu aepkaBu”
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3. HJ T3I 1.1-003-99 Tepminoorist B raimy3i 3axucTy iHGOpMaIlii B KOMIT IOTEPHUX CUCTEMaX
BiJl HECAHKI[IOHOBAHOTO nocTymy. 3arBeppkennii HakazoM JICTC3I CBY ot 28.04.99 Ne 22. JTie Bifg
01.07.99.

4. HJ T312.1-001-2001 CTBOpeHHS KOMIUIEKCIB TEXHIYHOTO 3aXUCTy iH(opMmarii. AtecTamis
koMmrIuiekciB. OcHoBHI nonoxeHHs. 3aTBepkeno Haka3zoMm JJCTC3I Cb Ykpaiau Big 09.02.2001 Ne 2.

5. HZ T3I 3.7-003-05 ITopsiok mpoBeaeHHS POOiT i3 CTBOPEHHS KOMILIEKCHOI CUCTEMH 3aXUCTY
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VYxpainu Big 08.11.05.
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