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1.0nuc 0CBIiTHHLOI0 KOMIIOHEHTA

I'any3b 3HaHD,

HajimeHyBaHHs IOKa3HUKIB creniaJbHiCTh, XapakTepucTHKA OCBIiTHHOI'O
KOMIIOHEHTA
OCBITHSI Iporpama,
Jlenna ¢gopma HaBYAHHS HopmaTuBHa
KinbkicTh roanu/kpeauTis 12 Indopmauiiini Pik HaBuannsg 4
120/4 TeXHOJIOrii Cemecrp_7-uit
125 Kibep0e3neka Ta

3axucT iHdopmanii Jlekuiii: 30 rox.

Kibep6e3neka Ta 3axucT
indopmauii 6axanaBp

JlabopaTopni podotu : 42rox.

THA3: Cawmocriiina podota 40 rog.

Koncyabramii: 8 rog.

®opmMa KOHTPOJIIO: €K3aMEH

MogBa HaBYaHHHA: YKPaIHCbKA

I1. Indopmanis npo BuKJIaga4a
[TIIT JTanreB Onekcanp AHATONMIHOBAY
HaykoBuii cTymiHb: TOKTOP TEXHIYHUX HAYK
Buene 3BaHHS: cTapmInii HAYKOBHM CIIBPOOITHUK
[Tocaga: mpodecop kadenpu KOMIT IOTEPHUX HAYK Ta KibepOe3neku
Konrtakrna inpopmanis : Alaptevo4(@ukr.net
Jui 3anasth https://ps.vnu.edu.ua/cgi-bin/timetable.cgi

II1. Onuc AucuuNIiH"

1. Anorauis kypcey. OcBiTHIN KoMIOHEHT «TexHiuHMH 3axuCT iHpOpMalii» BIZHOCUTHCS J10
MepeNiKy JUCIUIUIIH UUKIy mnpodeciiHoi marotoBkd. HapuanbHa AHCHMIUIIHA —TPHCBSYEHA
HiIBUIICHHIO PiBHSA 3HaHb 3700yBadiB 3 TeOpii 1 MPAaKTHKH 3aXUCTy BiJ BHUTOKY iH(opmarii
TeXHIYHUMHU KaHajaMd, HAOyTTSs BMIHb 1 HABUYOK 3 BUSBICHHS TEXHIYHMX KaHAJIB BHTOKY
iHpopmamii, iX OJOKyBaHHS, CTBOPEHHI Ta BIPOBAKEHHI KOMIUICKCIB TEXHIYHOTO 3aXHUCTY
iHdopmarlii, B 3HaHHI OCHOB OpraHi3ailii Ta MopsIKy BUKOHAHHS POOIT 13 CUCTEM 3aXHCTy iHpopmarlii
BiJl BUTOKY iH(OpMaIIii.

2. Mera i 3aBOAaHHA OCBITHHLOI0 KOMIIOHEHTA: METON MUCUUIUNHHA «TeXHIYHHHA 3aXUCT
iHpopMalii» € BUPOOICHHS y CTYJIEHTIB TEOPETUYHHUX 3HAHb Ta MPAKTHUYHUX HABHMYOK CAMOCTIHHOI
poboTu 3 3abe3reueHHsT TEXHIYHOTro 3axucTy iH(opmarii Ha 00’ekTax iH(OpPMAaIIHHOI MiSUTBHOCTI.
Hatu 3n100yBayam moriuOiIeHi 3HaHHS B ONMAHYBAaHHI 3arajibHUX TEOPETUYHUX 3HAHb Ta MPAKTUYHUX
HABHYOK IIIOJI0 PO3POOKH THITOBOI CTpaTerii 1 opraHizarlii TeXHIYHOTO 3aXHUCTy iHpopMallii. BuBueHHs
ocobnuBOCTe MOOYJOBH TEXHIYHUX CHCTEM 3axXHUCTy iH(opMarii Ta LEHTPaTi30BaHOTO YTPaBIIiHHS
cUcTeMOIO0 1IH(pOpMaIIHOT Oe3MeKH.

1. Pe3yabTaTH HABYAHHS.

3arajbHi KOMIIETEHTHOCTI:
3K 1. 31aTHICTh 3aCTOCOBYBATH 3HAHHS Y MPAKTUYHUX CUTYAIlisX.
3K 2. 3HaHHs Ta po3yMiHHS IPEJAMETHOI 00J1acTi Ta po3yMiHHS TPOQeCiitHOT AISUTBHOCTI.



3K 3. 31aTHICTh CHIJIKYBaTHUCS JIEP)KaBHOIO MOBOIO SIK YCHO, TaK 1 MUCbMOBO.

3K 4. 31aTHICTB CHIJIKYBAaTHUCS 1HO3EMHOIO MOBOIO.

3K 5. 31aTHICTh BUMTHCS 1 OBOJIOJIIBATH CYYaCHUMH 3HAHHSIMH.

3K 8. 3narHicTh 30epiraTv Ta NPUMHOXYBAaTH MOPAJbHI, KYJIbTYPHI, HAyKOBI I[IHHOCTI 1 IOCATHEHHS
CyCHIbCTBA Ha OCHOBI PO3yMiHHsS ICTOpIi Ta 3aKOHOMIPHOCTEH PO3BUTKY MpEeAMETHOI obiacti, ii
MICIISl y 3arajibHiil CHCTEMi 3HaHb PO MPHUPOJY 1 CYCIIIBCTBO Ta y PO3BUTKY CYCHIIBCTBA, TEXHIKH 1
TEXHOJIOT1{, BAKOPHCTOBYBATH Pi3HI BUIU Ta (HOPMHU PyXOBOi aKTUBHOCTI JJIs1 aKTUBHOTO BiJJIIOYMHKY
Ta BEJCHHS 3/I0POBOTO CIIOCO0Y JKUTTSI.

CrneuiajabHi (paxoBi, mpeAMeTHI) KOMIIETEHTHOCTI
CK 1. 3n1aTHicTh 3aCTOCOBYBAaTH 3aKOHOJ[aBUy Ta HOPMAaTHBHO- MPABOBY 0a3y, a TaKOX JepiKaBHI 1
MDKHAPOJIHI BUMOTH, TTPAKTHUKH 1 CTAaHAAPTH y PO eCiiHii MisUTBHOCTI.
CK 2. 3parHicTh BHMKOPHCTOBYBaTH iH(OpMaIliiiHi TeXHOJOril, Cy4acHi MeToau 1 Moxeni
KiOepOe3MeKu Ta CUCTEMH 3aXUCTy 1H(pOopMaIIii.
CK 3. 3parnicth 3a0e3neuyBaTH HENMEPEePBHICTh Oi3HEC-TPOIIECIB 3TiTHO BCTAHOBJICHO! MOJITHKU
KiOepOe3neKu Ta 3aXucTy iHpopMalrii.
CK 4. 3patmicte 3abe3medyBaTd 3axucT iHGopmamii iHpopMmamiiiHuX Ta iH(OpMaliiiHO-
KOMYHIKAI[IHHUX CUCTeMaX 3T1IHO BCTAHOBJICHOT MOJIITUKH Ki0epOe3neku i 3axucty iHdopmartii.
CK 5. 3parnicte BigHOBmOBaTH  (yHKIiOHYyBaHHA iHpopMmamiiiHux Ta iH(opMaliiiHo-
KOMYHIKAI[IHHUX CHCTEM MICIsl peajizamii 3arpos, 3aiicHeHHs1 kibepaTak, 300iB 1 BIJIMOB pI3HHUX
KJIACiB Ta MOXOKCHHSI.
CK 6. 3n1aTHICTh BIpOBaKyBaTH Ta 3a0e3MeuyBaTH (PYHKIIIOHYBaHHS KOMIUIEKCHUX CHCTEM 3aXHUCTY
iHpopMaii (KOMIJIEKCH HOPMAaTHBHO-TIPABOBUX, OpPTraHi3alliiHUX Ta TEXHIYHHX 3acO0IiB 1 METOIB,
MpoIeayp, MPAKTHYHUX TPUHOMIB TOIIIO. )
CK 7. 3partHicte 3piiicHoBaTH TpodeciiiHy MisUIbHICTH Ha OCHOBI BIIPOBAKEHOI CHCTEMH
yIpaBIiHHSA 1HPOPMaLIHHOIO Ta KibepOe3neKoro.
CK 8. 3marHicTh 3aCTOCOBYBAaTH METOAM Ta 3aco0M KpunrorpadiqHoro 3axucty iHdopmarii Ha
00’exTax iH(popMaIiitHOT AiITBLHOCTI.
CK 9. 3naTHicTh 3aCTOCOBYBAaTH METOJM Ta 3aCOOM TEXHIYHOTO 3axUCTy iH(popmallii Ha 00’e€KTax
iH(pOopMamLiiHOI TiSTBHOCTI.
CK 10. 3n1aTHICTP BHUKOHYBaTH MOHITOPUHT 1H(GOPMAIIHUX MPOIECIB, aHATI3yBaTH, BUSBIISTH,
OLIIHIOBATH MOXJIMBI Bpa3lMBOCTI Ta 3arpo3u iHdopmamiiiHoMmy mpocTopy ¥ iHpoOpManiiHUM
pecypcam 3T1IHO 3 BCTAaHOBJICHOIO MOTITHKOIO 1HPOPMAIIfHOT Oe3MeKH.
PH 1. BinbHO CHijKyBaTUCS JEP>KaBHOIO MOBOIO YCHO Ta NMHCHMOBO TPH BHUKOHAHHI mpodeciiiHux
000B’sI3KiB.
PH 2. ChinkyBatucs 1HO3EMHOKO MOBOIO 3 METOH 3abe3nedeHHs e(EeKTUBHOCTI mpodeciiiHol
KOMYHIKaIfii.
PH 7. 3actocoByBatu i ajmantyBaTd Teopii iHGopmarlii Ta KOAyBaHHS, MAaTEMaTUYHOI CTATHUCTHKH,
yucen, kpunrorpadii Ta creranorpadii, o0pobseHHs 1 epeaavl CUrHaJIIB TOIIO, TPUHITUIN, METOJIH,
NOHATTS KibepOesneku Ta 3axucTy iHdopMalii y HaBuaHHI Ta npodeciitHiil isIbHOCTI.
PH 10. BukopucTtoByBaTH Cyd4acHi iH(pOpMamliliHi TEXHOJIOTii, MeToau 1 Moneni KibepOe3nmeku Ta
CUCTEM 3aXUCTY iH(popmaii JUTSt 3MiCHEHHS npodeciitnot TiSUTBHOCTI.
PH 13. BmpoBampkyBaTH, HajlaliTOBYBaTH, CYNPOBOJKYBAaTH Ta MIATPUMYBATH (YHKIIOHYBAaHHS
MIPOrpaMHUX 1 MPOrpaMHO-anapaTHUX KOMIUIEKCIB 1 cucTeM KibepOe3neku Ta 3axucty iHdopmarrii sk
HEOOXiHI Tporeaypu Mg (QYHKIIOHYBaHHS iH(POpMaIMHUX W 1H(GOPMAIIHHO-KOMYHIKAIIHHUX
cucreM Ta\abo iHPPACTPYKTYpH OpraHizailii B [iJIoMy.
PH 17. 3a6e3neuyBatu pyHKIIIOHYBaHHSI CUCTEMHU yIPABIIHHS KiOepOe3IeKoro 1 3aXucTom iHdopmariii
opraizaiii, BKJIIOYAIOYHM IEPCOHAJ Ta YIMpPaBIiHHSA HACHiIKaMu peamizamii 3arpo3 iHpopmamiiHii
Oe3meli B KpU30BUX CUTYAIlisIX, HA OCHOBI 31 CHEHHS MPOLEAYP KIJIbKICHOI 1 IKICHOT OLIIHKY PHU3HKIB.
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PH 20. BuznauaTu 3arpo3u CTBOPECHHS TEXHIYHMX KaHaIB BHUTOKY iH(opMmamii Ha 00’eKkTax
iHopMaIiiHOT isTTBHOCTI; BIPOBAKYBATH 3acO0M 1 3aXOJM TEXHIYHOTO 3axUCTy 1H(opmarii Bif

BUTOKY TEXHIYHUMHU KaHaJIaMH, MPOBOJUTH OOCIYrOBYBaHHS 1 KOHTPOJIb CTaHy amapaTHUX 3aco0iB

3axucTy iH(pOopMaIlii Ta KOMIIIEKCIB TEXHIYHOTO 3aXUCTy iH(hOpMaIii.

PH 21. BukoHyBaTH BOpPOBa/DKCHHS, MIATPUMKY, aHali3 €(EeKTHBHOCTI CHUCTEM BHSBIICHHS
HECaHKI[IOHOBAHOTO JOCTYIly, Iid 3 iH(opMaiiero B iH(GOpMaIiiHIi cHUCTEMi, BPa3IUBOCTEH,
MOJJIMBUX 3arpo3 iHopmamiiiHoMy mpocTopy W iHdopMamiiiHuM pecypcaM Ta BHKOPHCTOBYBATH

KOMIUIEKCH 3aXHCTy s 3a0e3neueHHs HEeOoOXIAHOTO pIBHS 3axMOIeHOCTI iH(opmamii B
iHpoOpMaIIHHUX CUCTEMAX.
4. CTpyKTypa 0CBITHHOT0 KOMIIOHEHTA.
. - ®opma
Ha3Bu 3micToBHX MOaYJIiB i TEM Cam.
Ycboro | Jlek. | Jladop. Konc. | xkoHTpOSTIO/
poo.
banu
3microBuii Moayuab 1. HopMaTHBHO-IPaBOBi aKTH Ta TeOpeTHYHi OCHOBH TEXHIYHUX CHCTEM
3axucTy iHpopmaii.
Tema 1. 3aranbHi HOJ0KCHHS Ta 7 2 3 3 HC
BUMOTHY B YaCTHHI OpraHizaiiii poOiT
13 TEXHIYHOT'O 3aXUCTY 1H(pOopMaIlii.
Tema 2. TIpaBoBi mificTaBu Ta OCHOBHI 9 2 3 3 JC
TIOJIOKEHHS 1010 CTBOpPEHHS
komrutiekcy T3I B Vkpaini
Tema 3. OCHOBHI TIOJOKEHHS MPO 8 2 3 3 3BiT 110 11a0.
ciyx0y 3aXUCTY iHpopMarii. poGori
TexHiuHM 3aXUCT 1HPOpMAITIi.
Tema 4. 3axuct indopmariii Big HCJI. 8 2 3 3 3BiT o 11a6.
poboti
Tema 5.3axuct iHpopMaIlii BiJ BATOKY 7 2 3 3 3BIT 110 11a6.
TEXHIYHUMU KaHaJaMH pobori
Tewma 6. 3axuct iHpopmMarrii Big 7 2 3 3 3BIT 110 11a6.
pyiHYBaHHS KaHaJIaMH CIIEIialbHOTO poGori
BILIUBY.
Tema 7. TTopsaok MpoBeAEHHs pOOiT 3i 10 3 3 2 3Bit no 1a6.
CTBOPEHHS CUCTEM TEXHIYHOIO poGori
3axXUCTy iHpOpMaIii.
Pa3om 3a Mmonynem 1 56 15 21 20 30
3microBuii MoayJib 2. Ilo0ynoBa cuctemu i ocHoBHuUX niacuctem T3I

Tema 1. Texuiune 3aBIaHHS HA 6 3 3 3 3BiT 110 J1a6.
creopenns T3L. pobori/
Tema 2. OCHOBU TEXHIYHOI'O 3aXUCTY 10 3 3 3 3sit 110 1126.
indopmartii B IC. pobori
Tema 3. OcobamMBOCTI MPOEKTYyBaHHS 10 3 3 3 3git 110 J120.
T3I nns AC pisaux xmaci. OriHka pobori
€(EKTUBHOCTI.
Tema 4. IlepciiekTuBHI HapIMU 11 2 4 3 3sit 110 1126.
po3BuTKy  kommiuekcy 131 B poGori
KibeprpocTopi.
Tema 5. BunpoOyBaHHs Ta nepesipka 11 2 4 4 3Bit 110 110.




TEXHIYHOTO 3aXUCTy iH(popMAIii pobori
Tema 6. BBengeHns cucreMu 8 2 4 4 3BiT 10 1120.
TEXHIYHOTO 3aXHUCTY B JIIIO. pobori
Pazom 3a moxynem 2 64 15 21 20 8 30
TectyBaHHs 10
MonynbpHa KOHTpOJIbHA poboTa 1 10
MonaynbpHa KOHTpOJIbHA poboTa 2 10
H/13 10
Bceboro ronun/badis ‘ 120 ‘ 30 ‘ 42 40 8 100

Meroau xontpomto®: JIC — muckycis, Jb — nebatu, T — Tectu, TP — tpeninr, P3/K —
po3B’s3yBanHsa 3amav/keiiciB, [HJI3/IPC — imauBigyanbHe 3aBIaHHS/IHAMBITyaJlbHA poOOTa
3no0yBaua ocBitu, PMI' — po6ora B manux rpymax, MKP/KP — moamynbHa KoHTponbHa poboTa/
KOHTpOJIbHA poOoTa, P — pedepar, a Takoxk aHATITUYHA 3aMKCKa, aHATITHYHE €ce, aHaIli3 TBOPY TOIIO.

2. 3aBpaHHS 1)1 CAMOCTIMHOTO OIPAIFOBAHHS.

Ne Tema KinbkicTh
3/m TOANH
1 |IIpaBoBi mijcTaBy Ta OCHOBHI MOJIOKEHHS 110JI0 CTBOpEHHS Komruiekcy T3I B 4
VYkpaini
2 |OCHOBHI MOJOXEHHS MPO CIIyk0y 3axucty iHpopmarii. TexHidHMit 3aXUCT 4
iH(popMarlii.
Texuiunwmii 3axuct iHPopmarii B AC Big HC/I. 4
3axuct iHpopmanii B AC TeXHIYHUMH 3ac00aMu BiJl pyHHYBaHHs KaHaJIaMU 4
CHeiaJIbHOTO BIUIUBY.
OcHoBH TexHIUHOTO 3axucTy iHpopmarii B IC. 4
[lepcniekTHBHI HAmpsIMH  PO3BUTKY TexHIYHOTO KomIuiekcy 31 B 5
po3noauieHnx obuncaoBaibHUX cepeaopuiax (POC).
BuripoOyBaHHs cUCTEMH TEXHIYHOTO 3aXUCTY iH(pOpMalii Ta HOro atecraris 5
8 |Oco6muBocTi mpoektyBanns T31 s AC pisHux kinaciB. OmiHKa
€(hEeKTUBHOCTI.
9 |Texniune 3aBnaHHs Ha ctBopeHHs T3] B AC 5
Bceboro 40

IV. lHonituka ouinroBanus IlosiTuka BUK/Ia1a4a MoOA0 CTyI€HTA

Yci y4acHHKHU OCBITHBOTO IMPOIIECY MOBUHHI JTOTPUMYBATHUCh BHMOT YMHHOTO 3aKOHOJ/ABCTBA
Vkpaiau, Cratyty 1 IlpaBun BHyTpimHboro posnopsaky BHY imeni Jleci VYkpaiHkw,
3aralbHONPUUHITHX MOPAJIBLHUX TPHUHIIMITB, MPABWI TOBEIIHKH Ta KOPHMOPATUBHOI KYJIbTYPH;
HiATPUMYBaTH aTMocdepy IT0OpO3MUIUBOCTI, BIJAMOBINAIBLHOCTI, TMOPSJIHOCTI W TOJEPAHTHOCTI.
ATMocdepa Ha 3aHATTAX MOBUHHA OyTH TBOPUYOIO, BIAKPUTOK /10 KOHCTPYKTHBHOI KPHUTHKH.
Henomyctumi 3ami3HEHHsT Ha 3aHATTSA, KOPUCTYBaHHS MOOILTRHUM TeJIe(OHOM, IUIAHIIETOM YH
IHITUMHA MOOUTBHUMH TPUCTPOSMH TIiJ] Yac 3aHATTS, CNucyBaHHsS. OYiKy€ThCs, IO BCi CTYJICHTH
BIJIBIIAFOTh yCl1 JIEKIii 1 JJaOOpaTOpHi 3aHATTS Kypcy. 3aBJaHHsS IS NPAKTHUYHOTO BUKOHAHHS
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(maboparopui podotu, THJI3, camocTiiini poOOTH), 3aBIaHHS MiJACYMKOBOTO KOHTPOJO (TECTH,
KOHTPOJIbHI po0OO0TH, 110 TiepeadadaroTh po3poOKy IMporpam) 37al0ThCs 13 BUKOPUCTAHHSM 3ac00iB
JTUCTAHIIHHOTO KYpPCY.

[Tin yac BUBYEHHS OCBITHHOI'O KOMIIOHEHTA MOXJIMBE BU3HAHHSA 1HIIMX PE3yJbTaTiB HaBYaHHS,
OTpUMaHuX y QopmanbHii, HedopmanbpHiil Ta/abo iHpopmanbHiil ocBiTi. [lopsmok BHU3HAHHA
pe3yabTaTiB HaBYaHHS JJIs 3700yBaviB BUINOI OCBITH, HAOyTHX y: (opMaibHiil OCBITI (aKageMiuyHa
MOOUIBHICTh CTYACHTIB HA TepUTOPil YKpaiHu 4M 1mo3a ii MexXaMu, JJIsl CTYJCHTIB, sIKi epeBOIATHCA,
MOHOBIIOIOTECA 3 1HIMX 3BO (BITYM3HSHMX 4M iHO3EMHHUX); HeopManbHil Ta/abo iH(opManbHIN
ociti 3aiiicHIOeThes 3rinHo «[IOJIOJKEHHS mpo BU3HAHHS pe3ynbTaTiB HaBYAHHS, OTPUMAHUX Y
dbopmanpHiii, HedopMmanbHIM Ta/abo iHOpMaNBHIA OCBITI y BoOJMHCHKOMY HaI[lOHAIBHOMY
yHiBepcuTeTi iMeHi Jleci Ykpainkmy.

IHoniTuka M010 akageMivHOI JOOPOYECHOCTI

Ilig yac HaBYaHHS YYaCHHMKHM OCBITHBOTO MpOIeCy 3000B’s3aHi JOTPUMYBATUCS aKaJeMi4HOT
JTOOPOYECHOCTI: €TUYHUX TPUHIUIIB Ta BU3HAYCHUX 3aKOHOM NPABHI, SKUMU MAlOTh KEPyBaTHCS
YYaCHUKH OCBITHHOT'O TIPOIECY TiJ dYac HABYAHHs, BUKIAJAHHSI Ta TMPOBAKEHHS HAYKOBOT
JUSIIBHOCTI.

JlorpuManHs akageMidHoOi J100OpoYecHOCTI 3100yBadyaMu Tepeadadae: caMOCTiiiHE BUKOHAHHS
HaBYaJbHUX 3aBJIaHb, 3aBJIaHb MOTOYHOTO Ta TMiJACYMKOBOTO KOHTPOJIO (s OCi0 3 0COOJIMBUM
OCBITHIMH TIOTpeOamMHu 111 BUMOTA 3aCTOCOBYETHCS 3 YpaxyBaHHSM iX I1HIUBIIyaJbHUX MOTPeO 1
MOXJIMBOCTEH); TOCWJIaHHS Ha JpKepena iHdopmarii y pa3l BUKOPUCTaHHS i7€H, TBEpPIIKEHb,
BIZIOMOCTEH; OTPUMAaHHS HOPM 3aKOHOJABCTBA IPO AaBTOPCHbKE MPaBO; HAJaHHA JOCTOBIPHOI
iHpopMarii mpo pe3ynbTaT BIaCHOI HaBYaIbHOI (HAyKOBOI, TBOPYOI) MisTIBHOCTI.

[Tin yac OuiHIOBAaHHS pe3yJbTaTiB HAaBYaHHS CTYJIEHTH HE KOPHUCTYIOThCS 3a00pOHEHHMH
3acobamu (MOOUTHHMI TenedoH, IMJIaHIIET, KOHCIEKT, HaByalbHa JIiTepaTypa, IHII JKeperna
iHdopmartii, B Tomy uucai [HTEpHET-pecypcH), caMOCTIHHO BHKOHYIOTH 3alpOINOHOBAHI 3aBJaHHS.
[Ipyn BuKOHaHHI JAOOpPATOPHHUX POOIT 3 Kypcy 3100yBadi MarOTh MPaBO BHUKOPHUCTOBYBATH BJACHI
HOYTOYKH, SIKIIIO BOHU MIATPUMYIOTh HEOOXiHE MpOrpaMHe 3a0€3MeUeHHS.

IMoaiTuka moao aeiaiiHiB Ta NepecKJIa aHHs

SIkmo 3100yBau BUINOI OCBITHM OyB BiJICYTHIM Ha 3aHATTAX 3 OyJb-sIKOi MPUYMHM, BiH/BOHA
BUBYAIOTh TEOPETHYHHUI MaTepiaj caMOCTIHHO BUKOPUCTOBYIOUM HABYAJIbHI MOCIOHMKH, KOHCIIEKTH
JeKIIH, MaTepiaian AUCTaHLiiHOro Kypcy “TexHiuHi cucreMu 3axucty iHdopMmarii”’, po3MilIeHuXx Ha
wiatdopmi TucTaHuifHOro HaBuyaHHS Moodle, BUKOHYIOTH BCi nomamiHi 3aBaanHs. [Ipo3BityBaTucs
PO BUKOHAHHS 3aBJIaHb MOXHA, BAKOPUCTOBYIOUH BHINE€3a3HAUCHI JUCTAHIIHHI KypcH, abo mija yac
KOHCYJIbTAIliif, OJHOYAaCHO NPH LBOMY 3’sICYBaTH HE3PO3yMii MOMEHTH, 33/aTH 3alHUTaHHS
BUKJIaAady. ICHye MOXJIMBICTH BHKOPHUCTaHHS (oOpyMmy AWCTaHIiiHOro Kypcy. Ilepecknmananns
KOHTPOJILHUX POOIT Ta TECTYBaHb 3a00POHEHO.

1. IlincymMKOBHIl KOHTPOJIb

[TincymKoBOIO (POpPMOIO KOHTPOJIO OCBITHBOTO KOMIIOHEHTa ‘“‘TeXHIUHI CHUCTEMH 3aXHUCTy
iHdopmarrii” € icrur.

OLiHIOBaHHA HaBYAIBHUX JOCATHEHb 3miicHIoeThes 3a 100 OampHOrO mikaimoro. OrmiHka
BKJIFOYAa€ B ce0e MOTOYHUN KOHTPOJb (OLIHIOETHCS PoOOTa HA IMapax, BYACHE 1 SAKICHE BUKOHAHHS
JIOMAIIHIX 3aBAaHb) Ta MIJCYMKOBHA KOHTPOJIb (CaMOCTIifHE BHKOHAHHS I1HJIMBIIyajJbHUX 3aBJIaHb,
KOHTPOJIbHI pOoOOTH, TTepeBipKa TEOPETUIHOI miaAroToBKu y hopmi tectyBanns, IH/[3). MakcumansHa
KIJIBKICTh 0ajiiB, SIKy MOKE OTpUMATH 37400yBad IiJl 4ac MOTOYHOTO OLIHIOBAaHHS 3a cemecTp — 40
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OaiB. MakcuMalibHa KUTBKICTh OajiB, SIKy MOXE OTPUMATH 3700yBady 3a MiJCyMKOBHUA KOHTPOJIb 3a
cemectp ckiagae 60 6ais.

Skuio 3a pe3yapTaTaMH CEMECTPy HAKONMUYEHO He MEHIIe 75 GalliB 1 CTYJEHT MOTOMKYEThCS
13 IIUM PE3yJIbTaTOM, TO OIIHKA 3a CEMECTpP MOXKE BUCTAaBISATHCA O€3 CKIajaHHs icnuTy. B iHIIOMY
BUIMAJKY CTYJCHT CKJIQ/Ia€ ICIIUT; MAaKCUMAJIbHA KUIbKICTh OaiB, IKy MOKHA OTpUMATH Ha icruti — 60
OaniB. BoHu 3aMiHIOIOTH 0amy MOJYJIBHOTO CEMECTPOBOTO KOHTPOJIO, MOTOYHUH CEMECTPOBHIA
KOHTPOJIb MPH LOMY 30€piraeThes.

Icnut mepenbavae BUKOHAHHS TecTOBUX 3aBAaHb (10 muTanp Mo ogHOMY 0any) Ta BiAMOBIIHL
Ha nutanHAa (30 G6aniB) Bukiagau 3anumiae 3a co0010 MpaBO CTABUTH YTOYHIOKOYI MUTAHHA Mija 4ac
BIJIMIOBI/Il CTYJIEHTA Ta MPOCUTH MIPOKOMEHTYBATH IporpaMHuii koj. CTy/IeHT MOBUHEH BUKOPUCTATH
3aco0i Ti€T MOBHU TIporpaMyBaHHs, SIKa BKa3aHa y 3aBJaHHI.

IMuranua s icnury

1. Ha3BiThb MeTOIM MiJBUILIEHHS €HEPreTUYHOI Ta CTPYKTYPHOI TAEMHOCTI CUCTEMH Mepe/laBaHHs
iHpopMmarii.

2. JlailiTe BU3HAYCHHS MOHATTS TEXHIYHOTO 3aXUCTy iH(MOpMaIrii

3. Ski Bam Bijmomi miaxoau 1o kinacudikaiii 3arpo3 6esmeri inpopmarrii?

4.  Hasenith kiacudikaiiiny CTpyKTypy KaHajiB HECAHKI[IOHOBAaHOT'O OTpUMaHH iH(opMariii.

5. [aiire Bu3HaueHHs NMOHATTIO "TexHiuHWil kaHanm BUTOKY iHQopmarii". Ha3BiTh OCHOBHI BHIU
TEXHIYHUX KaHAIIB.

6. JlaiTe xnacudikaliro JpKepen BUTOKY iH(popMalrii.

7.  HaeniTh Biomi BaM METOAHM 1 3aCOO0M KOHTPOJTO aKyCTUYIHOT 1H(pOpMAIIii.

8.  Poskpwmiite 3MicT MeETOAIB KOHTPOJO iH(opMmamii TEeXHIYHUMH  3aco0aMM B KaHajax
Tene(OHHOTO 3B'SI3KY.

9.  OxapakTepusyiTe OCHOBHI CIIOCOOM 3amoOiraHHs BUTOKY iH(OpMaIlil Mo TEXHIYHUX KaHajax.
OxapakTepu3syiite criocodou 3axucTy iHpopMalii B KaHajgax 3B'A3Ky.

10. CdopmynroiiTe OCHOBHI KOHIIETITYaJIbHI ITOJIOKEHHS Teopii 3aXUCTy iH(opMmarii.

11. Sk BIuMBaroOTh MOKAa3HUKHU iHPOpMaIlii, 110 3aXUIIAETHCS, HA CTPYKTYPY 1

12. Tligxoau 10 MPOEKTYBaHHS TEXHIYHOI CHUCTEMH 3aXUCTy iHPopmarlii?

13. Poskputu kputepiit BUOOpY 3ac00iB 1 METO/IIB 3aXUCTY.

14. Poskputu 3amady MiHiMi3allii BapToCTi Ta €PEKTUBHOCTI 3a0€3MEYCHHS CUCTEM 3aXUCTy 00’ €KTa.

15. Po3kpuTu Ta MOSICHUTH 3aX0/IH, IKI BUKOHYIOTbCS 1pu cTBopeHH1 T31.

16. Tlporpamni 3akiajaku Ta ix ckiaanoi. Kinacudikariis mporpaMHUX 3aKIIaJI0K.

17. S$Ixi OCHOBHI XapaKTEPUCTHKH TEIEKOMYHIKALIHHOI CUCTEMHU SIK 00'€KTa 3aXHCTY.

18. Poszkpuiite moHsATTS 3arpo3u iHdopmarmiiiHoi Oe3neku. SIKi OCHOBHI HAampsMHU 3aXUCTY
iHpopMmarii?

19. Knacudikaris 3arpo3 iHpopmariitHoi 6e3neku 3a KOMIIOHEHTaM: 1H()OPMAIIHHUX CHCTEM, Ha SIKi
BOHM HaIIlJIEH].

20. Knacudikaris 3arpo3 indopmariiiiHoi O€3MeKH 3a XapaKTEPOM BILIUBY

21. Knacudikaris 3arpo3 iHdopmariiiiHoi 6e3nekn 3a po3MIIICHHIM iX JKepena. SIKi OCHOBHI BUIU
3arpo3 6e3mneku iHPOPMAaIIITHUM TEXHOJIOTIIM?

22. OcHOBHI TeXHOTeHHI nepeadayyBaHi Ta HenepeadadeHi 3arpo3u iHpopMalliifHili cuCTeMu

23. SIky cucTeMmy CKJIAJaroTh JeCTa0lIi3y04l YNHHUKH BiAMOBIIHO /IO TEXHOJIOTIT 1 ()yHKIIIOHYBaHHS
iHpopmarii?

24. [TIlpuBecT CTPYKTYypy KaHaldy BHUTOKY iH(opMamii Ta aaTé XapaKTepPUCTHUKY CEPEOBHUIILY
nepeaadi ingopmarii.

25. Slkumu BUIaMU MOXKYTh OyTH MpEJCTaBICHI MPUPOIHI KaHATH BUTOKY ?



26. JlaliTe XapaKTepUCTUKY KaHAJIaM BUTOKY iH(poOpMaIlii, siki CTBOPEHI 3aKJIagHUMHU MPUCTPOSIMU?
SIxi OCHOBHI TE€HJEHIIIT Ta IMUISIXHA PO3BUTKY 3aKJIaIHUX MUCTPOIB?

27. Slki OCHOBHI METOIW 3aXWCTYy BiJ] BUTOKY iH(poOpMaIli 3 OOMEKEHUM JOCTYNOM IUIIXOM
MPOCITYXOBYBaHH#?

28. Sk 3ajeXHO BiJ THUIIy CTBOPIOBAHOTO E€JEKTPOMArHITHOTO IIOJISi PO3PI3HSAIOTH BHIU
eKpaHyBaHHs?

29. Sxi metoau 3a0e3Meuyr0Th 3HWKEHHS IOTY>KHOCTI BUIIPOMiHIOBAaHb 1 HABEJICHb?

30. SIxi ocHOBHI MeToau 3axucty iHdopMmanii Bix HCJI B aBTOMaTH30BaHUX CUCTEMAX?

31. [aiite XapaKTepHCTUKy OCHOBHUM Ta JONOMDKXHHUM TEXHIYHUM 3aC00aM Ta CHCTEMaM.

32. Po3kpuiiTe NMOHSATTS 30HU 1, 30HU 2 Ta KOHTPOJbOBAHOT 30HH.

33. Sk knacudikyrotees TKBI 3a diznunnmu epexramu, npouecamu? Sk kinacudikyrorses TKBI 3a
HOCI€M, 1110 YTBOPIOETHCS JKEPEIOM HEOE3MEeUHOTO CUTHATY ?

34. Sdx xnacudikyroteess TKBI 3a cmocobom mepexorieHHs iH(opMalli 3aco0aMu  pO3BIJIKH
IPOTUBHUKA?

35. [aiite XapaKTepHCTUKY TEXHIYHMM KaHalaM BUTOKY iH(opmariii uepe3 JOMOMIKHI TEeXHIYHI
3ac00M 1 CHCTEMH Ta CTOPOHHI POBIIHUKH.

36. laiiTe XapaKTepUCTUKY €NEKTPUIHUM KaHaJIaM BUTOKY iH(opMmarlii, sski BAHUKAIOTh B PE3yJIbTaTi
POCOYyBaHHS HEOE3MEYHUX CUTHAJIIB B JIAHIFOTH €JeKTPOKUBIICHHS.

37. JlalTe XapaKTEpHUCTHKY €JICKTPUYHUM KaHaJIaM BUTOKY iH(GOpMAaIlii, IKi BAHUKAIOTh B PE3yJbTaTi
POCOYyBaHHS HEOE3MEYHUX CUTHAJIIB B JIAHIFOTHU 3a3€MJICHHS.

38. JlaiiTe XapaKTepUCTHUKY MapaMETPUYHMM KaHajlaM BUTOKY iHdopmarlii, mo oO0poOsieThcs B
OCHOBHUX TEXHIYHHX 3ac00ax i cucTeMax.

39. JlailiTe XapaKTepUCTUKy aKyCTHYHHM Ta aKyCTOBIOpaliifHUM KaHaJaM BHUTOKY MOBHOI
iHpopMartii.

40. JlaiiTe XapakTEpUCTUKY aKYCTOCJEKTPUUYHMM Ta aKyCTOONTHYHUM KaHajlaM BHUTOKY MOBHOI
iHdopmarrii.

41. JlaiiTe xapakTepUCTUKY TTapaMETPUYHUM KaHaIaM BUTOKY MOBHOI iH(popMaIrii.

42. VYwmoBu 00poOku iH(pOpMAaIlii B CHCTEMI.

43. Tlopsanmok po3poOisieHHs Ta odopmieHHS mporpaM 1 MeToauk BunpoOyBanb [llo HaBOIATH y
po3aini “Bumorn mono 3a0e3rnedeHHs: OXOPOHH JePKABHOT TAEMHHIII.

44. Arecramis komrmiekciB T3I.

45. OcHoBHi eranu arectauii kommiekcy T31.

46. 3wmict apyroro eramy ctBopeHHsI kKomIuiekcy T31 “Po3poliieHHs Ta BIPOBAKEHHS 3aXOIB 13
3axucty iHdopmarii” va OL/].

47. 3amanas CiayxOu 3axucty iHpoOpMaIrii.

VI. lllkaja oniHioBaHHSA

HIkana ouiHIOBaHHA 3HAHb 3100yBaYiB OCBIiTH 3 OCBITHIX KOMIIOHEHTIB, /e )OPMOI0 KOHTPOJII0

€ icnut
. Oninka 3a mkajgoio ECTS
Oninka ) . .
JlinrBicTuuyHa ouwinka
B 0as1ax .
OLlIHKA NOSICHEHHSH
90-100 BigmiaHO A BIJIMiHHE BUKOHAHHSA




82—-89 Hyxe mobpe B BHIIIEC CEPEAHBOTO PIBHS

75-81 Hobpe C 3arajoM Xopoiia pooora

67-74 3a10BLIBHO D HEIOraHo

BHUKOHAHHS BIAIIOBigac

60-66 JlocTaTHBO E .. .
MIHIMAJIBHUM KPHTEPIiAM

1-59 Hes3angoBiinbpHO Fx HEOOXiJIHEe TIepeCcKIaTaHHs

VI. PexomennoBana JiiTteparypa Ta iHTepHeT-pecypcH

1. Serhii Yevseiev, Volodymir Ponomarenko, Oleksandr Laptiev, Oleksandr Milov and others/
Synergy of building cybersecurity systems. Kharkiv. Publisher PC TECHNOLOGY CENTER. 2021 —
188 c. Serhii Yevseiev, Volodymir Ponomarenko, Oleksandr Laptiev, Oleksandr Milov and others/
Synergy of building cybersecurity systems. Kharkiv. Publisher PC TECHNOLOGY CENTER. 2021 —
188 c.

2. JlanteB O.A., CaBuenko B.A., lllyknin I'.B. BusiBienus ta 610KyBaHHS 3aC0O0iB HETJIACHOTO

orpuMmanHs 1Hpopmanii Ha o00'ektax iHpopmariiinoi mismepHOCcTI. K. JAYT. 2020 — 126 c.
https://dut.edu.ua/ua/lib/2/category/96/view/203 1
3. O.A. JlanteB. MeTomo0riuHi OCHOBH aBTOMAaTH30BAHOIO TOMIYKY HHU(PpOBHX 3aco0iB

HeriacHoro orpuManHs iHpopmarii. — K. Mineniym. 2020 — 326 c. YIK 004.056.53. ISBN 987-966-
8063-79-3. https://www.dut.edu.ua/uploads/l 2162 16683938.pdf

4. JlanteB O.A., Ky3aBkoB B.B., Xopomxko B.O. «Cucremu momyky 3aco0iB HErJacCHOTO
3100yTTA aKyCTUYHOT iHDOopMarii» — K. MineHiym. 2023 — 282 C.
https://www.researchgate.net/publication/368925556 SISTEMI POSUKU ZASOBIV_NEGLASNO
GO _ZDOBUTTA AKUSTICNOI INFORMACII

5. Yka3 [lpesunenra Ykpainu Ned46/2021 Ilpo pimenns Pagu HanioHanbHOT Oe3neku i 000poHU

VYxpainu Big 14 tpaBus 2021 poky "[Ipo HeBinkmaaHi 3ax0au 3 Kibepoboponu aepxasu"

6. A.O. Korchenko, V.O. Breslavskyi, S.P Yevseiev, N.K. Zhumangalieva, A.O. Zvarych, S.V.
Kazmirchuk, O.A. Kurchenko, O.A. Laptiev, O. V. Severinov, S. S. Tkachuk. Development of a
method for construction of linguistic standards for multicriterial evaluation of HONEYPOT efficiency.
Eastern-European journal of enterprise technologies. Vol.1Ne2 (109), 2021 pp. 14-23. ISSN
(print)1729 - 3774. ISSN (on-line) 1729-4061. DOI: 10.15587/1729-4061.2021.225346.

7. Serhii Yevseiev, Oleksandr Laptiev, Sergii Lazarenko, Anna Korchenko, Iryna Manzhul.
Modeling the protection of personal data from trust and the amount of information on social networks.
Number 1 (2021), «EUREKA: Physics and Engineering»  pp.24-31. DOI:10.21303/2461-
4262.2021.001615.
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