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1.0nuc 0CBIiTHLOr0 KOMIIOHEHTA

I'any3b 3HaHb,

HaiiMmeHnyBaHHS MOKa3HUKIB crneniajbHIiCTh, XapakTepucTHKA OCBITHHOIO
KOMIIOHEHTA
OCBITHSI Iporpama,
Jenna ¢popma HaBYUAHHS HopmaTtuBHa
KinbkicTs ronnn/kpeauTis 12 Indopmauniiini Pik HaBuanusa 4
120/4 TexHoJIorii Cemectp_8-wii
125 KidepOe3neka Ta

. Jlexmiii: 20 roz.
3axMcT iHopmanii 1 A

Kibep6e3neka Ta 3axucr
ingopmauii 6akasaBp

JlabopaTopni podortu : 24ron.

IH/A3: € Cawmocriiina podora 68 rog.

Koncyabramii: 8 rox.

(DopMa KOHTPOJII0: CK3aMCH

MogBa HaBYaHHA: YKpalHCbKA

II. IndopMmanisi npo BUKJIagaya
[TIIT JlanireB Onekcanap AHATOTIHOBAY
HayxoBwii cTymiHb: TOKTOp TEXHIYHUX HAYK
Buene 3BaHHs: cTapmnii HAYKOBHI CIIBPOOITHUK
[Tocana: mpodecop kadenpu koM IOTEPHUX HayK Ta KibepOe3meku
KonrakTha inpopmartis : Alaptev64@ukr.net
JTui 3ausTh https://ps.vnu.edu.ua/cgi-bin/timetable.cgi

[IIT I'pumanoBuy TetstHa OnexcanapiBHa

HayxoBuii cTyninb kaHAUIAT P13UKO-MaTEMaTUYHUX HAyK
[Tocana noueHT kadeapu KOMI IOTEPHUX HAayK Ta KibepOe3neku
KonrakTha iHdopmarrtis hryshanovych.tatiana@vnu.edu.ua

Jui 3ausats https://ps.vnu.edu.ua/cgi-bin/timetable.cgi

II1. Onuc nucuMnIiHN

1. A”ortanisi kypcy. OcBiTHIM KOMIOHEHT «TexXHIYHHUN 3axHcT iH(popMalii» BIJHOCUTHCSA 10
MepeNiKy AUCIUIUIIH [UKITY mpodeciiHoi marotoBku. HaByanbHa AWCHUIUTIHA TPHUCBSYEHA
MiBUILEHHIO PIBHSA 3HaHb 3700yBadiB 3 Teopii 1 MPAaKTUKM 3axXUCTy BiJA BHUTOKY iH(popmarii
TEXHIYHUMU KaHaJlaMd, HaOyTTs BMiHb 1 HAaBUYOK 3 BHSBJICHHS TEXHIYHUX KaHAJIIB BUTOKY
iHpopmanii, iX OJOKyBaHHS, CTBOPEHHI Ta BIPOBAKEHHI KOMIUIEKCIB TEXHIYHOTO 3axXHUCTY
iH(popMallii, B 3HAHHI OCHOB OpraHi3allii Ta MopsAAKY BUKOHAHHS POOIT 13 CUCTEM 3aXUCTy iHpopmarlii
BiJl BUTOKY iH(opMalrlii.

2. Mera i 3aBJaHHSl OCBiTHBOI'O KOMIIOHEHTA: METOI IUCHUILUIIHU «TeXHIYHUN 3axucT
iHpopMalii» € BUPOOJIEHHS Y CTYJEHTIB TEOPETUYHUX 3HAHb Ta MPAKTUYHMX HABUYOK CAMOCTIHHOL
poOoTH 3 3abe3neueHHs] TEXHIYHOIo 3aXucTy iHpopManii Ha 00’ekTax 1H(QOpPMAaLiHOI MiSITBHOCTI.
Jatu 3700yBayaM moriuOIieH! 3HaHHS B ONAHYBaHHI 3arajlbHUX TEOPETHYHHUX 3HAHb Ta MPAKTUYHUX
HaBUYOK IOZI0 pO3pOOKK TUIIOBOI CTpaTerii 1 opraHizallii TEXHIYHOIO 3aXUCTy iHpopmarllii. BuBuenuns
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about:blank

0COOIMBOCTEH MOOYMOBH TEXHIYHUX CHCTEM 3aXHCTy iH(pOpMAIlii Ta MEHTPATI30BaHOTO YIPaBIIiHHSI
cucTeMoro iH(opMaIiiftHOT Oe3neKu.
1. Pe3yabTaTn HABYaHHS.
3arajbHi KOMIIETEHTHOCTI:
3K 1. 3gaTHiCTh 3aCTOCOBYBATH 3HAHHS Y MPAKTUYHHUX CUTYALlIsX.
3K 2. 3HaHHS Ta pOo3yMiHHS IIPEAMETHOI 00JIaCTi Ta pO3yMiHHS MPOQECiHHOT TISITHHOCTI.

3K 3. 31aTHICTh CHIKYBaTHUCS JEPKABHOIO MOBOIO SIK YCHO, TaK 1 MUCHMOBO.

3K 4. 31aTHICTb CIIKYBAaTUCS 1HO3EMHOIO MOBOIO.

3K 5. 31aTHICTh BUNTHCS 1 OBOJIOJIBATH CYYaCHUMH 3HAHHSIMU.

3K 8. 3naTnicTh 30epiraTi Ta IPUMHOXKYBAaTH MOpAJIbHI, KYJIbTYpHi, HAyKOBI I[IHHOCTI 1 TOCATHEHHS
CYCHUICTBAa Ha OCHOBI PO3yMIHHS ICTOpPil Ta 3aKOHOMIpPHOCTEH PO3BUTKY MpEAMETHOi obiacrti, ii
MICIISl Y 3arajibHIi CHCTEMI 3HaHb PO MPHUPOAY 1 CYCHIILCTBO Ta Y PO3BUTKY CYCHiIbCTBA, TEXHIKH 1
TEXHOJIOT1, BUKOPHUCTOBYBATH Pi3HI BUAM Ta (POPMH PYXOBOi aKTUBHOCTI JUIsl aKTUBHOTO BIITOYMHKY
Ta BEJCHHS 3JJ0POBOI0 CIIOCOOY JKUTTS.

CrneniajabHi (¢paxoBi, mpeaMeTHi) KOMIIETEeHTHOCTI
CK 1. 3n1aTHICTh 3aCTOCOBYBAaTH 3aKOHOJaBUy Ta HOPMAaTHBHO- IPaBOBY 0a3y, a TaKoX JEp>KaBHI 1
MDKHApOAHI BUMOTH, IPAKTUKHU 1 CTAHAAPTH Yy NPOQECiitHiil NisTBbHOCTI.
CK 2. 3paTHICTh BHKOPUCTOBYBaTH 1H(OpMAIiiHI TEXHOJIOTii, CydacHI MeToAM 1 MoJemi
kibepOe3neKu Ta CUCTEMU 3aXHCTy 1HpOopMaIlii.
CK 3. 3patnicTh 3a0e3neuyBaTd HENEPEepBHICTh Oi3HEC-TIPOILIECIB 3TiTHO BCTAHOBJICHOT MOJITHKH
kibepbe3neku Ta 3axucty iHdopmarii.
CK 4. 3partmicth 3abe3nedyBaTd 3axucT iHpopmanii iHGopmamiiiHuXx Ta 1HQOpMAIliiiHO-
KOMYHIKAI[IHHUX CUCTEMAax 3TiTHO BCTAHOBJICHOI MOMITUKH KibepOe3neku i 3aXucTy iHpopmariii.
CK 5. 3parnicte BigHOBIIOBaTH  (yHKIiOHYBaHHs iH(pOpMamiifHUX Ta  iH(pOpMaIiifHO-
KOMYHIKAI[IHHUX CHUCTEM IIicIs peami3amii 3arpos, 37ilicHeHHs kibepaTak, 300iB 1 BiIMOB pI3HHX
KJIaCiB Ta MOXO/KEHHS.
CK 6. 3naTHiCTh BIPOBAKYBaTH Ta 3a0e3MedyBaTH (PYHKIIOHYBAaHHS KOMIUIEKCHUX CHCTEM 3aXHUCTY
iH(popMalli (KOMIUIEKCH HOPMAaTHBHO-TIPaBOBUX, OpraHi3allliHUX Ta TEXHIYHUX 3ac00iB 1 METOIB,
MPOLEAYp, MPAKTUYHUX IPUHOMIB TOLIO. )
CK 7. 3natHicTh 37iiicHIoBaTH mnpodeciiiHy AISUIbHICTD Ha OCHOBI BIIPOBAKEHOI CHCTEMH
yhpaBiiHHA 1H(QOpMaLIHHOIO Ta KibepOe3neKoro.
CK 8. 3parHicTh 3aCTOCOBYBAaTH METOJIM Ta 3aco0M KpUNTOTrpaiyHOro 3axucTy iH(opmaiii Ha
00’exTax 1H(OPMAaLIHHOT AISUTBHOCTI.
CK 9. 3nmarHicTh 3aCTOCOBYBAaTH METOAM Ta 3aCO0M TEXHIYHOTO 3aXHUCTy iH(popmarii Ha 00’€ekTax
1H(pOpMaLIHHOT ISTTBHOCTI.
CK 10. 3paTHICTP BHUKOHYBAaTH MOHITOPUHI 1H(OpMAaLIMHUX MpOIEciB, aHANI3yBaTH, BUSBIATH,
OLIIHIOBATH MOXJIMBI Bpa3JIMBOCTI Ta 3arpo3u iHdopmMmariifHoMy mnpoctopy i iHpopMauiiHUM
pecypcam 3riJIHO 3 BCTAHOBJICHOIO MOMITUKOIO 1HPOpMAaIiHOT Oe3MeKH.
PH 1. BinbHO crninkyBaTHcs JEp>KaBHOIO MOBOIO YCHO Ta NMHUCbMOBO NMPU BUKOHAHHI MpodeciitHuX
000B’s3KiB.
PH 2. ChinkyBaTuCs 1HO3€MHOIO MOBOIO 3 MeTOr0 3ale3nedeHHs e(eKTHBHOCTI mpodeciitHoi
KOMYHIKaIlii.
PH 7. 3actocoByBaTH i ajanTyBaTH Teopii iH(opmalii Ta KOAyBaHHS, MaTeMaTHYHOI CTAaTHCTHUKH,
yucen, kpunrorpadii Ta creranorpadii, o0poOIeHHs 1 nepenayi CUTHaNIB TOIIO, MPUHIUIIN, METO/IH,
MOHATTS KibepOe3neKku Ta 3aXUcTy iH(opmallii y HaB4aHHI Ta mpodeciifHii AisUIbHOCTI.
PH 10. BukopucroByBaTH cydacHl iH(pOpMaliiiHI TEXHOJIOTii, MeToau 1 Mozeni KibepOe3meku Ta
CUCTEM 3aXUCTy 1H(opMmarrii JUISt 3MIMCHEHHS npodeciitHoi TUSITEHOCTI.
PH 13. BmpoBampkyBaTH, HalalITOBYBaTH, CYNpPOBOJKYBAaTH Ta MIATPUMYBAaTH (YHKIIOHYBAHHS
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MPOrpaMHUX 1 MPOrpaMHO-aNapaTHUX KOMIUIEKCIB 1 cucteM KibepOesneku Ta 3axucty iHdopMariii sk
HEOOXigHI mpoueaypu ans (QyHKIIOHyBaHHA iH(poOpMamiiHuX W 1HPOpMaLiHHO-KOMYHIKAaiHHUX
cucteM Ta\abo iHPaCTPyKTypH opraHizallii B I{IIIOMY.

PH 17. 3a0e3neuyBaTu (QyHKI[IOHYBaHHS CUCTEMH YIPaBIiHHS KiOepOe3neKoro 1 3axuctom indopmariii
oprasizariii, BKJIFOYAalO4YHM TEPCOHA] Ta YIpaBJIiHHS HACIiJKaMH peajizallii 3arpo3 iHdopMalliliHii
Oesrielli B KpU30BUX CUTYaIlisIX, Ha OCHOBI 3/IIHCHEHHS MPOIEAYP KUTbKICHOT 1 IKICHOT OIIIHKU PU3HUKIB.
PH 20. Busznayatu 3arpo3u CTBOPCHHsS TEXHIYHHMX KaHAIB BUTOKY iH(}opmalii Ha 00’eKkTax
iH(opMaIiiHOT ISTTBHOCTI; BIPOBA/KYBAaTH 3acO0M 1 3aXOAM TEXHIYHOTO 3aXHUCTy iH(opmarii Bia
BUTOKY TEXHIYHUMH KaHaJaMH, MPOBOIUTHA OOCIyrOBYBaHHS 1 KOHTPOJIb CTaHy alapaTHHX 3aco0iB
3axucTy iH(opMaIllil Ta KOMIIJIEKCIB TEXHIYHOTO 3aXHCTy iH(popMarii.

PH 21. BukoHyBatu BNpOBA/PKCHHS, IMIATPUMKY, aHali3 €(QEKTHUBHOCTI CHCTEM BHSIBICHHS
HECaHKI[IOHOBAHOTO JOCTyMy, Hii 3 iHpopMaliero B iH(OpMAaIliliHIiA CcHCTEMi, BPa3IUBOCTEH,
MOXUIMBUX 3arpo3 iHGopMaIiitHOMy HpocTopy ¥ iH(OpMaliiHKUM pecypcaM Ta BHKOPHCTOBYBATH
KOMIUIEKCH 3aXHCTy s 3a0e3leueHHs HEeOoOXIJHOro pIiBHSA 3aXMIICHOCTI iHQopmamii B
iHpOopMaLiifHUX CUCTEMaX.

4. CTpyKTYypa OCBIiTHBOr0 KOMIIOHEHTA.
. - dopma
Ha3Bu 3mMicTOBHX MOAY.JTiB i TeM Cam.
Ycworo | Jlek. | Jladop. 5 Komnc. | xkonrpoJiio/
00.
P banu

3microBuii Moayab 1. HopMaTHBHO-IPaBOBi aKTH Ta TeOPeTHYHi OCHOBH TEXHIYHHX CHCTEM
3axucry ingopmauii.

Tema 1. 3aranbHi MOJI0XKCHHS Ta 7 1 6 JC
BHMOTH B YaCTHHI OpraHizaiii pooiT
13 TEXHIYHOTO 3aXHCTy iH(popMarii.

Tema 2. IIpaBoBi mijicTaBu Ta OCHOBHI 9 1 2 6 JC

MOJIOXKEHHS 1010 CTBOpPEHHS

komruiekcy T3I B Ykpaini

Tema 3. OCHOBHI TOJIOKEHHS MPO 8 2 2 4 3BiT 110 J126.

CITy K0y 3axXHCTy iHpopmarii. poBori

TexniuHMiA 3aXUCT iHPOpMAITIi.

Tema 4. 3axuct indopmarii Bix HCJI. 8 2 2 4 3BiT 10 7126.
poboTi

Tema 5.3axuct iHpoOpMaLii BiJg BUTOKY 7 1 2 4 3Bit 110 116.

TEXHIYHUMH KaHaJaMHu pobori

Tema 6. 3axuct iHpopMartii Bif 7 1 2 4 3BiT 110 1126.

pyHHYBaHHS KaHaJaMH CIIEIialbHOTO pobori

BILTUBY.

Tema 7. ITopsimok mpoBeaeHHs poOiT 31 10 2 2 6 3BiT 110 J1a0.

CTBOPEHHS CHCTEM TEXHIYHOIO poGori

3axHcTy 1HpOpMaIii.

Pa3zom 3a Mmonynem 1 56 10 12 34 30

3microBuii MoayJsb 2. IlodynoBa cuctemu i ocHoBHuX nigcucrem T3I

Tema 1. Texniune 3aBgaHHs Ha 6 2 2 2 3Bir 110 J120.

crBopenns T31. pobori/

Tema 2. OCHOBH TEXHIUHOI'O 3aXHUCTY 10 2 2 6 3BiT 110 J126.
pobori

iHpopmaii B IC.




Tema 3. OcoGIMBOCTI MPOEKTYBAHHS 10 2 2 6 3sir 110 112
T3I mns AC pizaux kinaciB. Orinka pobori
€(eKTUBHOCTI.
Tema 4. TlepcrieKTHBHI HAaIpsIMU 11 1 2 8 3BiT 110 J120.
pobori
po3BuTky  Komruiekcy 131 B
KibepmpocTopi.
Tema 5. BunpoGyBaHHs Ta repeBipka 11 1 2 8 3sir 110 1126.
TEXHIYHOTO 3aXUCTY iH(popMaIii pobori
Tema 6. BBenennss cucremu 8 2 2 4 3Bit 110 1126.
TEXHIYHOTO 3aXHCTY B JIIIO. poGori
Pazom 3a monynem 2 64 10 12 34 30
TecTyBaHHs 10
MonynbpHa KOHTpOJIbHA poboTa 1 10
MoaynbpHa KOHTpOJIbHA poboTa 2 10
IH/13 10
Bcboro rogun/bais | 120 | 20 | 24 68 100
Metonu xoutpomo*: JIC — muckycis, b — nebaru, T — Tectm, TP — Tpeninr, P3/K —
po3B’s3yBaHHs 3anmaw/keiiciB, I[H/I3/IPC — inguBigyanpHe 3aBIaHHs/iHAWBIgyanbHa poboTa

3no6yBauya ocBit, PMI' — po6ora B manmux rpymax, MKP/KP — MoaynbHa KOHTposibHa poboTa/
KOHTpOJIbHA poboTa, P — pedepar, a Takok aHAITUYHA 3aIIMCKa, aHAIITHYHE €Ce, aHANIi3 TBOPY TOIIIO.

2. 3aBpmaHHS Ul CAMOCTIHHOTO OIPAIIOBAHHS.
CamocriitHa poOoTa 3100yBadiB BKIIIO4Ya€e B cede:

OnpairroBaHHs JEKIIMHOT0 MaTepiaiy.

10 ron

[TepeBipka 3aiHCHIOETBCS il 4ac JAOOpaTOPHHUX 3aHATh Ta OLIHIOETbCS NPH BUCTABIICHHI

OIIIHKH 32 3MICTOBUM MOJYJIb.

[TinroToBKa 10 1a0OpaTOPHUX 3aHATH, BUKOHAHHS JIOMAILIHIX 3aBJaHb. 24 rox
[TepeBipka 3111 CHIOETBCS TT1]] Yac J1abOpaTOPHUX 3AHSTh.
Cucremaru3alliss BABYEHOTO MaTepially rnepe; KOHTpOJIbHUMHU 6 ron
3aX0/1aMH, TECTYBaHHSM.
I[TepeBipka 311HCHIOETbCA M1 Yac KOHTPOJIBHUX 3aX0/11B, TECTYBAHHS.
BuBueHHs TeM, 10 HE pO3IIIAIAl0ThCA B KypCi JeKIIIH. 28 ron
[TepeBipka 311iCHIOETHCS TT1]] YaC MOIYJIBHUX KOHTPOJIbHUX
3aX0/11B 1 OI[IHIOETHLCS BIAMOBIIHOIO KIILKICTIO OaJIiB.
Ne Tema KiapkicTh
3/m TOAHH
1 |[IIpaBoBi mijcTaBu Ta OCHOBHI MOJIOKEHHSI MO0 CTBOpeHHS Komiuiekey T31 B 4
VYkpaini
2 |OcHOBHI MONIOKEHHA NPO cIyk0y 3axucty iHpopmanii. TexHiuHMiA 3axucT 8
iHpOpMaii.




3 |Texuiunwmii 3axuct inpopmanii B8 AC Bix HCI.

3axwuct iHpopMmalii B AC TeXHIYHUMHU 3aco0aMu B pyHHYBaHHS KaHATIaMH
CHEIIaJbHOTO BILTUBY.

OcHOBHU TexHIYHOTO 3axucTy iHpopmauii B IC.

[lepcnieKTUBHI ~ HANpPSMU  PO3BUTKY TEXHIYHOTO KoMIuiekcy 31 B
posnoaiieHnx oouncmoBaibHUX cepenopuinax (POC).

BunpoOyBaHHs cucTeMy TEXHIYHOTO 3aXHUCTy iH(opmarrii Ta Horo aTecTartis

Oco6muBocti npoektyBanHs T3 mis AC pizHux kiaciB. OriHka

€(hEeKTUBHOCTI.
9 |Texuiune 3aBganHs Ha ctBopeHHs T31 B AC 8
Bceboro 68

IV. Honituka ouinroBanns IlosiTuka BUK/Ia1a4ya 010 CTyIeHTA

VYci ydacHHKH OCBITHBOTO TMPOIECY MOBHHHI JOTPUMYBATUCh BUMOT YMHHOTO 3aKOHOJIABCTBA
VYkpainu, Craryry 1 IlpaBun BHyTpimHbOro posnopsaky BHY imeni Jleci VYkpainku,
3arajIbHONPUMHATUX MOpPAJIbHUX MPHHLUIIB, IMPAaBUI MOBEIIHKM Ta KOPIOPATUBHOI KYJIbTYpPH;
MiATpUMYyBaTH atMocdepy AOOPO3UWIMBOCTI, BIANOBIAATBHOCTI, MOPATHOCTI U TOJIEPAHTHOCTI.
ATtMmocdepa Ha 3aHATTAX IOBMHHA OyTH TBOPYOI, BIJIKPUTOK /10 KOHCTPYKTUBHOI KPHUTHKH.
HenomycTumi 3ami3HeHHS Ha 3aHATTS; KOPHUCTYBaHHS MOOUIBHUM TenedOHOM, IJIAHIIETOM YU
IHIIMMU MOOUTPHUMH TPUCTPOSIMH TiJI 4Yac 3aHATTSA; cnucyBaHHSA. OUIKYETHCS, IO BCi CTYACHTH
BIJBIAAIOTh yCi JIEKIii 1 J1a0OpaTopHi 3aHATTS Kypcy. 3aBIaHHA JUId MPAKTHYHOTO BUKOHAHHS
(maboparopui pob6oru, IHJ/I3, camocrtiiiHi poOoTH), 3aBOaHHS TiJICYMKOBOTO KOHTPOJIO (TECTH,
KOHTPOJBbHI po0OTH, IO TepeadadaroTh po3poOKy Mmporpam) 3Mal0ThCs 13 BUKOPUCTAHHSIM 3acO0iB
JMCTaHIIMHOTO KypCy.

ITix yac BUBUEHHS OCBITHHOI'O KOMIIOHEHTA MOXJIMBE BU3HAHHS 1HIIMX pEe3yJbTaTiB HaBUYAHHS,
OoTpUMaHuX y (opmManbHiii, HepopmanbHIi Ta/abo iHpopmanbHiM ocBiTi. [lopsAgok BHU3HAHHA
pe3yibTaTiB HaBYaHHA Ul 3700yBadiB BHUINOI OCBITH, HAOyTuX y: (opMainbHii OCBITI (akazemiuHa
MOOUIBHICTh CTYJEHTIB Ha TEPUTOPIl YKpaiHU UM 1032 i1 MeXaMH, JUIsl CTYJEHTIB, SIK1 IEPEBOASTHCA,
MOHOBIIOIOTHCS 3 1HIKMX 3BO (BITUM3HSHUX YM 1HO3EMHUX); HedopManbHIi Ta/abo iHpopManbHii
ocBiTi 3aikcHI0eThes 3riiHo «[IOJIOJKEHHS npo Bu3HaHHS pe3ynbTaTiB HaBYaHHS, OTPUMAHHUX Y
¢dopmanbHilii, HedopmanpHii Ta/ab0 1HQOpMaIbHIA OCBITI y BoOJMHCBKOMY HalllOHAJILHOMY
yHiBepcuTeTi iMeHi Jleci YKpaiHKkm».

ITosriTuKa 1010 aKaAEMiYHOI 100POYECHOCTI

[Tix yac HaBYaHHS YYaCHUKU OCBITHBOI'O MpOIECY 3000B’s3aHI JTOTPUMYBATHCS aKaJeMIYHOi
JOOPOYECHOCTI: €TUYHUX TMPHHIMUIIB Ta BU3HAYCHUX 3aKOHOM IPAaBHJI, SKHMH MAarOTh KepyBaTHCS
YYaCHHKH OCBITHBOTO TIPOIIECY TiJ Yac HABYaHHS, BUKIAQJaHHS Ta NPOBA/DKCHHS HAYKOBOI
ISUTBHOCTI.

JoTtpumanHs akazemMigHOi T0OpOYECHOCTI 3100yBauaMu mepeadadae: caMoCTiiiHE BUKOHAHHS
HaBYAJIbHMUX 3aBJaHb, 3aBAaHb MOTOYHOTO Ta IiJICYMKOBOTO KOHTPOJIO (A7 ocid 3 0coONMBUM
OCBITHIMH MOTpeOaMu II1 BUMOIa 3aCTOCOBYETBHCS 3 YpaxyBaHHSAM iX IHIMBIAyaJbHUX HOTpeO 1
MOKJIMBOCTEN); IMOCHJIAHHA Ha JpKepena iHopmamii y pas3i BUKOPUCTaHHSA i1ed, TBEpIKEHb,
BIJOMOCTEH; JOTPUMaHHS HOPM 3aKOHOJABCTBA MpPO aBTOPChKE NPaBO; HaJaHHA JOCTOBIPHOI
iHpopMarii mpo pe3yabTaTH BIaCHOI HaBYAJIbHOI (HayKOBO1, TBOPYOI) JisIIBHOCTI.

[Tin dvac oOIIHIOBaHHSA pE3yJIbTAaTiB HaBUAHHS CTYJIEHTH HE KOPUCTYIOTHCS 3a00pOHEHHMU
3acobamu (MOOUIbHUN TedeoH, IJIaHIIET, KOHCIEKT, HaBYallbHa JITepaTypa, IHII JpKepelna
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iHpopmanii, B ToMy uucii [HTepHET-pecypcH), CaMOCTIHO BHKOHYIOTH 3alpOIIOHOBaHI 3aBJaHHS.
[Ipu BUKOHaAHHI JIAOOPATOPHUX POOIT 3 Kypcy 3100yBaui MalOTh NPaBO BUKOPHUCTOBYBATH BJACHI
HOYTOYKH, SIKIIIO BOHU MIATPUMYIOTh HEOOX1/IHE IporpaMHe 3a0e3MeueHHs.

IMosiTKa 11010 AeAJIANHIB Ta NEePEeCKJIATAHHA

Skmo 3m00yBay BHINOI OCBITH OyB BIJICYTHIH Ha 3aHATTAX 3 OyIb-IKOT IPUYMHH, BiH/BOHA
BUBYAIOTh TCOPETHYHUI MaTepiaj caMOCTIHHO BUKOPUCTOBYIOUM HaBYaJbHI IMMOCIOHWKH, KOHCIIEKTH
JIEKIIi{, MaTepiaau IucTaHmiiHOro Kypcy “TexHiuHi cucTeMu 3axucTy iH(opmarii”’, po3MileHnx Ha
maTdopmi AucTaHIiitHOro HaB4aHHs Moodle, BUKOHYIOTH BCl JoMaliHi 3aBnanHs. [Ipo3BiTyBaTucs
PO BHUKOHAHHS 3aBJaHb MOKHA, BUKOPUCTOBYIOUM BHILE3a3HAUYEHI AUCTaHLIWHI KypcH, abo mia Jac
KOHCYJbTAIllll, OAHOYACHO TpU I[OMY 3’SICYyBaTH HE3pO3yMiUII MOMEHTH, 3aJaTH 3alUTaHHS
BUKJIafady. ICHye MOXJIMBICTb BHKOpHCTaHHS (GopyMmMy aucTaHIiiiHOro Kypcey. llepeckiamanns
KOHTPOJILHHUX POOIT Ta TECTyBaHb 3a00POHEHO.

1. MincymMKoBHUii KOHTPOJIb

[TincyMKoBOIO (OPMOIO KOHTPOIIO OCBITHHOIO KOMIIOHEHTa ‘‘TexXHIYHI CHUCTEeMH 3aXHCTy
iHpopMaii” € icruT.

O1iHIOBaHHS HABUYAJIBHUX JOCATHEHH 3IiiicHIOETHCA 3a 100 OampHOIO 1mkainor. OriHka
BKJIIOYAa€ B ceOe MOTOYHUI KOHTPOJb (OLIHIOETHCS pOOOTa Ha IMapax, BYacHE 1 SKiICHE BUKOHAHHS
JOMAIIIHIX 3aBJlaHb) Ta MiJICYMKOBHUH KOHTPOJIb (CaMOCTiiiHE BUKOHAHHS 1HIWBIIYyaJIbHUX 3aBIaHb,
KOHTPOJIbHI poOOTH, epeBipKa TEOPETHUHOT MIATOTOBKH y hopMmi TecTtyBaHHs, IH/I3). Makcumanbha
KUIBKICTh 0alliB, SIKY MOK€ OTpUMAaTH 3700yBay MijJ 4ac MOTOYHOTO OIliHIOBaHHA 3a cemecTp — 40
6aniB. MakcumanbHa KUIBKICTh OaiiB, sIKy MOXKEe OTpUMAaTH 3700yBad 3a MiJICYMKOBHI KOHTPOJb 3a
cemecTp ckiamae 60 Gamis.

SIkuio 3a pe3yibTaTaMyu CEMECTPY HAKOMMYEHO He MeHIe 75 6aliB 1 CTYACHT MOTOKY€EThCS
13 UM Pe3yJbTATOM, TO OIIHKA 32 CEMECTP MOXKE BUCTABIATHCS 0€3 CKiIamaHHs icnuTy. B iHImomy
BUTIQ/IKY CTY/ICHT CKJIQ/Ia€ iCTIUT; MaKCUMaJIbHa KUTBKICTh 0aJiB, IKy MOKHA OTPHMAaTH Ha icnuTi — 60
OaniB. BoHM 3amiHIOIOTH 0alli MOJYJIBHOTO CEMECTPOBOIO KOHTPOJIIO, MOTOYHHM CEeMeCcTpOoBUI
KOHTPOJIb NPH IIbOMY 30€piraerhbes.

Icniut nepend6avae BUKOHaHHA TecTOBHMX 3aBAaHb (10 muTaHe Mo ogHOMY 0aiy) Ta BiANOBiAb
Ha nutanHs (30 6aniB) Buknanay 3anuinae 3a cob600 MpaBO CTAaBUTH YTOUYHIOIOUI MUTAHHS MiJ] Yac
BIJIIOBI/Il CTYZI€HTA Ta IPOCUTH MPOKOMEHTYBATH NMporpaMHuil KoJ. CTy1eHT TOBUHEH BUKOPUCTATH
3aco01 Ti€el MOBH ITpOrpaMyBaHHsI, SIKa BKa3aHa y 3aBJaHHI.

Iuranus qus icnuty

1. HasBiTh MeTOIU MiJBUILIEHHS €HEPreTUYHOI Ta CTPYKTYPHOI TAEMHOCTI CHCTEMH INepelaBaHHs
iHpopMaii.

2.  JlaifTe BU3HAYCHHS MOHSATTS TEXHIYHOTO 3aXHUCTy iH(opMartii

3. SIki Bam BijoMi miaxoau a0 Kiacugikarii 3arpo3 0esneri iHGopmarii?

4.  HaseniTh kinacudikaniiiHy CTpyKTypy KaHaJliB HECAHKI[IOHOBAHOTO OTPUMaHHs iH(opmarlii.

5.  Jlaiire Bu3zHaueHHs NOHATTIO "TexHiuHuil kaHanm BUTOKY iH(opmarii". Ha3BiTh OCHOBHI BHIH
TEXHIYHUX KaHaJIB.

6. /aiire knacugikariro JKepea BUTOKY iH(popMarlii.

7.  HameniTh BiIoMi BaM METO/IH 1 3aCO0M KOHTPOIIIO aKyCTHYHOT iH(hopMaIrii.

8.  Pozkpuiite 3MicT MeToAiB KOHTpOJIO iH(popMalii TEXHIYHMMH  3aco0aMu B KaHajax
TeIeQOHHOTO 3B'A3KY.



9.  OxapakTepusyiiTe OCHOBHI CIIOCOOM 3amo0iraHHs BUTOKY iH(popMalii M0 TEeXHIYHUX KaHajax.
OxapakTepu3yiTe criocodu 3axucty iHpopmarlii B KaHaiax 3B'S3KY.

10. CdopmymntoiiTe OCHOBHI KOHILIETITYalIbHI IOJIOXKEHHS TeOpii 3aXucTy iH(popmarrii.

11. Sk BIIIMBArOTH MOKA3HUKH iH(POPMAILIii, 10 3aXHUIAETHCS, HA CTPYKTYPY 1

12. Tlizxoam 10 MPOEKTYBaHHS TEXHIYHOI CHCTEMH 3aXHUCTy iH(popMaIii?

13. Poskputu kpuTepiii BUOOPY 3aC00iB 1 METO/IIB 3aXHCTY.

14. PoskpuTH 3a7a4y MiHiIMi3aIlii BapTOCTI Ta €()eKTUBHOCTI 3a0€3MCUCHHSI CUCTEM 3aXHUCTy 00’ €KTa.

15. Po3kpuTH Ta MOSCHUTH 3aX0/IH, SIKIi BAKOHYIOThCS TIpH cTBOpeHHI T31.

16. IIporpamui 3aknaaku Ta ix ckiamosi. Kimacudikairis mporpaMHUX 3aKjIaaoK.

17. SIxi OCHOBHI XapaKTEPUCTUKU TEIIEKOMYHIKAI[IITHOT CHCTEMH SIK 00'€KTa 3aXHCTY.

18. Poskpmiite mnoHATTA 3arpo3u iHpopMmariifHOT Oe3meku. SKi OCHOBHI HampsSMHU 3aXHCTy
iHpopmarii?

19. Knacudixkarris 3arpo3 iHpopmaIiiifHoOi 6€3MeKH 3a KOMIIOHEHTaMU 1HPOpMAIiHHUX CUCTEM, Ha SIKi
BOHU HalIlJICH].

20. Knacudikauis 3arpo3 iHpopmaiiitHoi 6e3neku 3a XapakTepoM BILTUBY

21. Knacudikariis 3arpo3 iHdopmarliiinoi 6e3neku 3a po3MIIICHHAM iX JKepesna. SIKi OCHOBHI BUIN
3arpo3 Oe3reku iHpopMaIitHUM TEXHOJIOTIIM?

22. OcHOBHI TeXHOTEHHI repedadyBaHi Ta HemepenOaueHi 3arpo3u iHpopMamiiHiii CHCTEMH

23. SIxy cucteMy CKJIQAArOTh AeCTa0lIi3yl04i YNHHUKH BiAMOBIIHO /IO TEXHOJIOTI] 1 ()yHKIIIOHYBaHHS
iHpopmarii?

24. TlpuBecTu CTPYKTYypy KaHalIy BHTOKY iH(poOpMaIii Ta JIaTH XapaKTEPUCTHKY CEpPEIOBHUILY
nepeaadi iHpopMmarrii.

25. SIkumu BHJIaMU MOXYTh OyTH MPEJICTaBICHI MPHUPOJIHI KaHATU BUTOKY ?

26. JlaiiTe XxapakTepUCTUKY KaHallaM BUTOKY iH(opmallii, ki CTBOPEH1 3aKIaJHUMHU MPUCTPOSIMU?
SIK1 OCHOBHI TeHJIEHIII{ Ta IUIAXU PO3BUTKY 3aKJIaIHUX MUCTPOiB?

27. SIxi OCHOBHI METOAM 3aXUCTy BiJ BHUTOKY iH(opmamii 3 OOMEKEHHUM JOCTYIIOM MUISIXOM
MPOCITYXOBYBaHHs?

28. Sk 3amexHO BIiJ THITy CTBOPIOBAHOTO EJIEKTPOMArHITHOTO TIOJII PO3PI3HSIOTH  BHIU
eKpaHyBaHHA?

29. SIxi meronu 3a0€3MeUyIOTh 3HI)KEHHS MOTYKHOCTI BUITPOMiHIOBaHb 1 HaBe/IeHb?

30. Sxi ocHoBHI MeToau 3axucTy iH(opmarii Bix HCJ] B aBTOMaTH30BaHUX cHUCTeMax?

31. /laiiTe XapakTepHUCTUKY OCHOBHUM Ta JOMOMIXHUM TEXHIYHHUM 3acC00aM Ta CUCTEMaM.

32. Poskpuiite NOHATTS 30HU 1, 30HU 2 Ta KOHTPOJIHOBAHOI 30HH.

33. Sk knacudikyrorecs TKBI 3a disnunumu edexramu, nporecamu? Sk knacudikyrorscs TKBI 3a
HOCIEM, 1110 YTBOPIOETHCS KEPETIOM HEOE3MEUHOT0 CUTHAITY?

34. Sx xnacudikyroteest TKBI 3a cnocobom mepexorieHHs iHpopmMalii 3acob0amMu  po3BiIKH
MIPOTUBHUKA?

35. Jlaiire XapaKTepHCTUKY TEXHIYHHUM KaHaJaM BHUTOKY iH(popMarii depe3 AOMOMDKHI TEXHi4YHi
3aco0M 1 CUCTEMHU Ta CTOPOHHI MPOBITHUKH.

36. JlaifTe XapakTepUCTUKY €JIEKTPUUHUM KaHallaM BUTOKY iH(opMallii, sKi BAHUKAIOTh B PE3yJbTaTi
MIPOCOYYBaHHS HEOE3MEUHUX CUTHAIIIB B JIAHIIOTH €JIEKTPOKUBIICHHS.

37. Jlaiite XapakTepUCTUKY €IEKTPUIHUM KaHallaM BUTOKY iH(opMarlii, 1Kl BAHUKAIOTh B pPe3yJIbTaTi
MPOCOYYBaHHS HEOE3MEUHNX CUTHAIIIB B JIAHITIOTH 3a3€MJICHHSI.

38. JlaiiTe XapakTepHUCTUKY MMapaMETPUYHMM KaHaJaM BUTOKY iH(opMarii, mo oOpoOisieTbes B
OCHOBHUX TEXHIYHHUX 3ac00ax 1 CUCTeMaXx.

39. Jlaiite XapakTepUCTHKYy aKyCTHYHHM Ta aKyCTOBIOpallifHUM KaHajaM BHTOKY MOBHOL
iHpopMmaii.



40. JlaiiTe XapakTepUCTHKY AaKyCTOCJIEKTPHYHUM Ta aKyCTOONTHYHHUM KaHajaM BHUTOKY MOBHOI
iHpopmarii.

41. JlaiiTe XapakTepuUCTHKY TapaMeTpUYHUM KaHalaM BUTOKY MOBHOI iH(popmartii.

42. 'YmoBu 00poOku iHpopMalii B cucTeMi.

43. Tlopsmox po3pobiieHHs Ta O(OPMIICHHS TporpaMm 1 MeToauk BunpoOyBanb Illo HaBOmSTH y
po3aiii “Bumoru 1mo/10 3a06e3reueHHs OXOPOHH JIEP>KaBHOT TAEMHHMITI».

44, Arecranis komiuiekcis T31.

45. OcHoBHi eTanu atecTarii komriekcy T31.

46. 3wmict apyroro erany cTBopeHHs komruiekcy T31 “Po3poGieHHs Ta BIPOBaKEHHS 3aXOMdIB 13
3axucry indopmarii” va OI/I.

47. 3aBmanHs Cnyx0Oum 3axucty iHdopmairii.

VI. lllkaja ouninioBaHHSA

Ikana ouiHIOBaHHA 3HAHb 3100yBaYiB OCBITH 3 OCBITHIX KOMIIOHEHTIB, /¢ (OpPMOI0 KOHTPOJIIO

¢ iciur
. Omninka 3a mkaiaow ECTS
Omninka . . .
JIIHrBicTHYHA OLliHKA
B 0aj1ax .
omiHKa MOSICHEHH S
90-100 BigMinaO A BIZIMIHHE BUKOHAHHS
82-89 Hyxe nobpe B BUIIIE CEPETHBOTO PiBHS
75-81 Hobpe C 3arajom xopoia pooora
67-74 3a10BUILHO D HEIMOTraHOo
BHUKOHAHHS BIIIOBigac
60-66 JlocTaTHbO E .. i
MIHIMaJTEHUM KPHTEPisIM
1-59 HezanosinbHO Fx HeoOX1/IHEe TepecKIIadaHHs

VI. PexomeHnoBaHa JiitepaTrypa Ta iHTepHeT-pecypcu

1. Serhii Yevseiev, Volodymir Ponomarenko, Oleksandr Laptiev, Oleksandr Milov and others/
Synergy of building cybersecurity systems. Kharkiv. Publisher PC TECHNOLOGY CENTER. 2021 —
188 ¢. Serhii Yevseiev, Volodymir Ponomarenko, Oleksandr Laptiev, Oleksandr Milov and others/
Synergy of building cybersecurity systems. Kharkiv. Publisher PC TECHNOLOGY CENTER. 2021 —
188 c.

2. JlanreB O.A., CaBuenko B.A., Hlyknin I'.B. BusBienus Ta 6;10KyBaHHS 3aC001B HETIIACHOTO

oTpuMaHHs iHQopmauii Ha o6'ektax iHopmaniitHoi misuteHOcTi. K. JAYT. 2020 — 126 c.
https://dut.edu.ua/ua/lib/2/category/96/view/2031
3. O.A. JlanTeB. MeTon0/0TYHI OCHOBM aBTOMAaTH30BAaHOI'O MOLIYKY IU(PPOBUX 3ac00iB

HerJacHoro orpuMaHHs iHpopmarii. — K. Mineniym. 2020 — 326 c. YJIK 004.056.53. ISBN 987-966-
8063-79-3. https://www.dut.edu.ua/uploads/l_2162_16683938.pdf

4.  JlanteB O.A., Ky3aBkoB B.B., Xopomko B.O. «Cucremu nomryky 3aco0iB HETJacHOIO
3100yTTS aKyCTHYHOI iHpopMarii» — K. Mineniym. 2023 — 282 c.
https://www.researchgate.net/publication/368925556_SISTEMI_POSUKU_ZASOBIV_NEGLASNO
GO_ZDOBUTTA_AKUSTICNOI_INFORMACII
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