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1.0nuc 0CBIiTHLOr0 KOMIIOHEHTA

I'any3b 3HaHb,

HaiiMmeHnyBaHHS MOKa3HUKIB crneniajbHIiCTh, XapakTepucTHKA OCBITHHOIO
KOMIIOHEHTA
OCBITHSI Iporpama,
Jenna ¢popma HaBYUAHHS HopmaTtuBHa
KinbkicTs ronnn/kpeauTis 12 Indopmauniiini Pik HaBuanusa 4
120/4 TexHoJIorii Cemectp_8-wii
125 KidepOe3neka Ta

. Jlexmiii: 20 roz.
3axMcT iHopmanii 1 A

Kibep6e3neka Ta 3axucr
ingopmauii 6akasaBp

JlabopaTopni podortu : 24ron.

IH/A3: € Cawmocriiina podora 68 rog.

Koncyabramii: 8 rox.

(DopMa KOHTPOJII0: CK3aMCH

MogBa HaBYaHHsA: YKpaIHCbKA

II. IndopMmanisi npo BUKJIagaya
[TIIT JlanireB Onekcanap AHATOTIHOBAY
HayxoBwii cTymiHb: TOKTOp TEXHIYHUX HAYK
Buene 3BaHHs: cTapmnii HAYKOBHI CIIBPOOITHUK
[Tocana: mpodecop kadenpu koM IOTEPHUX HayK Ta KibepOe3meku
KonrakTha inpopmartis : Alaptev64@ukr.net
JTui 3ausTh https://ps.vnu.edu.ua/cgi-bin/timetable.cgi

[IIT I'pumanoBuy TetstHa OnexcanapiBHa

HayxoBuii cTyninb kaHAUIAT P13UKO-MaTEMaTUYHUX HAyK
[Tocana noueHT kadeapu KOMI IOTEPHUX HAayK Ta KibepOe3neku
KonrakTha iHdopmarrtis hryshanovych.tatiana@vnu.edu.ua

Jui 3ausats https://ps.vnu.edu.ua/cgi-bin/timetable.cgi

II1. Onuc nucuMnIiHN

1. A”ortanisi kypcy. OcBiTHIM KOMIOHEHT «TexXHIYHHUN 3axHcT iH(popMalii» BIJHOCUTHCSA 10
MepeNiKy AUCIUIUIIH [UKITY TpodeciiHoi MmAroroBkd. HapuanpHa OHUCHMIUIIHA —TPUCBSYCHA
MiBUILEHHIO PIBHSA 3HaHb 3700yBadiB 3 Teopii 1 MPAaKTUKM 3axXUCTy BiJA BHUTOKY iH(popmarii
TEXHIYHUMH KaHaJlaMd, HaOyTTs BMiHb 1 HaBUYOK 3 BHSBJICHHS TEXHIYHUX KaHAJIIB BUTOKY
iHpopmanii, iX OJOKyBaHHS, CTBOPEHHI Ta BIPOBAKEHHI KOMIUIEKCIB TEXHIYHOTO 3aXHCTy
iH(popMallii, B 3HAHHI OCHOB OpraHi3allii Ta MopsAAKY BUKOHAHHS POOIT 13 CUCTEM 3aXUCTy iHpopmarlii
BiJl BUTOKY iH(opMarlii.

2. Mera i 3aBJaHHSl OCBiTHBOI'O KOMIIOHEHTA: METOI IUCHUILUIIHU «TeXHIYHUN 3axucT
iHpopMallii» € BUPOOJIEHHS Y CTYJEHTIB TEOPETUUYHUX 3HAHb Ta MPAKTUYHUX HABUYOK CAMOCTIHHOI
poOoTH 3 3abe3meueHHs] TeXHIYHOro 3axucTy iHpopmarii Ha o0’ekTax 1HPOpPMALIWHOI IISIBHOCTI.
Jatu 3700yBayaM moriuOIieH! 3HaHHS B ONAHYBaHHI 3arajlbHUX TEOPETHYHHUX 3HAHb Ta MPAKTUYHUX
HaBHUYOK IOJI0 pO3pOOKM TUIIOBOI CTpaTerii 1 opraHizalii TEXHIYHOTO 3aXUCTy 1HQopmarllii. BuBuenHns
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about:blank

0COOMBOCTEH MOOYMOBU TEXHIYHMX CHUCTEM 3aXUCTy iH(opMarlii Ta MEHTPaTi30BaHOTO YIPaBIIHHSI
cucTeMoro iH(opMaIiiftHOT Oe3neKu.
1. Pe3yabTaTn HABYaHHS.
3arajbHi KOMIIETEHTHOCTI:
3K 1. 31aTHICTh 3aCTOCOBYBATH 3HAHHS Y MPAKTUYHHUX CUTYALIIsX.
3K 2. 3HaHHs Ta pO3yMiHHS IPEAMETHOI 00JIacTi Ta pO3yMiHHSA MPOQEeCiiHOT AISITHHOCTI.

3K 3. 31aTHICTh CIJIKYBATUCS AEPKABHOIO MOBOIO SIK YCHO, TaK 1 MICHMOBO.
3K 5. 31aTHICTh BUUTHCSA 1 OBOJIOJIIBATH CYYaCHUMH 3HAHHSIMH.

CrneniauabHi (¢paxoBi, mpeaMeTHi) KOMIIETEHTHOCTI
CK 1. 31aTHICTh 3aCTOCOBYBAaTH 3aKOHOJaBUy Ta HOPMAaTHBHO- IPaBOBY 0a3y, a TakoX AEp>KaBHI 1
MDKHApOJIHI BUMOTH, ITPAKTUKH 1 CTAaHAAPTH y PO eCiiHIi MisUTBHOCTI.
CK 2. 3parHicTh BHKOPHCTOBYBaTH iH(pOpMAIliifHI TEeXHOJOrii, Cy4acHI MeTOoIu 1 Mojeni
kibepOe3neKku Ta CUCTEMH 3aXHCTy iH(opMarrii.
CK 3. 3parnicTh 3a0e3meuyBaTd HENEPEPBHICTh Oi3HEC-TPOIECIB 3TiTHO BCTAHOBJICHOT MOJITHKU
kibepOe3neku Ta 3axucTy iHdopmaiii.
CK 4. 3parmicte 3abe3mevyyBaTH 3axucT iHopmanii iHpopMmamiiHuX Ta iH(pOpPMAIiTHO-
KOMYHIKAI[IHHUX CHCTEMax 3TiTHO BCTAHOBJICHOI MOJTITHKHU KiOepOe3rekn 1 3aXucTy iHpopMarlii.
CK 5. 3parnicte BigHOBIIOBaTH  (yHKIiOHYBaHHs iH(pOpMaImiifHUX Ta  iH(pOpMaIiifHO-
KOMYHIKAI[IHHUX CUCTEM IIicis peamizamii 3arpos, 3iiiicHeHHs kibeparak, 300iB 1 BIAMOB pPI3HUX
KJIaCiB Ta MOXOKEHHS.
CK 6. 3naTHiCcTh BIPOBAKYBaTH Ta 3a0e3MedyBaTH (PYHKIIOHYBaHHS KOMIUIEKCHUX CHCTEM 3aXUCTY
iHpopmamii (KOMITJIEKCH HOPMAaTHBHO-TIPABOBUX, OPTraHi3allilHUX Ta TEXHIYHHX 3ac00iB 1 METOIB,
poreyp, MPaKTHYHUX MPUHOMIB TOIIIO.)
CK 7. 3patnicth 37iiicHIoBaTH mpodeciiiHy MisIbHICTH Ha OCHOBI BIPOBAKEHOI CHCTEMH
yIpaBIiHHA iHPOpMaLiiHOIO Ta KibepOe3neKoro.
CK 8. 3parHicTh 3aCTOCOBYBaTH METOIHM Ta 3aco0M KpumrorpadidyHoro 3axucry iHpopmarii Ha
00’ekTax iHQOpMAIIITHOT isITBHOCTI.
CK 9. 3natHiCTh 3aCTOCOBYBaTH METOAM Ta 3acO0M TEXHIYHOTO 3aXUCTy iH(opmariii Ha 00’€KTax
iHpopMaNiiHOI IiSIBHOCTI.
CK 10. 3p1aTHiCTh BUKOHYBaTH MOHITOPHMHI 1H(OpMAIifHUX MpOIEciB, aHaNi3yBaTH, BUSBIATH,
OILIIHIOBaTH MOJKJIMBI Bpa3jMBOCTI Ta 3arpo3u 1HQGOpMaIiiHOMY NpocTOopy W 1H(QOpMAaIiiHUM
pecypcam 3TiIHO 3 BCTAHOBJICHOIO MOJITHKOO 1HGOPMAIIiiTHOT O€3MeKH.
PH 1. BinbHO cHijKyBaTUCS JE€P>KaBHOIO MOBOIO YCHO Ta MUCHMOBO NPU BUKOHAHHI MpogeciiiHux
000B’I3KIB.
PH 2. ChinkyBaTuCs 1HO3€MHOIO MOBOK 3 METOHO 3a0e3nedeHHs ePeKTHBHOCTI MpodeciiiHol
KOMYHIKaIii.
PH 7. 3actocoByBatu i agantyBaTu Teopii iHGopMallli Ta KOJAyBaHHS, MATEMAaTUYHOI CTaTHCTUKH,
yucen, kpunrorpagii Ta creranorpadii, 00poOaeHHs 1 nepenayl CUTHaNIB TOIIO, MPUHIUIIN, METO/IH,
MOHATTS K10epOe3neKy Ta 3aXUcTy 1H(opmallil y HaB4aHHI Ta IpodeciifHii AisUIbHOCTI.
PH 10. BukopucroByBaTH Ccyd4acHi iH(popMaliiHi TEXHOJ]Orii, MeToau 1 Moneni KidepOe3neku Ta
CUCTEM 3aXUCTY iHpOopMartii JUTSt 3M1iCHEeHHS npodeciiHol TiSUTBHOCTI.
PH 13. BmpoBampkyBaTH, HalalITOBYBaTH, CYNpPOBOKYBAaTH Ta MIATPUMYBAaTH (YHKIIOHYBAaHHS
MIPOrpaMHUX 1 MPOrpaMHO-aNapaTHUX KOMIUIEKCIB 1 cucTeM KibepOesneku Ta 3axXucTy iH(opmarlii sk
HeoOXiHI mpouenypu ais (yHKUIOHYBaHHS 1H(OpMaliMHUX ¥ 1HQOpMaliitHO-KOMYHIKAIIHHUX
cucteM Ta\abo iH(pacTPyKTypH OpraHizallii B I{iJIOMY.
PH 17. 3a0e3neuyBatu yHKLIOHYBaHHS CUCTEMH YIIPaBIIIHHS KiOepOe3neKoro 1 3axucToM iHpopmarii
oprasizaiii, BKJIIOYalO4YM IE€PCOHA] Ta YIPaBIiHHSA HacliJKaM{ peajizauii 3arpo3 iHbopMariiHii
Oe3neri B KpU30BUX CUTYaIlisIX, Ha OCHOBI 3/1IHCHEHHS MPOIeayp KUIbKICHOI 1 IKICHOT OLIIHKH PU3HKIB.
PH 20. BusnauaTu 3arpo3ud CTBOpEHHS TEXHIYHMX KaHaJiB BUTOKY iHQopmamii Ha 00’eKTax
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iHpopMaNiiHOi NiSIBHOCTI; BIPOBAKYBATH 3acO0M 1 3aXOAM TEXHIYHOTO 3axXUCTy iH(popmarii Big

BUTOKY TEXHIYHUMH KaHaJIaMH, MPOBOAMTU OOCIYrOBYBaHHs 1 KOHTPOJb CTaHy amapaTHHUX 3aco0iB

3axucTy iH(OopMaIlil Ta KOMIIJIEKCIB TEXHIYHOTO 3aXHCTy iH(popMarlii.

PH 21. BukoHyBaTH BIPOBAKCHHS, IIITPUMKY,

aHaji3 e(EeKTUBHOCTI CHCTEM BHSBJICHHS

HECaHKI[IOHOBAHOTO JOCTyNy, i 3 iHdopMmaliero B iH(MOpMAIiWHIA CHUCTEMi, BPa3IMBOCTEH,
MOXJIMBUX 3arpo3 iH(GOpMaliiiHOMY TpOCTOpY ¥ iH(OpMalLIMHKM pecypcaM Ta BHKOPHCTOBYBATH

KOMIUIEKCH 3aXHCTy s 3a0e3neueHHs HEeOoOXIJHOro pIiBHSA 3aXMIICHOCTI iHQopmamii B
iHpOopMaLiifHUX CUCTEMaX.
4. CTpyKTYypa OCBITHBOr0 KOMIIOHEHTA.
. - dopma
Ha3Bu 3MicTOBHX MOYJIiB i TeM Cam.
Ycboro | Jlek. | Jlabop. Konc. | xonTpoOII0/
poo.
bain
3micToBuii MoayJb 1. HopMaTuBHO-IPaBOBi aKTH Ta TeOPEeTHYHi OCHOBH TEXHIYHUX CHCTEM
3axucTy iHgopmauii.
Tema 1. 3aranbHi MOJIOXKEHHS Ta 7 1 6 JC
BHMOTH B YaCTHHI OopraHizaiii pooiT
13 TEXHIYHOT0 3aXHCTy iH(popMarii.
Tema 2. TIpaBoBi mizcTaBu Ta OCHOBHI 9 1 2 6 J1C
MOJIOKEHHS 1010 CTBOPEHHS
komiutekcy T3I B Ykpaini
Tema 3. OCHOBHI TOJIOKCHHS MPO 8 2 2 4 3BiT 110 126.
ciryx0y 3aXUCTY iHpopMmarii. poGori
TexHiuHMit 3aXUCT 1HPOpMAIIii.
Tema 4. 3axuct indopmarii Bix HCJI. 8 2 2 4 3BiT 110 7126.
pobori
Tema 5.3axuct iHpOpMAILIii BiJl BUTOKY 7 1 2 4 3Bit 110 116.
TEXHIYHUMH KaHaJaMH pobori
Tema 6. 3axuct indopmartii Bif 7 1 2 4 3BiT 10 1a6.
pyHHYBaHHS KaHAJIAMHU CICIIaIbHOTO pobori
BILIUBY.
Tema 7. ITopsimok mpoBeaeHHs poOiT 31 10 2 2 6 3BiT 110 J1a0.
CTBOPEHHS CHCTEM TEXHIYHOTO pobori
3axHcTy 1HpOopMaii.
Pa3zom 3a Mmonynem 1 56 10 12 34 30
3microBuii MoayJsb 2. Ilo0ynoBa cuctemu i ocHoBHuX nigcucrem T3I
Tema 1. TexniuHe 3aBHaHHs HA 6 2 2 2 3BiT 110 J120.
ctBopeHHs T3I. pobori/
Tema 2. OCHOBHU TEXHIYHOTO 3aXHCTY 10 2 2 6 3Bir mo 71a6.
. pobori
iHpopmaii B IC.
Tema 3. OcoOauBOCTI MPOEKTYBAaHHS 10 2 2 6 3Bir 110 1120.
T31 s AC pizaux knaciB. Orinka pobori
e(hEeKTUBHOCTI.
Tema 4. IlepcriekTBHI HanpsMu 11 1 2 8 3BiT 110 J120.
po6oTi
po3BuUTKy  kommiuekcy T3l B
KibepmpocTopi.
Tema 5. BunpoOyBaHHs Ta mepeBipka 11 1 2 8 3BiT 110 J120.
. . pobori
TEXHIYHOTO 3aXUCTY iH(pOpMaIlii




Tema 6. BBemenHs cucreMu 8 2 2 4 3sir 110 112
TEXHIYHOTO 3aXUCTY B JIIIO. pobori
Pazom 3a monynem 2 64 10 12 34 30
TecryBaHHs 10
MonynbpHa KOHTpOJIbHA podoTa 1 10
MonynpHa KOHTpOJIbHA poOoTa 2 10
H/13 10
Beboro roqun/Banis | 120 | 20 | 24 68 100

Meromu kontpomto*: JIC — muckycis, b — nebatm, T — Tectu, TP — tpeninr, P3/K —
po3B’s3yBaHHs 3amad/keiiciB, IH/3/IPC — imguBigyanbHe 3aBIaHHS/IHAMBITyaJbHa poOOTa
3n00yBada ocBitH, PMI' — pob6ora B mamux rpymax, MKP/KP — MoxynpHa koHTposibHa pobOoTa/
KOHTpOJIbHA poboTa, P — pedepar, a Takox aHATITUYHA 3aIIMCKa, aHATIITHYHE €Ce, aHalli3 TBOPY TOILO.

2. 3aBaaHHS A1 CaMOCTIHHOTO OTPAIFOBAHHS.
CamocriitHa po0OoTa 3100yBaviB BKIIIOYa€ B cede:

OnparmroBaHHs JISKIIHHOTO MaTepiany.

10 rox

[lepeBipka 3MIHCHIOETBCS i 9ac JAOOPAaTOPHHUX 3aHATH Ta OIIHIOETHCS NPH BUCTABIICHHI

OIIIHKH 32 3MiCTOBUH MOJYJIb.

[TiaroroBka 10 1a00paTOPHUX 3aHTh, BUKOHAHHS JIOMAIIHIX 3aBIaHb. 24 ron
[TepeBipka 311lCHIOETBCS 1111 Yac JIA0OPAaTOPHUX 3aHSATh.
Cucremaru3alisi BABYEHOTO MaTepially repes KOHTPOJIbHUMU 6 rog
3aX0/1aMH, TECTYBaHHSIM.
[TepeBipka 3111 CHIOETHCS TT1]] YaC KOHTPOJIbHUX 3aXO0/1B, TECTYBaHHS.
BuBueHHs TeMm, 1110 HE PO3IIISIAI0THCS B KYpCl JIEKIIIH. 28 rox
I[TepeBipka 311HCHIOETbCS M Yac MOJIYJIbHUX KOHTPOJIBHUX
3aXO/iB 1 OLIHIOETHCS BIAMOBIIHOO KIIBKICTIO OalTiB.
Ne Tema KiabkicTn
3/m TOAHH

1 |[IpaBoBi migCcTaBM Ta OCHOBHI MOJOXEHHS 1010 CTBOpEHHs KomIuiekcy T3I B 4
VYkpaini

2 |OcHOBHI MONIOXKEHHA NPO cayk0y 3axucty iHpopmamnii. TexHiuHmiA 3axucT 8
1H(popMarlii.

3 |Texnuiunwmii 3axuct iHpopmamii B AC Big HC/I. 8
3axuct iHpopMalii B AC TexHIYHUMU 3aco0aMu BiJ pyHHYBaHHS KaHalaMU 8
CHEIIaJIbHOTO BIUIUBY.

OcHOBU TexHIYHOTO 3axucTy iHpopmauii B IC.
[lepcriekTHBHI HampsIMU  PO3BUTKY TexHIYHOTO Komruiekcy 3l B
po3nonineHnx oduuncmoBanbHuX cepenoBuiiax (POC).

7 |BunpoOyBaHHS CUCTEMH TEXHIYHOTO 3aXMCTy iHPOpMAIIil Ta HOTo arecTraris 8




8 |Oco6nuBocTi npoektyBanHs T3 s AC pizaux kiaciB. OuiHka 8
€(EeKTUBHOCTI.

9 |Texuiune 3aBnanHs Ha ctBopeHHs T3] B AC 8
Bceboro 68

IV. Honaituka ouinroBanns IlosiTuka BUK/Ia1a4ya 00 CTyIeHTA

VYci yJacHHKHU OCBITHBOTO IMPOIIECY MOBUHHI JTOTPUMYBATHCh BUMOT YHHHOT'O 3aKOHOJIaBCTBA
Vkpainu, Cratyry 1 IlpaBun BHytpimHboro posnopsaky BHY imeni Jleci Vxkpainkw,
3arajIbHONPHUHATUX MOPAJIbHHUX MPHHIUIIB, TPaBWI TOBEIIHKA Ta KOPIOPATHUBHOI KYJIBTYpH;
MIATPUMYBaTH aTMochepy MTOOpO3UWIMBOCTI, BIAMOBINAIBLHOCTI, MOPSJIHOCTI W TOJEPAHTHOCTI.
ATMmocdepa Ha 3aHATTAX IOBHHHA OyTH TBOPYOIK, BIJIKPUTOI JIO KOHCTPYKTUBHOI KPHUTHKH.
Hemonyctumi 3ami3HEHHsT Ha 3aHATTA, KOPUCTYBaHHS MOOLILHUM Telie(OHOM, IUIAHIIETOM YH
IHITUMUA MOOUTBHUMM TPHUCTPOSMH TIiJ 4Yac 3aHATTA;, crucyBaHHA. OYiKyeThCS, IO BCl CTYICHTH
BIJBIAAIOTH yCi JIEKIil 1 J1abopaTopHi 3aHATTS Kypcy. 3aBIaHHA Ul NMPAKTHYHOTO BUKOHAHHS
(maboparopui pobortu, IH/I3, camocriiiHi poOoTH), 3aBHaHHS IIJICYMKOBOTO KOHTPOIIO (TECTH,
KOHTPOJBbHI po0OTH, M0 TependadaroTh po3poOKy mporpam) 3[al0ThCs 13 BUKOPUCTAHHSIM 3acO0iB
JTUCTAHIIIMHOTO KYpCY.

[Tix yac BUBUEHHS OCBITHHOTO KOMIIOHEHTA MOXIIMBE BU3HAHHS 1HIIMX PE3yJbTaTiB HABUYAHHS,
oTpuMaHux y dopMmanbHiii, HepopmanbHid Ta/ab0 iH(opmanbHid ocBiTi. Ilopsgok Bu3HaHHS
pe3yNbTaTiB HaBYaHHS IS 31100yBaviB BUIOI OCBITH, HAOYTUX y: (hopManbHiN OCBITI (akageMiuHa
MOOUTBHICTh CTYJEHTIB Ha TEPUTOPil YKpaiHH 4M 1mo3a i1 MeXaMu, ISl CTYJCHTIB, K1 IePEBOASTHCA,
MOHOBIIOOTHCA 3 1HIKMX 3BO (BITYM3HSIHMX 4M iHO3eMHUX); HeopManbHil Ta/abo iHpopmanbHil
ocBiti 3aiiicHIOeThes 3rinHo «ITOJIOXKEHHS npo Bu3HaHHS pe3yibTaTiB HABYaHHS, OTPHUMAHUX Y
dopmanbHiii, HedopmanbHi Ta/abo iH(poOpManBHI OCBITI y BomMHCHKOMY HalliOHAIBHOMY
yHiBepcuTeTi iMeHi Jleci YkpaiHkm».

ITosriTuka 1010 aKaAEeMiYHOI 100POYECHOCTI

[Tix yac HaBYaHHS YYaCHUKU OCBITHBOI'O MpOIECY 3000B’s3aHI JTOTPUMYBATHCS aKaJeMIuyHOi
JOOPOUYECHOCTI: €TUYHUX MPHUHLUIIB Ta BU3HAYEHUX 3aKOHOM IPaBMJ, SKMMU MarOTh KepyBaTHCS
YYaCHHKHM OCBITHBOTO TIPOIIECY TiJ Yac HaBYaHHS, BUKIAQJaHHS Ta NPOBA/KCHHS HAYKOBOI
TISUTBHOCTI.

JloTpumaHHs akaJeMi4yHOi AOOpOYECHOCTI 3/100yBadaMu Iependadae: caMOCTIiHE BUKOHAHHS
HaBYAJIbHUX 3aBJlaHb, 3aBJaHb MOTOYHOI'O Ta MiJICYMKOBOIO KOHTPOJIO (i1 0Ci0 3 0COOJIMBUM
OCBITHIMHM NOTpeOaMu Il BUMOTa 3aCTOCOBYETBHCS 3 YpaxyBaHHSM iX IHAUBIAyaJdbHUX IMOTPeO 1
MOJKJIMBOCTEH); IMOCHUJIaHHA Ha JpKepena iHopMmamii y pas3i BUKOPUCTaHHS 1AeH, TBEpIKEHb,
BIJOMOCTEH; JOTPUMaHHS HOPM 3aKOHOJABCTBa MpPO aBTOPChKE NPaBO; HaJaHHA JOCTOBIPHOT
iHpopMaii mpo pe3yabTaTH BIaCHOI HaBYAIbHOI (HayKOBO1, TBOPYOI) JisIIBHOCTI.

[Tin yac ouiHIOBAaHHS pe3yJabTaTiB HAaBYaHHS CTYACHTH HE KOPHCTYIOTbCS 3a00pOHEHUMH
3acobamu (MOOUIbHUN TeneoH, IJIAHIIET, KOHCIEKT, HaByallbHa JITeparypa, IHUI JpKepelna
iH(popMmalii, B ToMy yucii [HTepHeT-pecypcH), caMOCTIHHO BHUKOHYIOTH 3aIllpOIIOHOBAHI 3aBIaHHS.
IIpn BukoOHaHHI JabopaTOpHUX POOIT 3 Kypcy 3100yBayl MaiOTh NMPaBO BUKOPUCTOBYBATH BIIACHI
HOYTOYKH, SIKILIO BOHU MIATPUMYIOTh HEOOX1JHE MPOrpaMHe 3a0e3MeyeHHs.

MoaiTnka moa0 AeAJalHIB Ta MepecKIATAHHS
Skmo 3700yBad BUINOI OCBITHM OyB BIJICYTHIH Ha 3aHATTAX 3 OyAb-sKOi MPUYMHM, BiH/BOHA
BHBYAIOTh TEOPETHYHUI Marepiajd caMOCTIHHO BHKOPHUCTOBYIOUM HaBUallbHI MOCIOHUKH, KOHCIEKTH
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JeKIi#, MaTepiaiay AUCTAaHIIHHOro Kypcy “TexHiuHi cucTeMu 3axucty iHpopmanii”’, po3MileHHX Ha
wiatdopmi AucTaHuiiHoro HaB4aHHS Moodle, BUKOHYIOTh BCi JoManiHi 3aBraHHs. [Ipo3BityBatucs
PO BUKOHAHHS 3aBJaHb MOKHA, BUKOPUCTOBYIOUHM BHILE3a3HAUYEH] AMCTAaHLIMHI KypcH, abo mij yac
KOHCYJIbTAIlill, OJHOYAaCHO MpH IBOMY 3 SCYBaTH HE3PO3YMUII MOMEHTH, 3aJaTh 3alUTaHHS
BUKJIaJa4dy. ICHye MOXJIMBICTP BHKOPHUCTaHHS (oOpyMy aucTaHIiiHoro kypcy. Ilepecknamanns
KOHTPOJIbHHX POOIT Ta TECTYBaHb 3a00POHEHO.

1. MincymMKoBHii KOHTPO.JIb

[TincymKoBOIO ()OPMOIO KOHTPOJIO OCBITHROTO KOMIOHEHTa ‘“TeXHIYHI CHCTEMH 3aXUCTY
iHpopMaii” € icruT.

OLiHIOBAaHHS HABUYAJIBHUX JOCATHEHH 31ificHIOEThC 3a 100 OampHOMO 1mkainor. OrmiHka
BKJIIOYa€ B cebe MOTOYHUI KOHTPOJb (OLIHIOETHCS pOOOTa Ha Mapax, BYaCHE 1 SKICHE BUKOHAHHS
JIOMAIIIHIX 3aBAaHb) Ta MIJCYMKOBHUH KOHTPOJIb (CaMOCTiIMHE BHKOHAHHS 1HIWBIIYyaJIbHUX 3aBiaHb,
KOHTPOJIbHI pOOOTH, IEepeBipKa TEOPETUIHOI MATOTOBKH Y hopmi TectyBanus, IH/3). MakcumansHa
KUIBKICTh 0alliB, SIKY MOK€ OTpHUMAaTH 3700yBay MijJ 4ac MOTOYHOTO OIliHIOBaHHS 3a cemecTp — 40
6aniB. MakcuMmanbHa KUIBKICTh 0aiiB, sIKYy MOXKe OTpUMAaTH 3100yBad 3a MiJICYMKOBHUI KOHTPOIb 3a
cemectp ckianae 60 6amis.

ko 3a pe3yinbTaTaMu CEMECTPY HAKOMMYCHO HE MEHIIe 75 OalliB 1 CTYACHT MOTO/KYEThCS
13 UM Pe3yJLTATOM, TO OIlIHKA 32 CEMECTpP MOKE BHCTaBISATHCS 0€3 CKJIaJaHHs icruTy. B iHIOMY
BUIQ/IKY CTY/ICHT CKJIQ/Ia€ iCIUT; MaKCUMaJIbHa KUTBKICTh OaliB, IKYy MOJKHA OTpUMaTH Ha iciuti — 60
Oanie. BoHM 3aMiHIOIOTH 0ajal MOJIYJIBHOTO CEMECTPOBOTO KOHTPOJK), MOTOYHHH CEMECTPOBUI
KOHTPOJIb IPH IbOMY 30€pIiraeThCsl.

Icnut nepenbavae BUKOHAHHS TecTOBUX 3aBjaaHb (10 muTanp mo ogHOMY Oaily) Ta BiAMOBiIb
Ha nutanHg (30 6aniB) Buxnanay 3anumiae 3a co0600 MpaBo CTAaBUTH YTOYHIOIOU1 MUTAHHS IiJ] Yac
BIJITIOBI/Ii CTYJICHTA Ta MIPOCUTU MPOKOMEHTYBATH MPOorpaMHuii KoJ. CTyJIeHT ITOBUHEH BUKOPHUCTATH
3ac00i Ti€i MOBH MPOTpaMyBaHHs, SKa BKa3aHa y 3aBJIaHHI.

IMuranns qus icnuty

1. HasBiTh METOAM MiJBULIEHHS €HEPreTUYHOI Ta CTPYKTYPHOI TAEMHOCTI CHUCTEMH MepelaBaHHs
iHpopMaii.

2.  Jlaifre BU3HAYEHHS MOHATTS TEXHIYHOTO 3aXHUCTy iH(opMartii

3. SIxi Bam Bimomi migxonau 1o kiacudikarii 3arpo3 o6esneni inpopmarii?

4.  HageniTh kiacu}iKkaliiiHy CTpyKTypy KaHaJliB HECAaHKI[IOHOBAHOTO OTPUMaHHS iHpopMallii.

5.  /Jlaiire BuzHaueHHs NoOHATTIO "TexHiuHui kaHanm BUTOKY iH(opmanii". Ha3BiTh OCHOBHI BHUIM
TEXHIYHHUX KaHaJIB.

6. /aiire knacugikauiro JKepea BUTOKY iH(popMarlii.

7.  HageniTh BioMi BaM METO/IH 1 3aCO0HM KOHTPOJIIO aKyCTUYHOI 1HpOpMAIIii.

8.  Poskpuiite 3MmicT MeTOmiB KOHTpOJIO iH(MopMarii TEXHIYHMMH  3ac00aMHM B KaHalax
TeIeQOHHOTO 3B'A3KY.

9.  OxapakTepusyiiTe OCHOBHI CITOCOOM 3armo0iraHHsi BUTOKY iH(popMarii 0 TEXHIYHUX KaHajax.
Oxapaktepu3yiTe criocobu 3axucty iH(popmMmallii B KaHaiax 3B'A3KY.

10. CdopmymntoiiTe OCHOBHI KOHLIENTYAIbHI OJOXKEHHS Teopii 3aXxucTy iHpopmarlii.

11. Sk BOIMBarOTH MOKA3HUKMU 1HPOPMALLii, 110 3aXHUIIAETHCS, HA CTPYKTYPY 1

12. Tligxoau A0 MpOEKTYBaHHS TEXHIYHOI CHUCTEMH 3aXHUCTy iH(opmaIii?

13. Poskputu kputepiit BUOOPY 3aC001B 1 METO/IIB 3aXUCTY.

14. Poskputu 3a1a4y MiHIMI3allil BApTOCTI Ta €PEKTUBHOCTI 3a0€3MeUEHHs CUCTEM 3aXUCTY 00’ €KTa.

15. Po3kpuTH Ta NOSICHUTHU 3aX0/IH, sIKI BUKOHYIOTbCSI ITpU cTBOpeHH] T3L.
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16. TIporpamsi 3akyiaaxu Ta ix ckianoBi. Knacudikamis mporpaMHUX 3aKIaJI0K.

17. SIxi OCHOBHI XapaKTePUCTUKU TEIEKOMYHIKAIIITHOT CUCTEMH SIK 00'€KTa 3aXHUCTY.

18. Poskpuiite mnoHATTA 3arpo3u iHpopMaliifHOT Oe3meku. SKi OCHOBHI HampsMHU 3aXHCTy
iHpopmarii?

19. Kiacudikais 3arpo3 iHpopmariitHoi 6e3nekn 3a KOMIOHEHTaMH iH(QOpPMAaIIHHUX CUCTEM, Ha SIKi
BOHU HalIlJICHI.

20. Knacudikariis 3arpo3 indopmariiiiHoi 0e31eKku 3a XapakKTepoM BILTUBY

21. Knacudikariis 3arpo3 iHdopmariiiiHoi 6e3nekn 3a pO3MIIICHHIM iX JKepena. SIKki OCHOBHI BUIAN
3arpo3 Oe3rneku iHpopMaIITHUM TEXHOJIOTIsIM?

22. OcHOBHI TeXHOTeHHI nepedadyBaHi Ta HemepenOaueHi 3arpo3u iHpopManiiHiii cCUCTEMH

23. SIxy cucteMy CKJIQAaloTh AeCTadlIi3yl04l YAHHUKH BiJINOBITHO JIO TEXHOJOTIT 1 )yHKIIIOHYBaHHS
iHpopmarii?

24. TlpuBecTu CTPYKTYypy KaHaly BHTOKY iH(popMalii Ta JaTH XapaKTEPUCTHKY CEpPEeIOBHUILY
nepeaadi iHpopMmarrii.

25. SIkumu BHJIaMU MOXYTh OyTH MPEJICTaBICHI MPHUPOJIHI KaHAU BUTOKY ?

26. JlaiiTe XxapakTepUCTUKY KaHallaM BUTOKY iH(opmalii, ki CTBOPEH1 3aKIaJHUMHU MPUCTPOSIMU?
SIK1 OCHOBHI TeHJIEHII{ Ta NUIIXU PO3BUTKY 3aKJIaHUX IUCTPOiB?

27. SIxi OCHOBHI METOAM 3aXHUCTy BiJl BUTOKY iH(opmamii 3 OOMEKEHHUM JIOCTYIIOM MUISIXOM
IIPOCIYXOBYBaHHs?

28. Sk 3amexHO BiJ THUITy CTBOPIOBAHOTO EJIEKTPOMATrHITHOTO TIOJISI PO3PI3HSAIOTH BHIU
eKpaHyBaHHA?

29. Ski metoau 3a0e3MeuyrOTh 3HUKEHHS MOTYKHOCTI BUITPOMiIHIOBaHb 1 HaBEJICHB?

30. Sxi ocHoBHI MeToau 3axucTy iH(opmaii Bix HCJ] B aBToMaTn30BaHUX cUcTeMax?

31. JlaiiTe XxapakTepHUCTUKY OCHOBHUM Ta IOMIOMDKHUM TEXHIYHHM 3ac00aM Ta CUCTEMaM.

32. Po3skpuiite NOHATTS 30HU 1, 30HU 2 Ta KOHTPOJIBOBAHOI 30HH.

33. Sk knacudikyrorees TKBI 3a dismunumu edexramu, nporecamu? Sk knacudikyrorscs TKBI 3a
HOCIEM, 110 YTBOPIOETHCS KEPEIOM HEOE3MEUHOT0 CUTHAITY?

34. Sx xnacudikytotecst TKBI 3a cnocobom mepexorieHHs iHpopmamii 3acob0amMu  po3BiIKH
MIPOTUBHUKA?

35. Jlaiire XapakTepUCTHKY TEXHIYHMM KaHajlaM BUTOKY iH(opmarii uepe3 JOMOMIKHI TEXHIUHI
3acOo0M 1 CUCTEMHU Ta CTOPOHHI MPOBITHUKH.

36. JlaiiTe XapakTepUCTUKY €IEKTPUYHUM KaHallaM BUTOKY iH(opMallii, sKi BAHUKAIOTh B pe3yJIbTaTi
MIPOCOYYBaHHS HEOE3MEUHUX CUTHAIIIB B JIAHIIOTH €IEKTPOKUBIICHHS.

37. [laiite XapakTepUCTHUKY eEKTPUYHUM KaHaJlaM BUTOKY 1H(opMallii, siki BAHUKAIOTh B PE3yJbTaTi
MPOCOYYBaHHS HEOE3MEUHNX CHTHAJIIB B JIAHITIOTH 3a3€MJICHHSI.

38. JlaiiTe XapakTepUCTUKY MMapaMETPUYHHM KaHaJlaM BHUTOKY iH(oOpMmarlii, mo oO0poOIIsIeThCsS B
OCHOBHUX TEXHIYHHUX 3ac00ax 1 CUCTEMaXx.

39. Jlaiite XapakTepHUCTHKYy aKyCTHYHHUM Ta aKyCTOBIOpalliiHMM KaHajlaM BHTOKY MOBHOI
iHpopMartii.

40. JlaiiTe XapakTepUCTHKY AaKyCTOGJEKTPHUYHUM Ta aKyCTOONTHYHHUM KaHajaM BHUTOKY MOBHOI
iHpopMartii.

41. JlaiiTe XxapakTepuCTHKY MapaMeTpUYHUM KaHalaM BUTOKY MOBHOI iH(popmartii.

42. YmoBu 00poOku iHpOpMaIii B cucTeMi.

43. Tlopsmok po3poliieHHs Ta oGOPMIICHHS MPOrpaM i MeToauK BUNpoOyBanb Il{o HaBOAATH Y
po3aini “Bumoru 1mo/10 3a6e3rneueHHs OXOPOHH JIEP>KaBHOT TAEMHHUITI».

44, Arecrtamia komiuiekcis T3L

45. OcHoBHi eranu atecrtaiii komrekcy T31



46. 3wmict apyroro etamy cTBopeHHs Komruiekcy T3] “Po3pobneHHst Ta BIpOBaKEHHS 3aXOJiB 13
3axucry indopmarii” va OI/I.
47. 3aBmannsa Cmyx0m 3axucrty iHdopmarii.

VI. lllkaja ouniHioBaHHSA

HIkana ouiHIOBaHHA 3HAHb 3100yBa4iB OCBITH 3 OCBITHiX KOMIIOHEHTIB, 1e GOPMOI0 KOHTPOJIIO

€ iciur
. Omninka 3a mkaaow ECTS
Oninka . . .
JlinreicTuyHa onminka
B 0aJiax .
OLiHKA MOSICHEHHSH
90-100 BigmMinao A BIZIMIHHE BUKOHAHHSA
82-89 Hyxe nobpe B BUIIIE CEPEHBOTO PiBHS
75-81 Ho6pe C 3araJioMm Xopoia pooora
67-74 3a10BUILHO D HEIOTraHOo
BUKOHAHHA BIIIOBigae
6066 JlocTaTHbO E .. )
MiHIMaJIbHUM KPUTEPIIM
1-59 He3zanoBinpHO Fx HEOOXiJHEe TepecKiIa aHHs

VI. PexomeHnoBaHa JiiTepaTrypa Ta iHTepHeT-pecypcu

1.  3axon Ykpainu. IIpo ocHOBHI 3acanu 3abe3neueHHs kibepOesneku Ykpainu. BeeneHo B 1ito
nocraHoBoro BepxoBHoi Pagu Ykpainu Bix 05.10. 2017 p. Ne 45, c¢1.403.

2. ISO/IEC 11770-3 Information Technology — Security techniques — Key management — Part
3: Mechanisms using asymmetric techniques. January 2007.

3. ISO/IEC 14888-3 Information technology — Security techniques — Digital signatures with
appendix — Part 3: Discrete logarithm based Mechanisms. June 2006.

4. HJ T3I 2.1-001-2001 CtBOpeHHsI KOMIUIEKCIB TEXHIYHOTO 3axXHUCTy iHpopMarii. AtecTaris
koMIuiekciB. OcHOBHI nosioxkeHHs. 3arBepakeHo HakazoMm JJCTC3I Cb Vkpainu Big 09.02.2001 Ne 2.

5. Serhii Yevseiev, Volodymir Ponomarenko, Oleksandr Laptiev, Oleksandr Milov and others/
Synergy of building cybersecurity systems. Kharkiv. Publisher PC TECHNOLOGY CENTER. 2021 —
188 c. Serhii Yevseiev, Volodymir Ponomarenko, Oleksandr Laptiev, Oleksandr Milov and others/
Synergy of building cybersecurity systems. Kharkiv. Publisher PC TECHNOLOGY CENTER. 2021 —
188 c.

6. JlanteB O.A., CaBuenko B.A., Hlyknin I'.B. BusBienns Ta 6;10KyBaHHS 3ac001B HETIIACHOTO

oTpuMaHHs iHQopmauii Ha o6'ektax iHpopmamiitnoi mismeHOcTi. K. AYT. 2020 — 126 c.
https://dut.edu.ua/ua/lib/2/category/96/view/2031
7. O.A. JlanteB. MeTOoJ00OT1YHI OCHOBM aBTOMAaTH30BAaHOTO MOLIYKY IH(PPOBUX 3aco0iB

HerJacHoro orpuMaHHs iHpopmarii. — K. Mineniym. 2020 — 326 c. YJIK 004.056.53. ISBN 987-966-
8063-79-3. https://www.dut.edu.ua/uploads/l_2162_16683938.pdf

8. Jlanter O.A., Ky3aBkoB B.B., Xopomko B.O. «Cucremn mnomryky 3aco0iB HETJIACHOTO
3100yTTS aKyCTHYHOI iHpopMarii» — K. Mineniym. 2023 — 282 c.
https://www.researchgate.net/publication/368925556_SISTEMI_POSUKU_ZASOBIV_NEGLASNO
GO_ZDOBUTTA_AKUSTICNOI_INFORMACII
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