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1. Onuc oCcBiTHHLOr0 KOMIIOHEHTA

I'any3b 3HaHB,
cneniajJbHIiCTh,

HajimenyBaHHS . .. XapakTepucTHKAa OCBITHHOIO
. OCBITHbO-NIpO(eciiina
NOKA3HUKIB . KOMIIOHEHTA
Nporpama, OCBiTHIH
piBeHb
HopMmatuBHa
JenHa (popma HaBYAHHSA . -
12 Indopmarriiini Pik naBuanns 3
TEXHOJIOTII, Cemecrp 6-nii

KinbkicTh

125 Kibepbe3neka ta Jlexuii 2 _
roaun/kpeantis 120 / 4 P eKuii 28 rox

3aXMCT iHopmarii, Jla6oparopHi 36 rox.
Ki6ep6egne}(a Ta 3aXUCT Camocriiina p060Ta 48 ron.
IHA3: semae iHpopmarii, 6akanaBp | Koncyabramii 8 ro.

(DopMa KOHTPOJII0: CK3aMCH

MogBa HaBYaHHHA YKpaiHCbKa

I1. Indopmanisi npo BUKIAaIAYIB

[TIIT FOnunk Banentuna JleonigiBna

HaykoBwuii ctyninb goktop ¢inocodii

JloueHT Kadenpu KOMI IOTEPHUX HAYK Ta KibepOe3neku
KonraktHa indopmaris: Yunchyk.Valentyna@vnu.edu.ua

ITIIT Cobuyk Anapiit BanenTrHOBUY
Hayxoswuii cryninb noktop ¢inocodii

JlonieHT Kadeapu KOMIT I0TepHUX HayK Ta KibepOesneku

i 3ansath: https://ps.vnu.edu.ua/cgi-bin/timetable.cqi

III. Onuc oCcBITHHLOr0 KOMIIOHEHTA

AHoTaunis. OcBiTHII KOMIIOHEHT «TexHoorii BeOpo3poOKH Ta 3aXUCT BeOPECYpCiB» € HOPMATUBHUM
Ta HAJSKUTh 0 LMKIY MpodeciiiHoi MiATOTOBKM OCBITHBOIO CTYNEHs OakanaBp CIELialbHOCTI
125 Kibepbe3neka Ta 3axucT iHpopmMarlii, nependayae o3HaHOMIICHHS 3700yBaviB BHUINOI OCBITH i3
TEXHOJIOTIIMU  BEOpPO3pOOKH, 110 BHUKOPHUCTOBYIOTHCS IIiJI Yac MPOrpaMyBaHHS CY4aCHUX
BeO3acTocyHKiB. Posrmsinatorbes BepcTka BeOcTopiHok 3 gomomororo HTML ta CSS, cunrakcuc,
TUIIU JJAaHUX, CTPYKTYpHU JaHHUX, pobdoTa 3 ¢popMamu, 0cOOIUBOCTI 00MABOX MOB, pobota 3 DOM y
JavaScript, poGora 3 cecismu, cookies Ta 0Oazamm mammx B PHP, a Takox 3abe3medyerbces
dbopmyBaHHs y MallOyTHIX (axiBIiB 0a30BUX 3HaHb, BMiHb Ta HABUYOK Y cdepl 3aXUCTy BeOpecypciB
Ta 0COOJIMBOCTEH MPOEKTYBaHHA JOJATKIB 3 BpaXyBaHHIM MOKJIMBHX 3arpo3.

Mera i 3aBaaHHsi OCBiTHBOro KommoHeHTa. CdopmyBatu y 3100yBadiB BHUINOI OCBITH
KOMIIETEHTHOCTI 13 IpOrpamMyBaHHs Be03aCTOCYHKIB 3 IOIIOMOT0I0 MOB IporpamyBaHHs JavaScript Ta
PHP Tta 3a06e3neunTy BUBYEHHS TEXHOJIOT, 3aC00IB Ta METOIB MPOBEICHHS aTaKk Ha BEOJOAATKH,
BUSIBJICHHS BPa3JIMBOCTEH Ta YCYHEHHsI iX HACIHIJKIB; OBOJIOAIHHS 3HAHHAMU Ta HaBUUYKAMHU IOJ0


https://ps.vnu.edu.ua/cgi-bin/timetable.cgi

JIIarHOCTYBAaHHS BPa3JIMBOCTEH BEOJOIATKIB Ta aHAII3y MPOTrPaAaMHOTO KOy Ha HasBHICTh MOYKJIMBUX
3arpos.
3. Pe3syabtatn HaBuyaHHs (KoMmneTeHTHOCTI).

3K 1. 3gaTHiCTh 3aCTOCOBYBATH 3HAHHS y MPAKTHYHUX CUTYaIlisX.

3K 2. 3HaHHA Ta pO3yMiHHS NPEIMETHOT 00J1acTi Ta po3yMiHHS npodeciitHOl AiSTEHOCTI.

3K 5. 31aTHICTh BUNTHCS 1 OBOJIOZIBATH CYYaCHUMH 3HAHHSIMH.

3K 7. 3parHICTh yXBaJIIOBATH pIIIEHHS ¥ MISATH NOTPUMYIOUMCH MPHHLUUIY HEMPUITYyCTUMOCTI
Kopymiii Ta Oyab-IKHUX IHITUX MPOSBIB HEAOOPOUECHOCTI.

CK 2. 3parHicTb BUKOPUCTOBYBATH iH(OpMaLiiHI TEXHONOTrii, Cy4acHi MeTOAM 1 MOAemi
KiOepOe3neKy Ta CUCTEMH 3aXUCTy 1HpOpMaIIii.

CK 4. 3parmicte 3a0e3neuyBatd 3axucT iHdopmanii iHdopmamiiinux Tta iHpOpManiiHO-
KOMYHIKAI[IHHUX CUCTEMax 3TiTHO BCTAHOBJICHOI MOMITUKH KibepOe3neku i 3aXucTy iHpopmariii.

CK 10. 3paTHicTh BUKOHYBAaTH MOHITOPWHI iH(QOpPMALIHHUX MPOLECIB, aHAII3yBaTH, BUSBISTH,
OLIIHIOBATH MO>KJIMBI BPA3JIMBOCTI Ta 3arpo3u iH(opmaiiitHoMy mpocTopy i iHopmaliiiHuM pecypcam
3TiHO 3 BCTAHOBJICHOIO MOJIITUKOIO 1H()OpMAIiHOT Oe31eKu.

PH 1. BinbHO crinkyBaTucs Jep>KaBHOI MOBOIO YCHO Ta MHCbMOBO MpPU BUKOHAHHI IpodeciitHux
000B’sI3KiB.

PH 3. 3actocoByBaTHM NpPHUHIMIM HENPUITYCTUMOCTI KOpymuii Ta OyJIb-KUX IHIIUX MPOSBIB
HEZA00POYECHOCTI Y podeCiitHii MisUTBHOCTI.

PH 4. OpraH13OByBaTH BJIacHY NpodeciiiHy AisUIbHICTb, 0OUpaTH 1 BUKOPHCTOBYBATH ONTUMAJIbH1
METOAM Ta CHOCOOM pO3B’S3aHHSA CKJIAJHHUX CHEIialli30BaHUX 3a1ad 1 MpakTHYHUX THpolieM Yy
npodeciifHiii AiSUTBHOCTI, OI[IHIOBATH iXHIO €()eKTUBHICTD.

PH S. AmnanizyBaTu, apryMeHTyBaTH, NpuUMaTd pIlIeHHS TNpU pO3B’SA3aHHI  CKJIAJHUX
Creliali30BaHuX 3a/1ad 1 MPaKTUYHUX 3aBJaHb y MNpodeciiiHill AiAIbHOCTI, AKI XapaKTepHU3YHOThCS
KOMIUIEKCHICTIO Ta HETIOBHOIO BU3HAYEHICTIO YMOB, BIJITIOBIATH 33 IPUHHSITI PilICHHS.

PH 6. AnantyBaTHcs 10 HOBHUX YMOB 1 TEXHOJIOTIH mpodeciiiHOi HisNIbHOCTI, MPOrHO3yBaTH
KIHIIEBUM pe3ynbTarT.

PH 10. BukopucTtoByBaTu cy4acHi iH(OpMaIiiiHi TeXHOJOTii, METOAN 1 Mojedl KibepOe3neku Ta
CUCTEM 3axHuCTy 1HpOopMaItlii Ay 3A1icCHeHHS TPOodeciitHOT TisITBHOCTI.

PH 21. BukoHyBaTH BIpOBa/DKEHHS, MIATPUMKY, aHali3 e()EeKTHBHOCTI CHCTEM BHUSBJICHHS
HECaHKI[IOHOBAHOTO JIOCTYITY, Aiil 3 iH(opMalliero B iHGOPMAIliHINA CUCTEMI, BPAa3TUBOCTEH, MOKIIUBUX
3arpo3 iH¢opMaliiiHOMy mpocTtopy ¥ iH(opMaliiiHUM pecypcaM Ta BHKOPHCTOBYBAaTH KOMILJIEKCH
3axXUCTy AJi 3a0e3MeyeHHs] HeOOX1THOTO piBHA 3aXUIIEHOCT1 iHPopMarlii B iHpopMaLifHUX CUCTEMAX.

4. CTpyKTYpa OCBIiTHHOI0 KOMIIOHEHTA.

Cam. ®opma
Ha3Bu 3MicTOBHX MOYJIiB i TeM Yceboro| Jlek. | JlaGop. po6 Konc.| xontpoJo/
) Bbann
3microBmii Moayab 1. OcHOBH cTBOpeHHs BeGcTopinok 3 qonomoroww HTMLS Tta CSS3 . T/20
IIporpamyBanHns Ha JS
Tema 1. Ilonsarts ta nmpuHOunu podoTH IHTEpHET. 6 2 2 2 3BiT 110 11a0.
IIpotoxon HTTP. MoBa rinepTeKCTOBOi pO3MITKH poboTi / 2
HTML. ba3oBi KOHCTPYKIli Ta CHHTAaKCHC MOBH
HTML.
Tema 2. BukopucranHs KackagHUX TaOIHIlb CTUITIB 9 2 2 4 1 3BiT 110 1a0.
CSS. Tlomsarrs CSS, cemekropa. BukopucraHHs pobori /2
KnaciB Ta imeHtu¢ikatopiB. HacmimyBanns Ta
KackaayBaHHA. biodHa cTpykTypa BeOCTOPiHKH.




Tema 3. JavaScript: npu3HaueHHS Ta MOKJIMBOCTI. 8 2 2 4 3BiT 110 112a0.

OcHOBH  CKpWUNITOBOI  MOBH  INPOTPaMyBaHHS poboti / 2

JavaScript: THNM pHaHMX Ta KOHCTPYKIii, MOBH

MacuBH Ta 00’ ektu. O0poOka nanux Gopmu.

Tema 4. Tlousarrs DOM-cTpyKTypH IOOKYMEHTA. 11 2 4 4 1 3BiT 10 11a06.

Hagiramis 8 DOM. Mertoan cTBOpeHHS BY3IiB. poborti / 4

[Monii B JavaScript.

Pazom 3a momynem 1 34 8 10 14 2 10

3microBuii Mmonyas 2. [lporpamyBanns na PHP T/20

Tema 5. PHP: mnpu3sHaueHHS Ta MOJKIHMBOCTI. 6 2 2 2 3BIT 110 J1a0.

[TonsaTTs KITIEHT-CEPBEPHOI apXITEeKTypH poboti /2

BeOnonatky. JlokanpHuii cepBep. OCHOBH MOBH

nporpamyBanHa PHP: cunTakcuc, Tunu paHux,

3MiHHI Ta KOHCTAHTH, BUPa3M, ONIEPaTOPH.

Tema 6. PHP: xepyroui xoncrpykuii, ¢yskmi,| 11 2 4 4 1 3BiT 110 11a0.

poGora 3 mMacuBamMu Ta psakamu. PoGorta 3 poGoTi / 4

¢aitnamu B PHP. O6po6ka nanux ¢opm B PHP.

HTTP-3anuru. [lapamerpn URL.

Tema 7. Cecii Ta cookies 6 2 2 2 3BiT 10 71a0.
poGoTi / 2

Tema 8. PoboTa 3 6a3or0 nanux. MySQL 9 2 4 2 1 3BiT 10 11a0.
pobori / 4

Tema 9. OpeiimBopk Laravel. CTBopeHHS 101aTKiB 9 2 2 4 1 3BiT 10 71a0.

Ha Laravel pobori / 2

Pazom 3a momynem 2 41 10 14 14 3 14

3micToBuii Moayas 3. 3axuct Bedpecypcis T/20

Tema 10. Kitacudikaris Bpa3muBocTeit

BeOpecypciB Ta aTak Ha HUX. Bumoru mo 3axucry 8 2 2 4 3BiT 110 11a0.

iHpopMallii BeOCTOPIHKH BijJi HECAHKIIIOHOBAHOTO pobori / 2

nocryny. HopmarusHo-ipaBoBa 6asa.

Tema 11. MixcaiitoBuii ckpurrtuar (XSS) ta

3acobm 3axucTy Big HbOro. SQL-iH’ekIIii Ta 3acobu 9 2 2 4 1 3BIT 110 J1a0.

3aXUCTy. ATaka Ha KJTI€HTA: MmiIpooKa poGoTi / 2

MmixcaiiToBux 3anutiB (CSRF / XSRF).

Tema 12. 3nom ayreHTH(iKaLii Ta ceancy. .

Clickjacking. Mixcatitosi 3anutu CSRF. Cookie 11 2 4 4 1 3siT Ho.na6.

. pobori / 4

aTaK| 3 epexorIeHHs iH(opMartii.

Tema 13. [HCTpyMeHTH TeCTyBaHHS ypa3IuBOCTEH

BeOpecypceiB. XXE (XML eXternal Entity) - ataxu. 8 2 2 4 3BiT 110 11a0.

DDoS-ataku. MixkmepexeBi eKpaHH JJis pobori / 4

BeOpecypciB

Tema 14. BukopucranHsi iHCTPYMEHTIB 3aXUCTY

BeOpecypciB. 3aranbHa XapaKTEpUCTHKA 9 2 2 4 1 3BiT 110 11a0.

MeToJtolorii TectyBanHs 0e3nexku: OSSTMM, poboti / 4

PTES, OWASP Testing Guide.

Pasom 3a moaysem 3 45 10 12 20 3 16

Bcboro rogun/bagis 120 28 36 48 8 100

Metoau koutpomo*: JIP — nmabopatopua poborta, T — Tectu, P3/K — po3B’sa3yBaHHs 3a/a4/KeiciB,
IHJ3/IP — inguBinyanpHe 3aBOaHHs/iHAMBIAyabHA poOoTa 3m00yBava ocBitH, MKP/KP — moxynbpHa
KOHTpOJIbHA po00Ta/ KOHTPOJIbHA poOOTA.



5. 3aBaaHHS AJsl CAMOCTIHHOT0 ONPalOBAHHS.

Ne KinpkicTh
Tema
3/ TOIUH
1 | IliaroToBka /10 1a0OpaTOpPHUX POOIT 30
2 [TinroroBKa 0 TECTOBOTO MOJIYJIBHOTO KOHTPOJIIO 8
3 [TinroroBka 10 icriuTy 10
Pazom 48

IV. INoaiTuka ouiHIOBAHHSA

Moaituka moao BiaBiAyBaHHst 3aHATHL. Jlnsg 37100yBadiB BHINOI OCBITH AEHHOI (Qopmu
BiJIBIAYBaHHS 3aHATTSA € 000B’s3KOBUM. [lOBa)XHMMU NMpUYMHAMH JUIS HESBKM Ha 3aHATTA € XBOpoOa,
aKajieMiuHa MOOUIbHICTb, sIKI HEOOX1HO MiATBEPAKYBaTH AOKyMeHTamHu. [Ipo BiICyTHICTh Ha 3aHATTI Ta
MPUYMHU BiJCYTHOCTI 37100yBay BHUIIOi OCBITHM Ma€ MOBIJOMHUTH BHKJIagadya abo ocoOucto, abo uepes
cTapocTy. 3a 00’€KTMBHUX NPUYMH HaBYAHHS MOKEe BiIOYBaTHCh B OHJIAHH (hOpMI 3a MOTODKEHHSM 3
3aBigyBadeM kadeaporo Ta JeKaHOM (aKyIbTeTy.

Moaitnka moao akaaeMiyHoi Ao0pouyecHocTi. AkazgeMiyHa J00poYecHiCTh 3100yBadiB BHIIO]
OCBITH € B&XJIMBOIO YMOBOIO JUUIsl OTIaHyBaHHs pe3yibTaramMu HaB4anHa OK 1 oTpuMaHHS 3a10BUTBHOL
OLIIHKH 3 TIOTOYHOT'O Ta IiICYMKOBOTO KOHTPOJIB. AKaJieMiuHa JOOPOUYECHICTh 0a3yeThCs Ha 3aCy/KEHHI
MIPaKTUK CIUCYBaHHS (BUKOHAHHS MUCbMOBHUX POOIT 13 3aJIy4€HHSM 30BHIIIHIX JyKepel iH(popmarlii, KpiM
JI03BOJICHUX JJIsl BUKOPUCTAHHs), IJIariaTy (BIATBOPEHHs OMYOJIKOBAaHMX TEKCTIB IHIIMX aBTOpPIiB 0Oe3
3a3HaYeHHsS aBTOpCTBa), (alOpukamii (BUragyBaHHS MJaHUX YU (aKTiB, L0 BHUKOPUCTOBYIOTHCS B
OCBITHBOMY IIpolieci). Y pa3si mopyuieHHs 3100yBaueM BHUILOI OCBITH aKkaJleMidHOi 100poYecHOCTI poboTa
OLIIHIOETHCSI HE3a/I0BUIBHO Ta Mae OyTH BHMKOHAHAa IOBTOPHO, a pe3yibTaTW paHillle 3JaHUX poOiIT
aHYNIOIOThCA 1 BUKOHYIOTbCS MOBTOPHO Yy TOPSJIKY, BU3HaUeHOMY BHKIagaueM. [Ipu 1poMy Bukianad
3aJIMIIAE 32 COOOI0 MPABO 3MIHUTH 3aBJAHHS.

IosiTuka moxo aeasaiiniB Ta nepeckyaaganus. ko 3100yBay BULIOT OCBITH OyB BIJCYTHIN Ha
3aHATTAX 3 OyAb-AKOi NpPUYMHHM, BIH/BOHA BHBYAIOTh TEOPETUYHHM MaTepial CcaMOCTIHHO,
BHKOPHCTOBYIOUM HaBUYaJbHI TOCIOHMKM, KOHCIIEKTH JICKIIA, MaTepiayii eJIeKTPOHHOTO KYypCy
“Texnonorii BeOpO3poOKM Ta 3aXHUCT BeOpecypciB”, pO3MIIIEHOro Ha IMIATGOpMi TUCTAHIIIHOTO
HaB4aHHS Moodle kadenpu koM I0TepHUX HayK Ta KibepOe3nekH, BUKOHYIOTh BC1 3aBJIaHHS.

IIpo3BiTyBaTucsi MpO BHUKOHAHHS 3aBJaHb MOXKHA, BHKOPHCTOBYIOUM EJIEKTPOHHUI Kypc
“Texnonorii BeOpo3poOKM Ta 3axUCT BeOpecypciB”, po3MmilieHuil Ha MIaTGopMi TUCTAHIIIHOTO
HaByaHHs Moodle kadenpu komm’roTepHHX Hayk Ta KiOepOesmeku, abo mijx 4ac KOHCyJbTalid. IcHye
MOKJIUBICTh BUKOPHCTaHHS (OpyMy eJNeKTpOHHOro Kypcy. PoGotu, siki 3/1ai0Thbes 13 MOPYIIEHHAM
TEpMiHIB 06€3 MOBAKHUX MPUYUKH, OLIHIOIOTHCS HA HUKYY OLIIHKY.

TepMminu 31a4i poOIT 3a3HayYEH] B €JIEKTPOHHOMY KypcCl OCBITHBOTO KOMIOHEHTa. [lepeckiiagaHHs
MOJTyJIiB BiIOyBa€THC 13 103BOJTY JIEKTOPA 32 HASIBHOCTI MOBAKHUX MPUYHH (HAITPUKIIAM, JTIKAPHSIHHIHA).

IogiTnka 1MOA0 OCKapKeHHs OWIHIOBaHHA. SIKmo 3100yBad BHINOI OCBITH HE 3rOJEH 3
OLIIHIOBAHHSM HOT0 3HaHb, BIH MOX€E ONPOTECTYBaTH BUCTABJICHY BUKJIAlaueM OI[IHKY Y BCTAaHOBICHOMY
nopsnky. [Ipote, K0 onpoTeCTyBaHHS OE3MiICTaBHE, MOKIIMBE 3MEHIIICHHSI OI[IHKU.

IMosiTuka 1010 BU3HAHHSA Pe3yJbTATIiB, OTPUMAHUX Y (popMaibHil, HepopManbHiIH Ta/a00



indpopmasbHuiii ocsirti. [lin yac BUBYEHHS OCBITHROTO KOMIIOHCHTa MOXJIMBE BU3HAHHS PE3Y/IbTaTiB
HaBYaHHS OTPUMaHUX y (popmanbHiii, HedopManbHiil Ta/abo iHPpOpMabHii ocBiTi. Ilopsmok BU3HAHHS
pe3yabTaTiB HaBYaHHS Ui 3100yBayiB BHUIIOI OCBiTH, HaOyTUX y: ¢opMmanbHiil OCBiTI (akageMidHa
MOOUTBHICTB 37100yBaviB OCBITH Ha TepUTOPii YKpaiHu 4yu mo3a ii Mexamu, s 3700yBaviB OCBITH, AKi
MePEBOISATHCS, MOHOBIOIOTHCS 3 iHIMX 3BO (BITUM3HSHHX YM 1HO3EMHHUX); HedopManbHil Ta/abo
iHpopmanbHii ocBiTi 3aiiicHIOeThes 3rigHO «IIOJIOXKEHHS mpo BH3HaHHSA pe3yibTaTiB HaBYaHHS,
oTpuMaHuX y popmanbHii, HePopMaabHil Ta/abo iHGOPMaBHINA OCBITI Y BoIMHCEKOMY HalliOHAILBHOMY
yHiBepcuTeTi iMeHi Jleci YkpaiHkmy.

V. llincymMmKoBHil KOHTPOJIb

OuiHroBanHs 3aiiicHIOeTbCa 3a 100-OampHOr0 1mikanoro. OmiHKa BKIOYaE B ce0e IMOTOYHUMA
KOHTPOJIb (HapaxOBYEThCS 3a SKICHE BUKOHAHHS JIAOOpPAaTOPHUX pPOOIT) Ta MiJCYMKOBHUH MOIYJIbHUH
KOHTpPOJb. MakcuManbHa KITBKICTh OaniB, sIKy MOXE OTpPUMATd 3100yBad OCBITH IiJi 4ac MOTOYHOTO
omiHOBaHHs 3a cemectp — 40 6aniB. [limcyMKOBHI MOIYJIbHUN KOHTPOJB 32 CEMECTp BKIIIOYae B cebe
OLIIHKH 32 BC1 MOJyJIbHI KOHTPOJIbHI pOOOTHU Ta 1HIMBIIyallbHI 3aB/IaHHs 1 ckianae 60 Oanis.

Skuio 3a pesynabTaTaMHM CEMECTpPy 3700yBaueM OCBITH HAKOMMYEHO He MeHlle 75 OamiB 1 BiH
MOTOJKYETHCS 13 LIUM PE3yIbTaTOM, TO OIIHKA 32 CEMECTP MOKE BUCTABIIATUCS 0e3 cKiafaHHs icnuty. B
IHIIOMY BHIIAJKY 3400yBa4 OCBITH CKJIAJa€ iCIIUT, MAaKCUMaJIbHA KUTBKICTh OalliB, SIKy MOKHa OTPUMATH
Ha icnuTi — 60 6amniB, mpu 1IbOMY OajH 3a MiACYMKOBUN MOIYIbHUN KOHTPOIIb aHYJIbOBYIOTHCS.

[crut mpoxouTh Y MUCHMOBIH (opMmi.

IMuTanHsA, AKi BAHOCATHCS HA iCIUT

1. Ilousrra ta npunuunu podotu Intepuer. IIpotokon HTTP.

2. Mosa rineprekcroBoi po3mitku HTML. Crpykrypa HTML-nokymenta. Term mins poGoTH 3
TEKCTOM.

3. Moa rineprekcroBoi po3MmiTku HTML. Teru pans cTBOpeHHS TaONMIb, MANIOHKIB Ta
rineprocuiiatb.

4 Moga rineprekcroBoi po3MiTku HTML. Teru nyst ctBopeHHst hopM Ha BEOCTOPIHKAX.

5 Buxopucranns kackagaux tabmuis ctiiiB CSS. [Monsarts CSS, cenexropa, TUIIH CEJIEKTOPIB.

6.  CuHTakcucC HalMCaHHS CeJIEKTOpiB. BUKOpUCTaHHS Ki1aciB Ta 11eHTU(DIKATOPIB.

7 Kackamni Tabmmi crrmiB CSS. HacnimyBanHs Ta KacKaayBaHHS.

8 bnouna ctpykTypa BedcTopinku. OcoOIMBOCTI TAOINYHOT Ta OI0YHOI BEPCTOK.

9. Cemantnuna Bepctka HTMLS.

10. Ilo3urioHyBaHHS €IEMEHTIB Ha BEOCTOPIHIII.

11. Kackanni Ta6auri ctwniB CSS. CrienianibHi CENEeKTOPH.

12. Kackanui tabmuui ctumiB CSS. IlceBmoenementu CSS Ta 0coOnMBOCTI iX BUKOPUCTAHHS TpPHU
BEPCTIIl BEOCTOPIHOK.

13. Kackanni tabmuni ctuniB CSS. IlceBmoknacu CSS Ta 0cOOMMBOCTI iX BUKOPHUCTAHHS MIPH BEPCTII
BEOCTOPIHOK.

14. JavaScript: mnpusHaueHHS Ta MOxJuBocTi. [ligkmroueHHs .js-¢ainiB. CrnocoOM yHUKHEHHS
Nepea4acHOro BUKOHAHHS KOy, TUIIU IaHUX, 3MiHHI Ta KOHCTaHTH, ONIEPAaTOPH.

15.  OcHOBHM CKpPHITOBOi MOBU IIporpamyBaHHs JavaScript: kepyroui KOHCTPYKLIi.

16. Macugu B JavaScript, MmeToau yisi poOOTH 3 MaCHUBaMHU.

17. OG6pobka nanux Gopmu B JavaScript.

18. OO6’extu B JavaScript, MeToau aisa poOOTH 3 00’ €KTaMH.

19. Tonsarts DOM-ctpykTypu nokymenrta. Hasiramist B DOM.

20. Tlonsarts DOM-cTpykTypHu J0KyMeHTa. BiiacTuBOCTI BY3TiB.



21.  Tlonsarrs DOM-cTpykTypH nOKyMeHTa. MeToi CTBOPEHHS BY3JIiB.

22. Tlonii. Po6ota 3 mumero B JavaScript.

23. Tlomii. Po6ora 3 xnaBiaTyporo B JavaScript.

24. PHP: npu3HaveHHS Ta MOXKJIMBOCTI.

25.  TIOHATTA KIIIEHT-CEpBEPHOI apXiTEKTypH BEOI0IATKY.

26. OcHoBu MoBu mnporpamyBanHs PHP: cunTakcuc, Tunu AaHux, 3MiHHI Ta KOHCTaHTH, BUpPa3H,
OIepaTopH.

27.  OcnHoBu MoBH niporpamyBanHs PHP: kepyroui koHCTpyKIIii.

28.  OcnoBu MoBM nporpamyBanus PHP: ¢pyHkuii ans po6otu 3 MmacuBamu.

29.  OcnoBu moBu nporpamysadHst PHP: dyrkii s podotu 3 psiakamu.

30. OOpoobxka nanux ¢popm B PHP. HTTP-3anutn.

31. ITapamerpu URL.

32. Pob6ora 3 daitnamu B PHP. Binkputts (aiiniB, untaHHs Ta 3anKC JaHUX B (aill.

33.  Cecii, po6ota 3 ceciasmu B PHP.

34. Cookies Ta pobora 3 Humu B PHP.

35. Pob6ora 3 6a3010 qa”Hux.

36. Kiacuoikaris Bpa3nmuBocTeil BeOpecypcCiB Ta aTak Ha HUX.

37. Bumoru no 3axucty iHdopmailii BeOCTOPIHKH BiJl HECAHKI[IOHOBAHOT'O AOCTYITY.

38. Ilonsarts mixkcaiiToBoro ckpunTuHr (XSS).

39. 3acobm 3axmcty Big XSS.

40. TIlonstrsa SQL-in’exii.

41. 3aco6wu 3axucry Big SQL-iH’ekuii.

42. Araka Ha KJieHTa: miapooka mixkcaitroBux 3anuTiB (CSRF / XSRF).

43. 3nom ayreHtudikauii Ta ceancy. Clickjacking.

44. Mixcainosi 3anutu CSRF.

45.  Cookie aTaku 3 nepexorieHHs iHpopmarii.

46. THCTpyMEHTH TE€CTyBaHHS ypa3JIMBOCTEH BeOpecypciB.

47.  XXE (XML eXternal Entity)-ataku.

48. DDoS-arakn.

49.  TIoHATTS MIKMEPEXKEBOTO EKpaHy.

50. MixmepexeBi eKpaHH Jisl BeOpecypciB.

51. BuKOpHUCTaHHS IHCTPYMEHTIB 3aXHCTy BeOpecypciB

52. Iligxoam 1o TecTyBaHHS BeOpecypciB.

53. 3arajpHa xapakTepucTHka Meronojoriii TectyBanHs Oe3neku: OSSTMM, PTES, OWASP Testing
Guide.

Binern Ha icnut ckJIaaa0THCA 3 TPHOX 0J10KIB:
1. TectoBi 3aBnanus: 20 3anurtanb no 1 6amy, Bchoro 20 6ainiB. TecToBi 3aBAaHHS OXOILTIOIOTH BCl
TEMU 3MICTOBUX MOJYIIB.
2. Opne TeopernyHe 3anuTaHHg: 10 GaiiB 3a MOBHY BiANOBiAb. OXOIUIEHI TEOPETUYHI 3alIUTaHHS
BCIX T€M MOJIYIIB.
3. Ilpaktnune 3aBmanHs: Bcboro 30 OamiB. 3aBgaHHS TOTYIOTBCS Ha OCHOBI 3aBAaHb JI0
1abopaTOpHUX POOIT Ta OXOIUTIOIOTH BC1 TEMH JIAOOPATOPHUX POOIT.

Ilpuknao munogozo KOMNIEKCHO20 NPAKMUYHO20 3A60AHHA:
1. 3a 3pa3kom cTBOpUTH (OPMY 3 PIZHUMH €IeMEHTaMHU YHpaBiiHHA. 3 gomomororo JavaScript
00pobuTH otpumani fasi (15 6amis).



10.
11.
12.

13.

2. 3 momomoror PHP 3a6e3neunTu 3anuc otpumMaHux naHux B 0a3y manux (15 GaiiB).

VI. llIkaja ouiHIOBaHHA

. Ouinka 3a mxajgow ECTS
Oninka B . . .

5 JlinrBicTH4YHA OIliHKA ]

ajax OLliHKA MOSICHEHHSI
90-100 BigmigHO A BiIMiHHE BUKOHAHHS
82-89 Hyxe nobpe B BUIIIE CEPETHBOTO PiBHS
75-81 Jo6pe C 3arajoM Xopoiia podora
67-74 3a10BLILHO D HEIIOTaHO

BHUKOHAHHS BiIIIOBigA€

60-66 Hocrarnpo E MiHIMaJILHUM KPUTEPiIM

1-59 HeszangoBiibpHO Fx HeoOxinHe nepeckiaganHs
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