MIHICTEPCTBO OCBITH I HAYKHM YKPATHU
BosmHcbkuii HanioHaIbHMI yHiBepcuTeT iMeHi Jleci Ykpainku
dakyJabTeT iHGopMALIHUX TEXHOJIOTIH | MATEeMaTHKH
Kadeapa komn’roTepHux Hayk Ta Kidepoe3neku

CUJIABYC
HOPMATHBHOI'0 OCBITHHOI'0 KOMIIOHEHTA

KOMIT'IOTEPHI MEPEXI
ITinroroBku nepmoro (0akajaBpcbKOro) piBHsl BUIIOI OCBIiTH
CreniaabHocti 125 Kidep6e3neka Ta 3axuct ingopmanii
OceiTHbO-nIpodeciitnoi nporpamu KidepOe3neka Tta 3axucT ingopmanii

Jlyusk — 2024



Cuniadyc HOPMATMBHOIO OCBiTHHOIO KOMIOHeHTa “KoMmm’roTepHi Mepexi’ MiATOTOBKU
OakanaBpiB, raiy3i 3HaHb 12 Indopmamiiini Texnosnorii, cnemiambHOocTi 125 KibepOesmeka Tta
3axuCT iH(OpMaIlii, 3a OCBITHBOIO Iporpamoro KibepOesmneka ta 3axuct indopmairii

Po3pobHuku:
UYepusimyk Haranis JleoniniBHa, JOKTOp MeAaroriyHUX Hayk, mpodecop, mpodecop kadempu
KOMIT'IOTePHUX HayK Ta KibepOe3nexu

IHorom:xeno
I'apanT OCBITHBO-TIpOdECiitHOT IIPOrpaMHu: Yepusamyk H.JIL.

Cuitabdyc oCBITHHOI0 KOMIIOHEHTA 3aTBEPAKEHO HA 3acifjaHHi kadeapu KOMII'IOTEPHUX HAYK
Ta KidepOe3nexku

npotokost Ne 4 Bin 21.11.2024 p.

N/
/

3aBinyBau Kadenpu: LJ/J(/ I'pumanosBuy T. O.

© Yepusamyk H.JIL., 2024 p.



1. Onuc HAaBYAJILHOI AMCIUILIIHA

I XapakTepucTHKA HABYAJIBHOL
ajIy3b 3HaHb ]
. y. . AUCUUILTIHI
cneniajibHICTh, 0CBITHBO-
. . s HopmartuBHa
HajimenyBaHHS NOKa3HUKIB npodeciitna nporpama, P
OCBITHIll piBeHb
JlerHa hopMa HaBYAHHS ["amy3s 3HaHb Pik miaroroBku 2, 3
12 Indpopmariiini
TEXHOJIOT1I, 1
o CIIE1AJIbHICTD Cemectp 4, 5
Kinbkicts . 125 KibepOesmneka ta
Fomun/kpenutin 3axuCT iHpopMmarlii, Jlekuiii 62 rox.
240/8 OCBITHBO-TIpO(eciitHa
mporpaMa -
KiGepGesmexa ta saxuct | 11200PaTopHi 84 rox.
iHpopMmarii
OCBITHiH piBeHb OakajaBp. Camocriiina po6ora 78 rox.
Koncynpramii 16 rog.
y
[IH/13: Hemae dopma KOHTPOJIIO: EK3aMeH
MoBa HaBYaHHS — YKpaiHCbKa

IT Indopmanisi npo BukIagaya
ITIII: Yepusmyk Haranis JleoHiniBHa;
HayxkoBuii cTyninb: TOKTOp NeAaroriyHux HayK;
Buene 3BanHs: ipohecop;
IMocapna: npodecop xadeapu KOMI IOTEPHUX HAYK Ta KibepOe3neky;
KonTaktHa indopmanisi: Cherniashchuk.Nataliia@vnu.edu.ua
J{Hi 3anaTh: http://94.130.69.82/cgi-bin/timetable.cgi

III. Onuc gucuunainm

AHoTanisa kypcey. Cuiadyc ocBiTHbOTO KoMIoHeHTa «Komm’roTepHi Mepexi» CKIaJeHO
BIJIIIOBITHO /10 OCBITHBO-TIpo(deciiinoi mporpamu «KibepOesneka Ta 3axucT iHPOpMaLii» nepuoro
piBHS BHIIOi OCBiTH ramy3i 3HaHb 12 IHdopmamiiini TexHomorii, 3a cnoemiaimbHicTIO 125
Kibepbesneka ta 3axuct indopmarii. OcBiTHIH KOMIOHEHT «KOMIT'IOTEpHI MEpeki» HANEKHUTh J0
NepeniKy HOpMaTUBHUX HaBYAJIbHUX JMCLUILTIH, 3a0e3neuye npodeciiiHuii po3BUTOK OakanaBpa Ta
cnpsiMoBaHa Ha (QopMyBaHHS y MaiOyTHiIX (axiBIiB 0a30BHUX 3HAHb, BMiHb MIOJ0 BHUBUYCHHSM
OCHOBHHMX NPHUHIHUIIIB (DYHKIIIOHYBaHHS KOMIT IOTEPHUX MEpEexX, Mojenel [HTepHeTy, MepexeBoro
MIPOTPaMHOTO 3a0e3MeUeHHs Ta MPUKIAJAHUX MPOrpaM, aHali3y MPOIYKTUBHOCTI, IarHOCTUKU Ta
PO3B A3aHHS NPOOJIEM CydyaCHUX KOMIT IOTEPHUX MEPEX.

Merta HaBuYaJdbHOI AUcUHMILIIHM: (QopMyBaHHA y 3700yBayiB BHUINOI OCBITHM yMiHb Ta
KOMIIETEHTHOCTEH 111010 BHBUYEHHSIM OCHOBHUX HPUHIMIIB (YHKI[IOHYBaHHS KOMII IOTEPHUX
Mepex, Mojeneil [HTepHeTy, MepexeBOro MporpaMHOro 3a0e3MeueHHs Ta MPUKIAAHUX MPOTpam,
aHaJi3y MPOAYKTUBHOCTI, IIaTHOCTUKH Ta PO3B A3aHHS NPOOJIEM CydyaCHUX KOMIT FOTEPHUX MEPEK.

Pe3yJbTaTH HABYAHHS:

3K1. 3aaTHiCTh 3aCTOCOBYBATH 3HAHHA y MPAKTHYHUX CUTYaIlifIX

3K2. 3HaHHA Ta po3yMiHHS MPEeIMETHOT 00J1aCTi 1 pO3yMiHHS MPOQECiifHOT NisITBHOCTI

3K3. 3aaTHICTh CIIKYBAaTUCS JEPKABHOI MOBOIO SIK YCHO, TaK 1 MUCHMOBO.

3KS. 3aaTHiCTh BUUTHCS 1 OBOJIO/IIBATH CYYaCHUMH 3HAHHSIMH.

3K8. 3marHicTh 30epiratu Ta MPUMHOXKYBAaTH MOpANbHI, KYJIbTYpHI, HAyKOBI I[IHHOCTI 1
JOCSITHEHHS CYCIIJIbCTBA HA OCHOBI PO3YMIHHA iCTOPIi Ta 3aKOHOMIPHOCTEH PO3BUTKY MPEAMETHOI



obmacti, i Micusg y 3arajgbpHiii CHUCTeMi 3HaHb NIPO TMPHPOILY 1 CYCHUIBCTBO Ta y PO3BHTKY
CYCHIbCTBA, TEXHIKH 1 TEXHOJIOT1H, BUKOPUCTOBYBATH Pi3HI BUAM Ta (OPMH PyXOBOi aKTUBHOCTI
JUTSL aKTUBHOT'O BiJIMOYMHKY Ta BEJICHHS 3JJOPOBOTO CIIOCOOY KHUTTSL.

CK2. 3paTHiCTh BUKOPUCTOBYBATH iH(OpMaIiliHI TEXHOJOTIi, Cy4acHi METOIU 1 MOJei
kibepOe3neKku Ta CUCTEMU 3aXHCTy iHpOpMaIIii.

CK4. 3nathicTs 3a0e3nedyBaTu 3axucT iH(opmanii iHpopmamiiiHux Ta iH(popMaliiHo-
KOMYHIKaI[IHHUX CUCTEMAaX 3TiTHO BCTAHOBJICHOT MOJITHKHU KiOepOe3neku i 3axucTy indopmarii.

CK9. 3natHicTh 3aCTOCOBYBaTH METOJM Ta 3aCO0M TEXHIYHOTO 3aXHCTy iH(opMmarii Ha
00’ekTax iH(HOpMAIIIHOT NiSITBHOCTI.

CK10. 3patHicTh BHMKOHYBATM MOHITOPHHT iH(OpPMaLiiHUX MpPOIECiB, aHali3yBaTH,
BUSIBJISITH, OL[IHIOBAaTH MOXJIMBI BPa3IMBOCTI 3arpo3u iHpopMaliifHOMy MPOCTOpy iHopMaIiitHuM
pecypcam 3riJIHO 3 BCTAHOBIICHOIO MOITHKO 1HPOpMAIIiitHOT Oe3neKH.

PH 1. BinbHO cminkyBaTHCS JEepKaBHOIO MOBOI YCHO Ta NMHCBMOBO NpPHU BHUKOHAHHI
npodeciiHuX 000B’SI3KiB.

PH4. OpranizoByBaTH BiacHy mnpodeciiiHy AisiIbHICTb, OOMpaTH 1 BUKOPUCTOBYBATU
ONTUMAaJIbHI METOIM Ta CIOCOOM PO3B'S3aHHS CKIAJHUX CHENiai30BaHMX 3a1ad 1 MPaKTHYHHX
pobiieM y mpodeciitHiil TisTbHOCTI, OLIHIOBATH TXHIO €(heKTHBHICTD.

PHS. AmnanizyBatH, apryMeHTyBaTH, NpUHMATH pIOICHHS HpU PO3B’SI3aHHI CKJIAJHUX
CTeliaTi30BaHuX 3a7a4 1 MPaKTUYHUX 3aBJaHb y MpodeciiiHii AisUIbHOCTI, SIKi XapaKTepHU3yIOThCS
KOMIUIEKCHICTIO Ta HETIOBHOIO BU3HAYEHICTIO YMOB, BIJITIOBIaTH 32 IPUIHATI PilICHHS.

PH6. AnantyBatucs 10 HOBUX YMOB 1 TEXHOJIOT1H npogeciitHOi AisITBHOCTI, TPOrHO3yBAaTH
KIHLIEBUH pe3yJbTar.

PH10. BukopucroByBaTH cy4acHi iHoOpMaliiiHI TEXHONOTii, MeToau 1 Mojeni
KiOepOe3neKu Ta CucTeM 3aXUCTy iHpopManii 1ist 3iiicHeHHs npodeciitHOl AISITEHOCTI.

PH12. 3acrocoByBaTH METOAM Ta 3aco0M 3axuCTy iHpopMmallii B iHPopMaIifiHUX Ta
iH(pOpMAaIIHHO-KOMYHIKAIlIMHAX CHCTEMaX BiJIMOBIAHO JO BCTAHOBIEHOI MOJITUKH iH()OPMAIIHHOT
Oe3mnexu.

PH13. BnpoBajkyBaTu, HaJalITOBYBaTH, CYyNPOBOKYBAaTH Ta  HiATPUMYBATH
(GYHKIIOHYBaHHS MPOTPAaMHHUX 1 MPOTrpaMHO-anapaTHUX KOMIUIEKCIB 1 cucTeM KibepOe3nmeku Ta
3axucty iHQopMamii sSK HeoOXimHI mpomexypu s (QyHKIiOHyBaHHA iH(pOpMAIIMHUX W
iH(pOpMaIIHHO-KOMYHIKAIIHUX cHCTEM Ta a00 iHPpacTPyKTypu opraHizailii B ijIOMy.

PH20. BusnauaTu 3arpo3u CTBOPEHHS TEXHIYHUX KaHaJIIB BUTOKY iH(popMarii Ha 00’ e€kTax
iH(popManiiHOi AiSUTEHOCTI; BIPOBAHKYBAaTH 3aCO0M 1 3aX0AM TEXHIYHOTO 3aXHCTy iH(pOpMaIlii Bif
BUTOKY TEXHIYHUMH KaHAJIAMH , TPOBOJIUTH OOCIYTOBYBaHHS 1 KOHTPOJb CTaHy arapaTHUX 3aco0iB
3axucTy iH(OopMaIlil Ta KOMIIJIEKCIB TEXHIYHOTO 3aXHCTy iH(OpMaIii.

PH21. BukoHyBaTu BIIpOBaKEHHS, MATPUMKY, aHaJli3 €(EeKTUBHOCTI CHCTEM BUSBJIICHHS
HECAHKIIIOHOBAHOTO JIOCTYIy, Niii 3 iH(popMmalieo B iHQOpMaLiiiHiil cucTemi , Bpa3IMBOCTEH,
MO>KJIMBHX 3arpo3 iH(opMamiitHoMy npocTopy i iHpopMauiiHuM pecypcaM Ta BUKOPUCTOBYBATH
KOMIUIEKCH 3aXMCTy Juid 3a0e3MedeHHs HEOOXIAHOTO piBHSA 3axHIIEHOCTI iH(opmamii B
iHpOpMaLiHHUX CUCTEMAaX.

CTpyKTypa HaBYAJbLHOI TUCIMIIIHM:

4 cemecTp
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3micToBmii moayas 1. Illpeamer Ta 3aBaanns kypey «Komm’rorepHi mepexi». | TecToBuil KOHTpOJIb
IcTopist po3BuTky. Mepesxkni nporoxosn i komyHikanii. Ctex TCP/IP. ba3ose 3HaHb / 5
HAJTAIITYBAHHS MePeKHHUX MPHUCTPOiB. Di3HYHUI Ta KAaHAJTBHHUI PiBHi.




IIporokou Ethernet.

Tema 1. OcHOBHI THOM Ta  TOMHOJOTI] 3BiT 110 N126. PoOOTI /4

KOMIT'IOTepHUX Mepex. llpuHuunum opranizamii 7 2 2 2 1

KOMIT FOTEPHHX MEPEK.

Tema 2. KOMHOHGHTI/I Mmepexx. OCHOBHI THIH Ta 4 ol 2 5 3Bit no J1a6. pobori /4

[TOTIOJIOTIi KOMIT IOTEPHUX MEPEXK.

Tema 3. CyuacHi MepexHi TexHounorii. Ternaenmii 6 2| 9 ) 3Bit o J1a6. pobori /4
03BUTKY MEPEK.

Tema 4. TloHATTS  OPOTOKONM,  HpaBUIA. 3Bit o J1a6. pobori /4

[lopiBHsiHHs Mik HumMu. Etamonni wmogenmi| 4 0] 2 2

Monens OS] i B3a€eMOJIisi IPOTOKOJIIB

Tema 5. CyyacHi cTekd IPOTOKOIMIB. [HKancymsmis 3Bit o J1a6. pobori /4

Ta JOCTYII JI0 JaHUX. 7 2] 2 2 1

Tema 6. OnepaniliHa cucTeMa MEPEKHOI B3a€MOJI] 3BiT 1o J126. poboTi /5

Cisco IOS . ba3oBi HanamTyBaHHsI KOMyTaTtopa Ta| 6 21 2 2

KiHueBoro npuctpoiB B Cisco 1OS.

Tema 7. OcHOBHiI KOHIENII i HAJAIITYBaHHS 3BiT 10 J120. poboTi /5

Oe3nexu Ha komyTaTopax Cisco. 7 22 2 1

Tema 8. Ilpu3HadeHHs Ta MPOTOKONU (HiI3UYHOTO 3BiT 1o J126. podoTi /5

piBHs [lpoBigni Ta Oe3mpoBigHi Komm 'OTepHi 6 21 2 2

Mepexi

Tema 9. CepenoBuie nepenayi nanux. CraHaaptu 3BiT 10 J126. poboTi /5

kaOeniB CrcTeMH YHCICHHS 6 212 2

Tema 10. [TpuzHaueHHs Ta MPOTOKOJIN KaHAJIBLHOTO 3BiT 10 J126. poboTi /5

piBHs KepyBaHHS JOCTYHOM 10 Mepexi nepeaayi 7 21 2 2 1

nannx Komyrartist Ethernet

Pa3om 3a 3MicTOBUM MoynieM 1 60 é 20 | 20 4 50

3micToBmii Moayab 2. Mepe:xHuii pisensb. IIporokosu IP Ta ARP. Anpecanist B

IPv4 ta IPV6-Mmepexax.

TecToBUI KOHTPOJIb
3HaHb /5

Tema 1. XapakTepuUCTUKH MEPEKHOTO pPiBHS,

3BiT 110 N126. PoOOTI /4

[IpoTtokonu Mepexuoro piBHs: IPv4 ta IPv6. / 2 2 2 !
Tewma 2. [Ipouecu mapupytusanii y [P-mepexax. 4 0] 2 2 3Bit o J1a6. pobori /4
Tema 3. ®ynkuii nporokomy IP Ta mporec 6 2| 9 ) 3Bit no J1a6. pobori /4
(bparmMeHTalii HaKkeTiB.
Tema 4. Buznauenns aapec: MAC- ta [P-agpecu. 4 0] 2 2 3Bit 1o J1ab. pobori /4
Tema 5. BinoOpaxkenns [P-aagpec Ha noKanbHi 7 | o 5 1 3Bit o J1a6. pobori /4
anpecu: nporokosu ARP i RARP
Tema 6. Tunm agpec: nmokansHi (MAC-agpeca), 3BiT 1o J126. poboTi /5
mepexxeBi (IP- amgpeca) i cUMBONBHI JTOMEHHI 6 5 ) )
(DNS-im'st) anpecu. Knacu [P-aapec. Ocobamsi [P-
aJIpecH.
Tema 7. BuxopuctoByBaHHs Macok B IP- 3BIT 110 1126. po6OTI /5

7 2] 2 2 1
anpecanii. beskmacoBa moaens aapecaii (CIDR).
Tema 8. Po3paxyHOK mizMepex 3a JOIMOMOTOI) 3BiT 10 J120. poboTi /5
Macku 3MiHHOI nosxuHu (VLSM). Agpecamis B

. . ] 6 2] 2 2

IPv6. Hampasneni, rpymoBi 1 aJbTEepHAaTHUBHI
anpecu. [IpeacraBiaeHHs 3anucy ajapec.
Tewma 9. IP nmporokon Bepcii 6. BiaminHoCTI 5 2| 9 1 3BiT 10 J120. poboTi /5
npotokony IPv6 Big [Pv4.
Tema 10. OcobnuBocTi nepexoay Ha [Pv6 Ta ] 2| 4 1 1 3BiT 1o J126. poboTi /5
(hopMaT makeriB
Pa3omM 3a 3MicTOBUM MotysieM 2 60 é » | 18 4 50
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3micToBuii Mmoxynas 3. TpaucnoptHuii piBenb. [Iporoxoau TCP ta UDP. TecToBUI KOHTPOJIb
IIpotoxosu npukaagHoro pias. Konnenuiss MapmpyTu3samii. 3HaHBb / 5
Tema 1. OcnoBHi ¢yHknii mpotokomy UDP, 3Bit o J1a6. pobori /4
@Dopmat UDP-noBinomieHs. 7 2 2 2 1
Tema 2. ®ynkuii Ta ctpykTypa nporokony TCP. 4 0] 2 2 3Bit no J1a6. pobori /4
Tema 3. YpaBiiHHS HOTOKOM. 3Bit no J1a6. pobori /4
6 2] 2 2

Tema 4. BinoOpaskeHHs1 CHMBOJIbHUX aapec Ha [P- 4 0l 2 5 3Bit o J1a6. pobori /4
anpecu: cimyx0a DNS.
Tema 5. ABromaru3aliis mporecy npusHadeHss [P- 3Bit o J1a6. pobori /4
anpec Bysnam Mepexi -nporokoix DHCP daiinosi 7 21 2 2 1
CepBiCH.
Tema 6. [Iporokon nepenaui ¢aiinis FTP 6 5| 9 5 3BiT 10 J120. poboTi /5
Tewma 7. @ynkuii MappyTuzaTopa. 7 5| 9 5 . 3BiT 10 J120. poboTi /5
Tema 8. AHami3 TabauLi MapIIpy TH3ALii. 6 5| 5 5 3BiT 10 J120. poboTi /5
Tema 9. KoMyTarisi makeTiB Mi>k MepeKamH i 3BiT 10 J120. poboTi /5
BU3HAYCHHS LIUISXY. 1 414 2 1
Pa3om 3a 3MicTOBHM MoOTysieM 3 60 é 20 | 20 4 50

3micToBumii Mmoayab 4. Mapmpyrusanis Mizk VLAN. CtaTuyHa MapmpyTusamnis.

TecToBUI KOHTPOJIb
3HaHb / 15

Tema 1. [IpuHUMOH poOOTH MapuIpyTH3amii Mix| 3BiT 1o J120. poboTi /7
11 2| 4 4 1

VLAN.

Tema 2. HamamrtyBaHHS MapipyTH3aLii Mix 3BiT 1o J120. poboTi /7

VLAN 3 BUKOPHCTaHHSM 3aCTapijioro METOly Ta 11 2| 4 4 1

MeToay router-on-a-stick..

Tema 3. Ilomyk 1 YyCyHEHHS HEMOJaJOK| 3BiT 1o J120. poboTi /7
. 13 4| 4 4 1

MapupyTtuzanii Mk VLAN.

Tema 4. Tunu cTaTUYHUX MapUIPYTiB. 3Bit 1o J120. poboTi /7

HanamryBaHHs CTATHYHUX MapIIPYTiB 1 15 4l 6 4 1

MapLIpyTiB 3a 3aMOBUyBaHHsAM. HamamryBanHs

CcTaTUYHUX MapupyTiB [Pvo.

Tema 5. Or.n;m CIDR i VLSM. HanamTyBaHgsi 10 2| 4 4 3BiT 1o J120. poboTi /7

CYMapHHX 1 IUIaBaIOYMX CTATUYHHX MapIIPYTiB.

Pa3om 3a 3MicTOBUM MozynieM 4 60 ‘1‘ 2 | 20 4 50

Bceboro roqun/basis 146 g 84 | 78 16 240 roz. / 100 6anis




3aBIaHHA JJIA CAMOCTIHHOT0 ONPANIOBAHHS

Ne KinbkicTb
3/m Tema TOAMH
1 | [liagroroBka no nabopaTopHUX poOiT 16
2 | OmparroBaHHA JEKIIIHHOTO MaTepiaty 16
3 | OdbopmiieHHs pe3yabTaTiB 1a0OpaTOPHUX POOIT 16
4 | CucreMaru3ailis 3100yTHUX 3HAHb MEPe]l EK3aMEHOM 15
5 | Pobota 3 miteparypoto B 6ibiioTeri 15
Paszom 78

Temu mabopaTopHUX 3aHATH

Ne Kinbkict
Tema
3/m b FOJAMH
Temu J1aGopaTOPHHUX 3aHATH
1 | BuBuenns inrepdeiicy nporpamu Wireshark. 9
2 | Orpumanns Bigomocteit mpo MAC-aapecu i mepexHi HanamryBaHas TCP/IP. 9
3 MepexkeBi mpucTtpoi 1 3acobm KOMyHikariii. ba3oBe HamamrTyBaHHs 9
KOMYTaTOpa 3 BUKOPUCTAHHSAM iHTEepdeiicy KOMaHIHOTO PsiIKa.
4 | ITobynosa mepexi B Cisco Packet Tracert i 6a30Be HanamTyBaHHs IPUCTPOIB. 9
5 | Hocmimkenns mozaeneir TCP/IP 1 OSI B Cisco Packet Tracer. 8
6 BripoBapkeHHs 1 HaJIAIITyBaHHS CEPBICIB BeO-cepBepy, CepBEPY €IEKTPOHHOI 8
nomty, DHCP, DNS Ta FTP B Cisco Packet Tracert Busnauenns [Pv4-anpec.
7 7. Busnauenns [Pv4-aapec. Po3paxyHok migmepex 3a JOMOMOTOK) MacKu 8
3MIHHO{ JJOBXKHHH.
8 | BuBueHHs Ta qociikeHHs poooTH mpoTokoay ARP. 8
9 HanamryBanns cratuunoi T a aumuamiunoi mapmpytuzanii B Cisco Packet 8
Tracert.
10 Cratnyna Tta pauHamiuHa wapmpytuzanis [P. YcyHeHHs Hemomajgok 3 8
MapUIpyTaMu CTaTUYHUMH Ta 32 3aMOBUYYBAaHHSIM
Pa3zom 84

IV. IloaiTuka oniHIOBaHHA

IosiTuka 010 akaeMiuHoOl 100poUYecHOCTI. AKaieMidHa T0OPOUECHICTh 0a3y€eThCs HA
3aCy/PKEHHI TPAKTUK CIUCYBAaHHS (BUKOHAHHS MUCHMOBHX POOIT 13 3ay4eHHSIM 30BHIIIHIX JKEpe
iH(popMalii, KpiM 103BOJICHHUX JJIsi BUKOPUCTAHHS), IariaTy (BiATBOpEHHs OMyOIiKOBaHUX TEKCTIB
1HIIMX aBTOpiB 0e3 3a3HaueHHS aBTOpCTBAa), (habOpukauii (BUragyBaHHS NaHUX 4M (DAKTiB, IIO
BUKOPUCTOBYIOTBCSI B OCBITHBOMY Tiporeci). Y pa3i MOpymeHHS 3100yBaueM BHIIOI OCBITH
aKaJeMiqyHoi joOpodecHocTi (crucyBaHHs, [UariaT, (aOpukaiisi), poOOTa  OIIHIOETHCS
HE3310BUIBHO Ta Mae OyTH BUKOHAHA MTOBTOPHO, & PE3YJIbTATH paHillle 3JaHuX poOIT aHyIIOIThCS 1
BUKOHYIOTHCSI IOBTOPHO y MOPSAKY BU3HAUYEHOMY BHKIajadeM. [Ipy boMy BHKIIQJay 3aUINaE 3a
co00F0 TPaBO 3MIHUTH 3aBJIAHHS.

Komynikaniiina mnoJsituka. 3700yBaui BHINOi OCBITM TOBHMHHI MaTh aKTUBOBAaHY
YHIBEPCUTETChKY TOIITY. YCi MUCHMOBI 3alMTaHHS /A0 BHUKJIANAa4iB CTOCOBHO KypCy MaroTh
HAQ/ICWJIATUCS HA YHIBEPCHUTETCHKY €JIEKTPOHHY IOINTY, MOXJIHUBE iHIIE (IJOJATKOBE) KEPEsIo
KOMYHIKallii, BA3HaU€He BUKJIQJAa4eM Ui OUTBII OTIEPATUBHOTO 3B’ 3Ky 31 CTYJICHTaMHU.



IosiTuka MOA0 MepeckaagaHHA. PoOoTH, sIKi 31al0ThCS 13 MOPYIICHHSIM TEPMiHIB 0€3
MOBAKHUX NPUYHMH OLIHIOIOTHCA HA HWXKYY OWIHKY. llepecknmamanHs MonyiiB BigOyBaeTbecs 13
JI03BOJTY JIEKTOpA 32 HASBHOCTI OBAXXHUX NMPUYWH (HAPUKJIIA, JTIKAPHIHUN).

Honituka moao ockap:keHHs1 ouiHwBaHHA. [logiTHKa 100 OCKAPKEHHSI OLIHKM.
Sxmo 3700yBayd BHUINOT OCBITH HE 3TOJCH 3 OIIHIOBAHHSIM HOTO 3HAaHb BIH MOXE ONPOTECTYBATH
BHCTABJICHY BHMKJIQJa4eM OLIHKY Y BCTAHOBJICHOMY MOPSAAKY 3TigHO «llonokeHHs mpo MOpsIoK i
IpOIelypyd BUPILMICHHA KOHQIIKTHUX CHUTyauid y BOJMHCBKOMY HalliOHAaJbHOMY YHIBEpCHUTETI
imeni Jleci Ykpainkum»

IHoaiTnka mono BiABixyBaHHs 3aHATH. /711 37100yBadiB BUIIOI OCBITH JE€HHOI (opMH
BiJIBilyBaHHS 3aHSATH € 000B’sI3KOBUM. [loBaXKHUMHU NIPUYMHAMU JJII HESIBKU Ha 3aHATTS € XBOPOOa,
aKaJieMiyHa MOOUIBbHICT, SKi HEOOXIZHO MiATBEpIKYBAaTH BIAMOBIAHMMHU JOKymMeHTamu. IIpo
BIJICYTHICTh Ha 3aHATTI Ta NPUYMHHM BIJCYTHOCTI 3400yBau BHINOI OCBITH Ma€ MOBIJOMHUTHU
BUKJanaya abo ocobucro, abo dyepe3 crapocTy. 3a OO €KTHMBHHMX MPUYMH HABYAHHS MOXE
Bi/I0YBaTHUCh B OH-TIATH POpMi 32 TIOTOKCHHSIM 3 KEPIBHUKOM KYpCY Ta JeKaHOM (haKyJIbTeTy.

BuznanHs pe3yJbTaTiB HABYaHHS, OTPUMAHUX y GopMaibHii, HepopMaJIbHIN OCBITI.
ITig yac BUBYEHHS OCBITHBOTO KOMITOHEHTA MOXJIMBE BU3HAHHS PE3yJIbTaTiB HaBYaHHS OTPHUMAaHUX
y ¢opmanbHiii, HepopMmanbHii Ta/abo iHGopmanbHiil ocBiTi. [lopsaok BU3HAHHS pE3yJbTATIB
HaBYaHHS 1151 3100yBayiB BUIIOi OCBITH, HAOYTHX y: OopMalibHiil OCBITI (akajeMidyHa MOOITBLHICTD
CTYACHTIB Ha TepuTopii YKpaiHM um mo3a i Mexamu, JUIs CTYJCHTIB, SIKi TEPEBOISATHCA,
MOHOBIIOIOTHCSA 3 1HIKMX 3BO (BITYM3HSIHMX YM iHO3eMHUX); HehopManbHil Ta/abo iHpopManbHil
ocBiti 3ailicHIOeThes 3rinHo «[TOJIOJKEHHS npo Bu3HAaHHS pe3yibTaTiB HaBUYAHHS, OTPUMAHUX Y
dopmanpHiii, HepopmanbHili Ta/abo iH(pOpMaNBHIA OCBITI y BonMHCHPKOMY HaIliOHATBHOMY
yHiBepcuteTi iMeHi Jleci Ykpainkm».

V. IlincymKoBHii KOHTPOJIb

OuiHroBaHHA 311HCHIOETbCA 3a 100-6anbHO0 mKanow. OLiHKa BKIIIOYAE B ce0e MOTOUHHM
KOHTPOJIb (HApaxoBYeThCSl 3a SKICHE BHUKOHAHHSA JIaOOpPaTOpHUX poOIT) Ta MiACYyMKOBHH
MOJyTbHUM KOHTPOJb (HApaxOBYEThCS 3a BHUKOHAHHS MOJAYJBHUX KOHTPOJBHHX poOIT Ta
MOJIyJTbHUX TECTOBUX POOIT, 10 JEKIIHHUX MaTepialiB Kypcy). MakcumalibHa KiJIbKICTh OaliB, SIKY
MO’K€ OTPHMATH CTYACHT il 4ac MOTOYHOTO OIliHIOBaHHA 3a cemecTp — 40 Oanis. IlizcymxoBuii
MOJIyJTbHHM KOHTPOJIb 32 CEMECTpP BKIJIIOYAE B ceOe OIIHKH 3a BCI MOJYJIbHI KOHTPOJBbHI poOOTH,
TECTOBI 3aBJaHHA 1 cki1agae 60 OamiB.

Sxmo 3a pe3yibTaTaMd CEMECTpy HAKONMMYEHO HE MeHme 75 OaliB 1 CTyACHT
MOTO/KYETHCS 13 UM PE3yJIbTaTOM, TO OI[IHKA 32 CEMECTP MOXKE BHCTABISATUCS O€3 CKJIaJaHHs
icnuty. B iHImIOMY BHMIaAKy CTYACHT CKJIAJA€ iCIIUT; MAaKCHMallbHA KUIBKICTH OaiiB, SIKy MOXKHA
orpuMatd Ha icnuti — 60 OamiB mpu oMy Oanu 3a MiJCYMKOBUH MOJYJIBHUHA KOHTPOIb
aHYJIbOBYIOTHCS.

Ex3amen mpoxoauts B ycHiil (opmi. OuiHka 3a ceMecTp y BUMAJIKY CKJIaJaHHS ICIHUTY €
CYMOIO 0OaJliB MOTOYHOTO KOHTPOJIIO Ta 0aliB, OTpUMAHMX IIiJl 4ac iCIHUTY.

B Mexax BHMBYEHHS NaHOI JUCHMIUTIHA € MOXJIMBICTH MPONTH Ta OTpUMATU cepTUdIKaT
kypcy Cisco.

IIuTanHA, AKi BUHOCATHCS HA iCIIUT.
. ITOHATTSI KOMIT'IOTEPHUX MEPEXK.
. Kimacudikaiiist KOMIT IOTEpHHX MEPEK.
. @i3uuHI cepeioBHILA TTepeiayi.
. OcuoBu texnornorii Ethernet.
. Knacu IP-anpec.
. MepexeBe o0maiHaHHS.
. MepexeBa aapecartis.
. MepesxeBi Ciryx0H.
. MeToau xomyTartii.
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10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.

Komyrarrist kaHalliB Ta MaKeTiB.

Pexxumu nepenadi.

BiptyanbHi nokanbHi Mmepexi VLAN.

CtpykTypa KoMaH/, 6a30Bi HaJIAIITYBaHHS PUCTPOIO.
[TopTu i anpecu, HanamtyBanns [P-agpecaii

[IpaBumna, mpOTOKOJIM, CTEKH TPOTOKOJIIB.

Opranizamii 31 cTanzapTU3alii.

Eranonni mozeni. bararopisaeBa mojaens OSI.

Etanonni mozgeni. Monens TCP/IP.

Iakancynsmis qaaux. JlocTym 10 g1aHuX.

[TpuznayeHHs (i3UYHOTO PiBHS, XapaKTEPUCTUKU (HI3UIHOTO PiBHS.
Migunii kadens, kabeas UTP.

Bo010KOHHO-ONTUYHUI KaOeb.

be3nporose 3'eqHaHHS.

[Tpu3HaYeHHS KaHAIBHOTO PiBHSL.

Tononorii ToKaTbHUX MEPEX.

Kanp xananeHoro piBus, kagapu Ethernet.

MAC-anpeca Ethernet. Tabauus MAC-aapec.
XapaKTepUCTUKN MEPEKHOTO PiBHS.

ITaker IPv4. ITaket IPv6.

Beryn no mapmpyrtusanii. MeToau MapipyTHsaiii XOCTiB.
MAC- Ta IP-agpecu. ARP.

HanamryBaHHS MOYaTKOBUX MapaMeTPiB MapIIpyTH3aTOPA.
HanamryBanns intepdeiiciB. HanamryBanHs nutto3y 3a 3amMmoBuyBaHHsAM. 34. CTpyKTypa

aapecu IPv4. Tunu agpec [Pv4.

35

. OnHoapecHa, MIMPOKOMOBHA Ta IpyrnoBa po3cuiku [Pv4.

36. Cermenrarist mepexi. Posnonin mepexi [Pv4 Ha migmepexi.

37
38
39
40

. Po3nonin Ha migmepexki 3 mpedikcom /16 1 /8. Po3noain Ha migMepexi BIAMOBITHO IO BUMOT.
. Macka miamepesxi 3MinHOI goBxuHUA (VLSM). CTpyKTypOBaHEe MPOEKTYBaHHS.

. [Ipo6siemu 3 IPv4. Iloganus aapec [Pv6. Tunu anpec IPvo.

. CratnyHa Ta nuHamivyHa MapupyTtu3aiis. CTaTHuHe HaJaTyBaHHS II100aIbHOT

inauBinyansHOi aapecu (GUA) Ta nmokanpHOI aapecu kanary (LLA).

41
42

43,
44,
45.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54,

. JluramiuHa aapecartis s rnmobanpHuX iHAuBiAyansaux aapec (GUA) IPv6.
. JluHamiuHa aapecartis ams JiokaabHuX aapec kanary (LLA) IPv6.
I'pymnioBi agpecu IPv6. Po3noain mepesxi [Pv6 Ha migmepexi.
[Mosigomnenns ICMP. TectyBanHs 3a 1OOMOTOIO ping i traceroute.
TpancnopTyBaHHS JaHUX.

TpancnopTyBaHHS JaHUX

Orusin TCP. Ornsig UDP.

Howmepu noptis. [Iponiec TCP-3'ennanns.

HapiiinicTs 1 kepyBanHs notokom. [lepenaBanus nanux UDP.
[TpuknaaHuii piBeHb, MOJAHHS JAHUX 1 CEAHCOBUM PiBEHb.
OnHopaHrose 3'eTHaHHA

[TpoTokonu Beb Ta enexTponHoi nowmtH. [locoyru IP-anpecarii.
DaiinoBi cepBicH.

3arpo3u Oesrmeli Ta Bpa3IuBOCTI. MepekHi aTaku.

Heiirpanizaiis MepeXHUX aTak. 3aXUCT MPUCTPOIB.

55. Ilpuctpoi y HEBENMHUKii MepexKi.

56
57
58
59

. 3aCTOCYHKH Ta IPOTOKOIU HEBEIIUKOI MEPEKI.
. MacmraGyBaHHs 10 OLIBIINX MEPEXK.

. Ilepesipka 3'eqnannsa. Komanau By3na ta [0S.
. Meroau nomyky Ta yCyHEHHS HECIIPaBHOCTEH.



60. CueHapii mouryky Ta yCyHeHHsI HECTIPaBHOCTEH

61. HanamryBaHHSI TOYaTKOBUX MapaMeTPiB KOMyTaTopa
62. HamamryBaHHS TOPTIB KOMyTaTopa

63. 3axuIeHuil BiganeHuii J0CTyn

64. ba3oBi HaJAIITYBaHHA MapUIPyTU3aTOpa

65. IlepeBipka 3B's13Ky Mixk 0€3MOCEPeTHBO i/ €THAHUMU MEPEKaAMU
66. [lepecunanns kaapiB

67. KomyTariiitai JoMmeHH

68. Ormsin VLAN

69. VLAN y Mepexi 3 KiTbKOMa KOMyTaTopaMu

70. HanamryBanus VLAN

VI. llIkajia oniHloBaHHS
HIkana ouinoBanua (HanionajgbHa Ta ECTS)

Oninka B 0OaJjgax 3a Bci BHAM HaB4yaJabHOI | Ominka
TSIIBHOCTI
90 —-100 Binminao
82 -89 Hyxe nodpe
75 - 81 Ho6pe
67 -74 3a/10BLILHO
60 - 66 HoctatHbo
1-59 HesanoBinbHO
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