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I. Onuc ocBiTHLOr0 KOMIIOHEHTA

XapakTepucTHKA HABYAJILHOL
I'asyss 3HaHB, .
. ) . AMCIMILTIHA
CreniajIbHICTh, OCBITHBHO-
. . e Hopmatushaa
HaiiMeHyBaHHS IOKa3HHUKIB npodeciiina nporpama, P
OCBITHIli piBeHb
Jlenna opMa HaBYAHHS ["airy3b 3HaHb Pik migrorosku 2, 3
F Indopmaniiiai TexHoIOTI],
MelaIbHICTh C 15
o F5 KiGepOesmeka Ta emMectp &,
KimbKicTs . 3axuCT iHpopMalii,
Fopun/kpenutin OCBiTHBO-TIpOQeciiina Jlexuii 30\14 rop.
210/7 nporpama
KiOepbe3neka Ta 3aXuct .
L Jlaboparopui 50\28 rox.
iHpOopMarii
OCBITHIH piBeHb OaKaiaBp. —
Cawmocriiina po6ota 74 rox.
Koncynprarii 14 ron.
IH/I3: Hemae dopma KOHTPOIIO: eK3aMeH

MogBa HaBYaHHS — YKpaiHCbKa

II Indopmanis npo BuKIaga4a
IIII: Yepusmyk Hatanis JleoninisHa;
HayxkoBuii cTyninb: JOKTOp NMeAaroriyHuX HayK;
Buene 3BanHsi: npodecop;
IMocana: npodecop kadeapu KOMII' FOTEPHUX HAYK Ta KiOepOe3IeKH;
KonrTakrha indopmanis: Cherniashchuk.Natalila@vnu.edu.ua
Jui 3auaTh: hitp://94.130.69.82/cgi-bin/timetable.cgi

III. Onuc oCBITHLOr0 KOMIIOHEHTA

AHoTania kypcy. Cuiadyc OoCcBITHBOIO KOMIOHEHTa «KoMmI’roTepHi Mepexi» CKIIaJeHO
BIJIIIOBIJTHO /10 OCBITHBO-TIpodeciiinoi mporpamu «KiGepOesmneka Ta 3axucT iHPpOpMaLlii» nepuioro
PiBHA BHILOT OCBITH Taiy3i 3HaHb F [HpopmariiitHi TexHonorii, 3a cnenianbHicTio F5 KibepOesneka
Ta 3axucT iHpopmauii. OCBITHIM KoMHoHEHT «KoMI’loTepHI Mepexki» HaleXUThb N0 TMEpesiKy
HOPMATHUBHUX HaBYAJIBHUX JUCIMIUIIH, 3a0e3neuye mpodeciiiHuii po3BUTOK OakaiaBpa Ta
cripsiMoBaHa Ha (opMyBaHHs y MailOyTHIX (axiBIiB 0a30BMX 3HaHb, BMiHb I[0JI0 BUBUYCHHSM
OCHOBHUX NMPUHIMMIB (YHKI[IOHYBaHHSI KOMIT IOTEPHUX Mepexk, Mojenel [HTepHeTy, MepexeBoro
IIPOrpaMHOro 3a0e3MeueHHs Ta MPUKIAJAHUX HpOrpaM, aHalli3y NMPOJYKTUBHOCTI, IarHOCTUKU Ta
PO3B’s13aHHS IPOOJIEM CyYaCHUX KOMIT IOTEPHUX MEPEK.

IIpepexBi3uTH: OCHOBHM IpOrpaMyBaHHS, apXiTeKTypa KOMII'IOTEpIB, OINepalliiHi
CHCTEMH, TMCKpETHA MaTeMaTHKa.

IMocTpekBi3WTH:  AJAMIHICTPYBaHHS  KOMIT'IOTEPHMX  MEpEeX, TEXHIYHUH  3aXUCT
iH(popMalii; aynuT iHPOpMAIIHHUX CUCTEM; MpaKTHUKA 3 OpraHi3allli, HaJaroPKeHHs Ta 3aXHUCTYy
KOMIT'FOTEPHUX MEPEXK.

Mera i 3aB1aHHA OCBITHBOIO KOMIIOHEHTa: (pOpMyBaHHS y 3100yBadiB BHILOI OCBITH
YMiHb Ta KOMIIETEHTHOCTEH II0JI0 BHMBUYEHHSIM OCHOBHUX TPHUHLHUIIB (DYHKIIOHYBaHHS
KOMIT FOTEPHHX MEPEX, Mojenell [HTepHeTy, MepexeBOTO TMPOrpaMHOro 3abe3medeHHs Ta
MPUKIIAQJHUX [POrpaM, aHajli3y MpOAYKTUBHOCTI, JIarHOCTUKU Ta PO3B S3aHHS MPOOJIEM CydacHHX
KOMIT'IOTEPHUX MEpeX. 3aBJaHHs MOJIATaloTh B TOMY, 1100 31iHCHUTH GOpMyBaHHS y 3100yBaviB
3HaHb MPO NPUHIMIM TMOOYIOBH, (YHKIIOHYBAaHHS Ta KJIACHU(IKAII0 KOMIT IOTEPHUX MEpEeX;
O3HAlOMJIEHHSI 3 OCHOBHUMHU MepexxeBUMH MojensaMu (3okpema OSI ta TCP/IP) Ta npunuunamu
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B3a€MOJIIi MEpEeKEBUX DIBHIB; HaJaHHA 3HAHb PO MEPEKEBI MPOTOKOIM, METOAM ajpecarii,
MapHipyTH3aiii Ta Tepenadi JgaHWUX; PO3BUTOK MPAKTUYHUX HABUYOK Y TIPOEKTYBaHHI,
HaJIAIITYBaHHI Ta aJIMiHICTPYBaHHI JIOKAJBHUX 1 TII00ATBHUX KOMIT IOTEPHUX MEpex; (hopMyBaHHs
PO3yMiHHS MPUHIIMITB 3a0€3MeUYeHHs HAIIMHOCTI, MPOAYKTUBHOCTI Ta 0€3MEKH MEPEIKEBUX CHCTEM,
MIJrOTOBKA JO TOJANBIIOT0 BUBYCHHS JUCHUIUIIH, TOB’SI3aHUX 13  aJMIiHICTPYBaHHSM,
KiOepOe3neKoro Ta PO3MOIIJICHUMU CHCTEMaMH.

Komnerentnocri. [Iporpamui pesyabratn HaBuanns. Soft skills.

3K1. 3paTHiCTh 3aCTOCOBYBATH 3HAHHS y MPAKTHYHUX CUTYAIlIsAX

3K2. 3nanHs Ta po3yMiHHS MPEAMETHOI 00JIaCTi 1 pO3yMiHHA MPOECiifHOT TiSITBHOCTI

3K 3. 31aTHICTh CIIJIKYBAaTHUCS JIEP>KaBHOK MOBOIO K YCHO, TaK 1 MHUCbMOBO.

3KS5. 31aTHicTh BUMTHCA 1 OBOJIO/IIBATH CYYaCHUMH 3HAHHSIMH.

3K 8. 3xaTHicTh 30epiratv Ta IPUMHOXKYBAaTH MOPaJIbHI, KYJIBTYPHI, HAYKOB1 I[IHHOCTI 1
JOCSITHEHHS CYCITIJIbCTBAa HA OCHOBI PO3YMIHHSA iCTOPIi Ta 3aKOHOMIPHOCTEH PO3BUTKY MPEAMETHOT
obnacti, ii Miclsg y 3arajpHid CHCTEMI 3HaHb PO MTPHUPOAY 1 CYCHUIBCTBO Ta Y PO3BUTKY
CYCHUIBCTBA, TEXHIKH 1 TEXHOJOT1H, BUKOPUCTOBYBATH pi3HI BUAM Ta (JOPMHU PYXOBOi aKTUBHOCTI
JUI aKTUBHOT'O BIATIOUYHMHKY Ta BEIEHHS 370POBOTO CIIOCO0Y HKHUTTS.

CK2. 3parHicTh BUKOPHUCTOBYBATH iH(pOpMAIIiifHI TEXHOJIOTIl, CydacHI METOIHM 1 MOJEIi
kibepOe3neKu Ta CUCTEMU 3aXHCTy 1HpOopMaIlii.

CK4. 3natnicte 3a0e3nedyBatu 3axucT iHGopmanii iHPopManiiHUX Ta iH(pOpMAIiiHO-
KOMYHIKAI[IHHUX CUCTEMAax 3TiJHO BCTAHOBJICHOI MOMITUKH KibepOe3neku i 3axucTy iHpopmariii.

CK9. 3parHicTh 3aCTOCOBYBaTH METOAM Ta 3acO0M TEXHIYHOTO 3aXMCTy iH(opmamii Ha
00’ekTax iHpopMaIiiHOI AiSIBHOCTI.

CK10. 3patHicTh BHKOHYBATH MOHITOPUHT iH(OpPMAIIfHUX TPOIECiB, aHATI3yBaTH,
BUSBIIATH, OI[IHIOBATH MOXIJIMBI BPa3IMBOCTI 3arpo3u iH(opmaliiftHOMy IpocTopy iHGOopMaIiiHUM
pecypcam 3riTHO 3 BCTAHOBJICHOIO MOITUKOIO 1HPOPMAIiHOT Oe3MeKH.

PH 1. BinbHO cninkyBaTHCsS [EpXKaBHOIO MOBOIO YCHO Ta MHChMOBO IPHU BHUKOHAHHI
npodeciiHuX 000B’SI3KIB.

PH4. OpranizoByBatu BiacHy npodeciiiHy IisUIbHICTb, OOMpaTH 1 BUKOPHCTOBYBATH
ONTUMAJIbHI METOIM Ta CIOCOOW PO3B'SI3aHHS CKJIAJHUX CIEHiali30BaHUX 3a7ad 1 MPAKTUIHHUX
npo6sieM y npodeciifHiil AisIbHOCTI, OLIIHIOBATH IXHIO €()eKTHBHICTD.

PHS. AmnanizyBaru, apryMeHTyBaTH, NpUHAMAaTH pILIEHHS NpU PO3B’SI3aHHI CKJIAJHUX
CreLiali30BaHuX 3aJay 1 MPaKTUYHUX 3aBJaHb y MpoQeciifHii AiSIBbHOCTI, SIKI XapaKTepU3YyIOThCS
KOMIUIEKCHICTIO Ta HEITOBHOIO BU3HAYEHICTIO YMOB, BI/IOBIAATH 3a MPUNHHSATI PILLICHHS.

PH6. AnanTyBatucs 10 HOBUX YMOB 1 TEXHOJIOT1H Mpo¢eciiiHOl AisIIbHOCTI, TPOrHO3yBAaTH
KIHIIEBUM pe3ynbTarT.

PH10. BuxopucroByBaTH cyuyacHi iH(OpMaIliiiHi TeXHOJOril, MeTOau 1 MoJei
Ki0epOe3neKu Ta cucTeM 3aXHUcTy 1HQopMarllii s 341iCHeHHs TpodeciitHOT AISIbHOCTI.

PHI12. 3acrocoByBatu MeToau Ta 3acobM 3axucTy iHpopmauii B iHGOpMalidHHX Ta
1H(OopMaIIHHO-KOMYHIKAIITHUX CHCTEMax BIJMOBITHO /10 BCTAHOBJICHOI MOJITUKH 1H(POPMAIIHHOT
Oe3MeKH.

PH13. BmpoBamxyBaru, HaJlallTOBYBaTH, CYNPOBOJKYBATHU Ta  MIATPUMYBATH
(YHKIIOHYBaHHS MPOrpaMHUX 1 MPOTrpaMHO-anapaTHUX KOMIUIEKCIB 1 cucTeM KiOepOe3meku Ta
3axucty 1HQopmamii sSK HeoOXiAHI mpouenypu g (QyHKUIOHYBaHHS 1HpoOpMaIiiHUX U
iHpOopMaNifiHO-KOMYHIKalIHHUX cHcTeM Ta abo 1H(pacTpyKTypH OpraHizallii B LIJIOMY.

PH20. Buznavatu 3arpo3u CTBOPEHHsI TEXHIYHUX KaHAIIB BUTOKY 1H(MOpMaIii Ha 00’ exTax
iH(popMaNiiHOi AisUTBHOCTI; BIPOBAHKYBATH 3aCO0M 1 3aX0AM TEXHIUHOTO 3aXUCTy iH(oOpMaLii Big
BUTOKY TEXHIYHMMHU KaHaJaMH , IPOBOJIUTU OOCITYTOBYBaHHS 1 KOHTPOJIb CTaHy alapaTHUX 3ac00iB
3axHCcTy iH(OopMaIlil Ta KOMITJIEKCIB TEXHIYHOTO 3aXHCTy iH(popMarlii.

PH21. BukonyBatu BIpOBaJKEHHS, MIATPUMKY, aHaji3 €EeKTUBHOCTI CUCTEM BHSIBJICHHS
HECAHKIIIOHOBAHOTO JIOCTYIy, Oiil 3 iH(popMalieo B iHQOpMaIiiiHiii cucTemi , Bpa3lIMBOCTEH,
MOXKJIUBUX 3arpo3 iHdopmauiifHoOMy npocTopy i iH(opmaliifHUM pecypcam Ta BUKOPHUCTOBYBATU



KOMIUIEKCH 3aXMCTy Ui 3a0e3nmeueHHs HEeOoOXiAHOro piBHSA 3axuIIeHOCTi iHdopMmamii B
iH(OopMaIIHHUX CUCTEMAaX.

AHaJITHYHE MHUCJIEHHSI — YMIHHS JIOTIYHO aHAIi3yBaTH MEpEKEBl MPOLIECH, BUSABIATH Ta
yCyBaTH po0IeMH y poOOTI MEPEK.

Kputnyne Mmuc/IeHHsI — 3/JaTHICTh OI[HIOBAaTH pi3HI TEXHI4YHI pileHHs, BHOUpPATH
ONTUMAJTBHI MAXOAM 10 TOOYIOBH Ta aIMIHICTPYBaHHS MEPEXK.

Komanana po6ora — HaBHuYKd €(QEKTHUBHOI B3a€MOJIl B IPYIi MiJ Yac MPOEKTYBaHHS Ta
HaJIarOKEHHsI MEPEKEBUX CHCTEM.

KomyHnikauisi — yMiHHA 4iTKO (pOpMYITIOBATH TEXHIYHI 3aBJIaHHS, TOSCHIOBATH PE3YJIbTaTH
Ta BecTH NMpodeciiiHi 00roBOPEHHS.

Camoopranizanis Ta TaiiM-MeHeIKMeHT — e(eKTUBHE IUIAHYBaHHA pPOOOTH TIpU
BHKOHaHH1 JJa00OpaTOPHUX 1 MPOEKTHUX 3aBJ/IaHb.

Bupimennsi mnpodaem (Problem-solving) — 3aarHiCTh caMOCTIHHO 3HAXOJUTH Ta
peaiizoByBaTH pilIEHHS Y BUMAJKy HENOJIAaI0K Y HECTAaHAAPTHUX CUTYAIlll y Mepexi.

Be3nepepBHe nHaBuaHusi (Lifelong learning) — rotoBHICTE 10 OHOBIEHHS 3HaHb Y
TuHaMivHiK cepi iHpopMaIliHHIX TEXHOJIOT1M.

CTpyKTypa OCBIiTHBOI0 KOMIIOHEHTA!

4 cemecTp
KinpkicTs rognn
Y TOMY YHCJTi ®opMa KOHTPOJIIO /
Ha3Bu 3MicTOBHX MOAYJIiB i TeM
4 Yeboro Cam. baan
Jlek, JIa0. Konc
po0.

3micToBuii moayas 1. Ilpenmer Ta 3aBaanns kypcy «Komn’otepHi Mepexi». | TecToBuii KOHTPOIIb
IcTopis po3BuTky. MepexHi nporokosu i komyHikauii. Ctexk TCP/IP. ba3zose 3HaHb [ 7
HAJAIITYBAHHS MePeKHUX NPUCTPOiB. Di3u4HUIl Ta KaHATbHUI PiBHI.
IIporokos Ethernet.

Tema 1. OcHOBHI THNM Ta  TOMOJOTI] 3Bit 10 J1a0. pobori /4
KOMIT'IOTepHUX Mepex. [IpuHnmnu opranizamii 6 1] 3 1

KOMIT FOTEPHHX MEPEK.

Tema 2. Kommonentn Mepex. OCHOBHI THIIU Ta 6 11 3 1 1 3BiT 110 11a6. pobori /4
[TOTIOJIOTiT KOMIT FOTEPHUX MEPEK.

Tema 3. CyuacHi MepexxHi TexHounorii. Tenaenii 3BiT 110 J120. poOoTi /4

O3BHTKY MEPEXK.

Tema 4. [IloHATTs TpPOTOKONM, TpaBWIIA. 3BiT 110 11a6. pobori /4
[opiBHsiHHA MK HuMmH. Etanonni wmomem, 6 1 3 2

Monens OSI i B3aEMOJIisi IPOTOKOITIB

Tema 5. CyvacHi cTeku IpOTOKOIMIB. IHKancymsis 3BiT 110 11a6. po6oTi /4

Ta TOCTYII O JaHUX.

Tema 6. OnepauiiiHa cucTeMa MEPEKHOI B3a€MOJI] 3BiT 110 11a6. pobori /4
Cisco I0S . Ba3oBi HanamTyBaHHg KoMyTaTopa 18] 6 2| 2 2

kinueBoro npuctpois B Cisco 10S.

Tema 7. OCHOBHI KOHIIETIIIT i HAAIITYBAHHS 3BiT 10 J1a0. poboTi /4

Oe3neku Ha komyTaTopax Cisco.

Tema 8. [Ipu3HaueHHs Ta MPOTOKOJIM (iI3UYHOTO 3BiT 110 J120. poboTi /5
piBas [IpoBigHi Ta Oe3mpoBimHI KOMI'lOTepHi 6 2 2 2

Mepexi

Tema 9. CepenoBuriiie nepenadi gaaux. CraHgapTu 3BiT 0 J120. poboTi /5

Kka0eniB CucreMu YUCIIEHHS

Tema 10. [Ipu3HaueHHs Ta IPOTOKOIHU KaHAJIBHOT'O 3BiT N0 J126. podoTi /5
piBHS KepyBaHHS JJOCTYIIOM JI0 Mepexi mepeaayi 6 1 2 2
mannx Komyrarrist Ethernet




Paszom 3a 3micToBUM Mofysem 1
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3micToBuii Moayab 2. Mepe:xuuii pisens. IIporokosu IP Ta ARP. Anpecauis B

TecToBUiIl KOHTPOJIb

IPv4 Ta IPV6-Mepexax. suany [ 7
Tema 1. XapaKTepUCTHKH MEPEXKHOTO piBHS. 6 1 5 2 3BiT 110 J120. poboTi /4
[Tporokonu mepexxHoro piBHs: [Pv4 ta [Pv6.
Tema 2. [Ipouecu mapupyTtusanii y [IP-mepexax. 6 1] 2 2 3BiT 110 J120. poboTi /4
Tema 3. @ynkmii nporokoury [P Ta mpomec 6 1 5 2 3Bir 1o 1a6. podori /4
(bparMeHTallii MakeTis.
Tema 4. Busnauenns anpec: MAC- ta [P-anpecu. 6 1] 2 2 1 | 3Bir no 1a6. pobori /4
Tema 5. Bino6paxenus IP-aapec Ha JTOKambHI 6 2 3 2 3Bir 1o 1a6. podori /4
anpecu: nporokonn ARP i RARP
Tema 6. Tumm aapec: nokansai (MAC-aapeca), 3BiT 110 J120. poboTi /4
mepexeni (IP- aapeca) 1 cuMBONBHI TOMEHHI 6 2 3 2
(DNS-im'st) anpecu. Kiacu IP-ampec. Ocobmsi IP-
aJIpecy.
Tema 7. BukopucTtoByBaHHS Macok B IP- 6 5| 3 5 1 3BiT 110 J120. poOoTi /4
anpecartii. beskimacoBa monens aapecarii (CIDR).
Tema 8. PozpaxyHOK migMepex 3a JOMOMOTOI 3BiT 10 J1a0. po6oTi /5
Macku 3MiHHOI noxkuHu (VLSM). Axpecaris B
. A | 6 2| 3 2
IPv6. HanpapneHni, rpymoBi 1 aJbTepHATHUBHI
anpecu. [IpefcTaBieHHs 3aMucy ajupec.
Tema 9. IP mporokomn Bepcii 6. BimmiHHOCTI 3BiT 10 J1a0. po6oTi /5
. 6 2| 3 1 1
nportokoiy IPv6 Bin IPv4.
Tema 10. OcobnuBocTi nepexony Ha [Pv6 ta 6 1] 9 1 3BiT 110 J1a6. poboTi /5
(hopMaT makeriB
Pa30M 3a 3MiCTOBHM MOJIYJIEM 2 60 | 15| 25 | 18 3 50
Bcboro roqus/banis 120 (30| 50 | 36 6 210 rox. / 100 Ganis
S cemecTp
KinbkicTh roaun
y TOMY 4HcTi dopMa KOHTPOJIIO /
Ha3Bu 3MicTOBHX MOIYJIIB i TeM Venoro Cant Gauu
Jlex, JIa6. poé ‘| Konc
3microBuii Moayab 3. TpancnopTauii pisensn. [Iporokonun TCP Tta UDP. TecToBUil KOHTPOJIb
IIporokoan npukiiagHoro pisus. Konuenuisa mapupyrusamii. 3HaHb / 7
Tema 1. OcHoBHi QyHkuii mporokomy UDP. 3BiT 110 J1a0. po6oTi /5
dopmat UDP-noBinomieHs. 7 1 2 2
Tewma 2. @yHkii Ta cTpykTypa npotokory TCP. 7 1] 2 2 1 | 3sir mo ;1a6. po6ori /5
Tema 3. YrpaBitiHHS HOTOKOM. 3BiT 110 J1a0. poboTi /5
7 1] 2 2
Tema 4. BinoOpaskeHHs1 CAMBOJIBHUX aapec Ha [P- 7 1 ’ ’ 1 3BiT 110 J120. poboTi /5
aapecu: ciyx0a DNS.
Tewma 5. ABromaru3ariis nporecy rnpusHadenHs [P- 3BiT 110 J1a0. poboTi /5
ajapec By3jiam Mepesxi -tipotokonr DHCP ®daiinosi 7 1 2 2
CEepBiCH.
Tema 6. [Iporokon nepenadi daitnis FTP 7 1 ’ ’ 3BiT N0 J120. poboTi /5
Tema 7. @yHKIIIT MapIIpyTU3aTOPA. 5 1 ’ ’ 1 3Bir 10 J1a0. podoTi /5




Tema 8. Anani3 Tabauii MapIIpyTH3aLii. 3BiT 110 J120. poOoTi /4

Tema 9. KomyTarrist makeTiB Mix MepexxaMu 1 3Bir 1o J1a6. podori /4

BUSHAYCHHS IIJIAXY.

PaszoM 3a 3MicTOBUM MOJTyeM 3 45 9| 14| 18 3 50

TecToBUI KOHTPOIIb
3micToBuii Mmoayab 4. Mapmpytusaunis mMick VLAN. CtaTuyHa MapuipyTH3amisi. 3HaHb / 9

Tema 1. [lpuHiunu poOGOTH MapuIpyTH3aLii MiK 3BiT 110 J126. poboTi /8
VLAN.
Tema 2. HanamryBaHHS MapIipyTH3aIlii MixK 3Bir 1o J1a6. podori /8
'VLAN 3 BUKOpUCTaHHSIM 3aCTapiioro METoIy Ta 10 1] 3 4 1
MeToy router-on-a-stick..
Tema 3. Ilomyk 1 YCyHEHHS HEMONAIOK 10 1] 3 4 1 3BiT 110 J126. poboTi /8
MapmpyTtu3zaii Mixk VLAN.
Tema 4. TUITM CTATUIHUX MapIIPYTiB. 3BiT 110 J120. po6oTi /8
HanamTyBaHHS CTATUYHUX MapIIPYTIB i 15 1 3 4 1
MapIIpyTiB 3a 3aMOBYYBaHHAM. HanarmryBaHHs
cTatnyHUX MapuipyTis [Pvo.

Tema 5. O CIDR 1 VLSM. HanamryBanss
CyMapHUX i MJIaBalOYMX CTATHYHUX MapIIpPYTiB.

Pa30M 3a 3MiCTOBUM MOyJeM 4 45 | 5| 14 | 20 5 S0
Beboro ronmn/bastis 90 14| 28 | 74 14 210 rox. / 100 Gasnis

10 1| 2 4 1

15 | 1| 3 4 1 | 3miT M0 11aG. podori /9

3aBIaHHA 1JIA CAMOCTIHHOIO ONIPALIOBAHHS

Ne KinbkicTb
Tema
3/m TO/IMH
1 | IligroroBka 10 1a00PaTOPHUX POOIT 15
2 | OnparroBaHHs JIEKLiITHOTO MaTtepiary 15
3 | OdopmienHs pe3ysbTariB 1a0OPaTOPHUX POOIT 15
4 | Cucremaru3arlist 300yTHX 3HaHb TIEpe/ EK3aMEHOM 15
5 | Pobora 3 miteparypoto B 6i0mioreri 14
Pazom 74

1V. HoJgiTHKa oniHIOBaHHA
IMoaiTuka BUK/JIaga4ya 11010 3100yBa4a OCBiTH

VYci y4acHHKHM OCBITHBOTO TIpolecy 3000B’s3aHi JOTPUMYBaTHCh BHMMOI YHHHOTO
3akoHo#aBcTBa YkKpainu, Cratyry Ta IlpaBuy BHYTPIIIHBOTO pO3NOPSAKY BoiaumHCBKOTrO
HaIl[lOHAIBHOTO YHiBepcuTeTy imeHl Jleci VYkpaiHkM, a TakoXX 3arajJbHONPUUHATHX HOPM
aKaJIeMiqHO1 €THKH, KOpPITOPaTHBHOT KYJBTYpH Ta B33a€MOITIOBAry.
I[Tix gac 3ansa1h 3 OK «Komm 1oTepHi Mepexi» NiATpUMY€ETbCs aTMocdepa CriBIpalli, BIIKPUTOCTI,
BIJIMOBIAAILHOCTI M TosnepaHTHOCTI. OUIKYEThCS aKTHBHA Yy4YacThb CTYAEHTIB y JEKUIHHUX 1
7a00paTOPHUX 3aHATTSAX, CBOE€YACHE BHUKOHAHHA I1HIMBIAYaJIbHUX Ta TPYHOBUX 3aBJaHb,
JTOTPUMAaHHS rpagika HaBYaHHS Ta BHUMOT 10 opopMIIeHHS PpOOIT.
HenonycTuMuMu € 3ami3HEHHs, BHKOPHCTAaHHS MOOUIBHMX TPUCTPOIB HE 32 HABYAIBHUM
MIPU3HAYEHHAM, IUIariaT, ClIMCyBaHHS, MiIMiHA 0cOOU Ta Oy/Ib-sK1 IPOSBU MOPYIIEHHS aKaJIeMIqHO1
noOpodecHocTi. Yci nmabopaTopHi, CaMOCTIMHI ¥ MiJACYMKOBI 3aBIaHHS BUKOHYIOTBCS 13
BUKOPHCTaHHAM  3ac00iB  JUCTaHI[MHOTO Kypcy Jauciiuiinm B cuctemi  Moodle.
Buknanad rapaHTye npo3opicTh Ta 00’€KTHBHICTH OLIHIOBAHHS, HaJaHHS 3BOPOTHOTO 3B’S3KY,



CTBOpPEHHSI KOMGOPTHMX YyMOB JJIsi 3aCBOEHHA Marepiany W pO3BHUTKY mpodeciiHux 1
KOMYHIKAI[IHHUX KOMIIETEHTHOCTEH 3/100yBaviB OCBITH.
HoniTnka moa0 akageMiuHoi 100POYECHOCTI.

AkazemiyHa 100poYecHICTh 0a3yeThCs HA 3aCy/KCHHI MPAKTHK CIIMCYBAHHS (BUKOHAHHS
NUCHbMOBUX pPOOIT 13 3alydeHHSAM 30BHIMIHIX JOKepen iH(opmarii, KpiM J03BOJICHUX [UIs
BHKOPHUCTAHHS), IUIariaTy (BiATBOPEHHS OIMYyOJIIKOBAaHUX TEKCTIB 1HIIMX aBTOPIB 0€3 3a3HAYCHHS
aBTOpCTBA), (pabpukarii (BuramyBaHHS JaHUX 4d (PAKTIB, IO BUKOPHUCTOBYIOTHCS B OCBITHHOMY
nporieci). Y pasi mopymieHHs 3100yBaueM BHIIOT OCBITH aKaJIeMI4HOI TOOPOYECHOCTI (CIIMCYBaHHS,
riariat, ¢alpukaiis), podoTa OIIHIOETHCS HE33aJOBUILHO Ta Mae€ OyTM BHUKOHAaHA IOBTOPHO, a
pe3yNIbTaTH paHille 3JaHUX pOOIT aHYIIOIOTHCS 1 BUKOHYIOTHCSI IOBTOPHO Y MOPSIKY BU3HAYEHOMY
BUKJIasayeM. [Ipu npoMy BUKIIa1a4 3aJIMIIAE 32 COOOI0 MPABO 3MiHUTH 3aBJaHHSL.

MoniTuka genJIaiiHiB Ta MepecKJIATaHHA.

Pobotu, siKi 31aI0ThCS 13 TOPYIICHHSAM TEPMiHIB 0€3 MOBAXHUX MPHUYUH OLIHIOIOTHCS Ha
HIKYY OIIHKY. [lepeckimamanHs MoaymiB BigOyBaeTbcs 13 J03BONY JIGKTOpa 3a HAasSBHOCTI
MOBKHUX NMPUYUH (HATPUKIIA, JTIKAPHSIHUN).

Mo:kIuBiCTh BU3BHAHHSA Pe3YJIbTATIB HABYAHHS, OTPUMAHMX Y (popMaJIbHiid,
HedopmaIbHii Ta iHpopMaJIbHIN OCBiTI.

[Tig yac BUBUEHHS OCBITHROTO KOMIIOHEHTa MOXIJIMBE BH3HAHHS PE3y/lIbTaTiB HaBYAHHSA
oTpuMaHux y (GopMmanbHiid, HedhopManbHid Ta/abo iH(popmanbHii ocBiTi. [lopsnok BHU3HAHHS
pe3yNbTaTiB HaBYaHHS 715 3100yBayiB BHUILOI OCBITH, HAOYTUX y: hopMaibHiil OCBITI (akagemiuHa
MOOUTBHICTh CTYJACHTIB Ha TepuTopii YkpaiHum um mo3a ii Mexamu, JiIs CTYHEHTIB, SKi
MEePEBOSATHCS, MOHOBIIOIOTHCS 3 iHIMX 3BO (BITUM3HSIHMX YU 1HO3EMHUX ); HeopManbHiil Ta/abo
iHpopMmanbHii ocBiTi 3ailicHIOEThCA 3riaHO «IIOJIOXXEHHS npo Bu3HaHHS pe3ynbTaTiB HaBYaHHS,
oTpuMaHux Yy ¢opMaibHiii, HepopMmanbHiii Ta/abo iHoOpManbHIi ocBiTi y BonuHcbkomy
HallloHATbHOMY YHiBepcuTeTi iMeHi Jleci Ykpaiakuy.

MoxauBIiCTH OTPUMATH 10JATKOBI 0aJIH.

3100yBadi OCBITH MOXYTh OTPHMATH JOJATKOBI 0aJi 32 aKTHBHY y4acThb Y HaBYaJIbHOMY TPOIIECI,
CBOEYACHE Ta SKICHC BHKOHAHHS Ja0OpPaTOPHUX 1 CAMOCTIHHUX pOOIT, 1HIIIATUBHICTH IIiJl Yac
00rOBOPEHb, a TAKOX 3a BUKOHAHHS 3aBJaHb MIABUIICHOI CKIaMHOCTI. J[ogaTkoBi Oanmum MOXYTh
HapaxoOBYBAaTUCS 3a: y4yacTb y HAyKOBO-JOCHIAHIA AisUIBHOCTI, KOH(pEepeHLisX, oiimmianax adbo
KOHKYpCax 3a TEMaTUKOIO KOMIT IOTEPHUX MEPEX; po3poOKy BIACHUX MIHIIPOEKTIB, OB’ SI3aHUX 13
MEpEKeBUMHU TEXHOJIOTISIMH; CTBOPEHHSI HaBYAJIbHUX MaTepialiB, Mpe3eHTalllil Yi TOBIAHUKIB s
OJIHOTPYITHUKIB; BIJBIAYBaHHS BCIX 3aHATH 0O€3 MPOIMYCKIB Ta aKTHUBHICTh TMiJ 4Yac JIEKIIH 1
naboparopHux poOiT. HapaxyBaHHs nonaTKoBUX OaiiB 3IIHCHIOETBCS B MeEXKaxX, BH3HAUYCHUX
KpUTEPISIMU OLIIHIOBAHHS, 1 HE MOXKE MEPEBUILYBAaTH IPaHUYHE 3HAYCHHS, Iepe0aueHe CHCTEMOIO
oliHOBaHHS Aucuuiutiag (70 6anis).

V. IlincymKoBHii KOHTPOJIb

OmninroBanus 37iiicHIOeThCsl 32 100-0ampHOI0 IIKAIOK i BKIIFOYAE TMOTOYHUN KOHTPOIb
(aKTHBHICTb Ha 3aHATTSX, 1a0OpaTopHi podoTn) — 10 70 GamiB, Ta MiACYMKOBHI KOHTPOJIb (TECTH) —
30 GamiB. Jlns momycky 10 MiJICYMKOBOIO KOHTPOJIIO CTYAEHT MOBHHEH Ha0OpaTu He MeHie 35
OaiiB miJl yac MOTOYHOTO OLIHIOBaHHS Ta BHKOHATH BCi JlabopaTtopHi poboTtH. CTyAeHTH, sKi
HaOpanu 75 1 Ounplie OaiiB 32 CEMECTp 1 BUKOHAIM BCl 3aBJIaHHS, MOXXYTh OTPUMATHU MiJCYMKOBY
OLIIHKY 0€3 CKJIaJaHHsI ICIIUTY.

B Mexax BHMBUYEHHS JaHOI JUCHUIUIIHM € MOXJIMBICTb MPOMTH Ta OTpUMATH cepTH(IKaT
kypcy Cisco.

IInTanHs, AKi BHHOCATHCH HA ICIHUT.
1. IToHATTS KOMIT IOTEPHUX MEPEK.
2. Knacudikariis KOMIT FOTEPHUX MEPEXK.
3. ®i3u4HI cepeoBUIIa Tepeadi.
4. OcuoBu texHomorii Ethernet.



5. Knacu IP-anpec.

6. MepexeBe o0nagHaHHS.
7. MepexeBa aapecaris.
8. MepexeBi Ciryxou.

9. Meronu KomyTarii.

10.
11.
12.
13.
14.
15.
16.
17.

18

19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.

KomyTariis kaHaiB Ta makeTiB.

Pexxumu nepenadi.

Bipryansni nokansHi Mmepexxi VLAN.

CrpykTypa KoMaH]1, 6a30Bi HAJAIITYBAHHS IPUCTPOIO.
[Toptu 1 anpecu, HamamryBanus [P-agpecarii

[IpaBwiia, IPOTOKOIH, CTEKH MTPOTOKOIIIB.

Oprani3ariii 31 cTanaapTU3aIlii.

Eranonni moneni. bararopisaeBa moaens OSI.

. Eranonni moxem. Monens TCP/IP.

[akancynsmis nanux. Jloctyn 10 gaHux.

[IpusHadeHHs Gi3HYHOTO PiBHS, XapaKTEPUCTHKU (HI3UIHOTO PiBHSI.
Migunii kabens, kabeas UTP.

BonokoHnHo-onTHYHUH KaOeb.

besnporose 3'eqHanHs.

[Ipu3HayeHHsS KaHATBHOTO PiBHS.

Torosorii TOKaTbHUX MEPEK.

Kanp xananeHoro piBHs, kaapu Ethernet.

MAC-anpeca Ethernet. Tadmauus MAC-anpec.
XapaKkTepuCTUKHU MEPEKHOTO PIBHSL.

[Taket IPv4. ITaker IPv6.

Beryn o mapmipyruzanii. Metoau MapuipyTusaiii XOCTiB.
MAC- ta IP-anpecu. ARP.

HanamtyBanHs mo4aTkoBHX mapaMeTpiB MapuIpyTH3aTopa.
HanamryBanns intepdeiiciB. HamamryBanss nuto3y 3a 3amoBuyBaHHAM. 34. CTpyKTypa

anpecu IPv4. Tunu anpec IPv4.

35

. OmHoanpecHa, MMPOKOMOBHA Ta IpynoBa po3cuiiku [Pv4.

36. Cermenrariis Mepexi. Posnonin mepexi IPv4 Ha migmepexi.

37
38
39
40

. Posnonin va miamepexi 3 mpedikcom /16 1 /8. Po3moain Ha migMepexi BiIOBITHO 10 BUMOT.
. Macka migmepesxi 3minnoi goBxunu (VLSM). CTpykTypoBaHe MPOSKTYBaHHSL.

. [Ipo6nemu 3 IPv4. [loganus agpec IPv6. Tunu agpec [Pvo6.

. CratnuHa Ta 1uHaMiuHa MapupyTtu3aiis. CTaTH4He HaJallTyBaHHS I100aabHOT

innuBinyanpHol aapecu (GUA) Ta nokansHOI anpecu kanany (LLA).

41
42

43.
44.
45.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.

. Jlunamiuna afpecartist A71st rao0ansHuX iHauBiRyansaux aapec (GUA) IPV6.
. Junamiuna agpecarist s JokanbHUX anapec kanany (LLA) IPv6.
I'pyniosi agpecu IPv6. Po3nozin mepexi IPV6 Ha miaMepexi.
[Mosimomnennst ICMP. TectyBanHs 3a qormomororo ping i traceroute.
TpancnopTyBaHHs 1aHUX.

TpancriopTyBaHHS TaHUX

Ornsag TCP. Ornan UDP.

Howmepu noptis. Ilponiec TCP-3'ennanus.

HaniiinicTs 1 kepyBanHs notokoM. [lepenaBanus nanux UDP.
[Ipuknaguuii piBeHb, TOJAHHS JAHUX 1 CEAHCOBUM PIBEHb.
OnHopaHroBe 3'€JHaAHHS

[TpoTokonu BeO Ta enekTponnoi momrru. [Tocayru [P-anpecarrii.
DaiinoBi cepBicu.

3arpo3u 0e3merli Ta Bpa3uBOCTi. MepexHi aTakH.

Heiirpanizanis MepexHUX aTak. 3aXUCT MPUCTPOIB.



55. Ilpuctpoi y HeBeHKii Mepexi.

56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
. Orman VLAN
69.
70.

68

3aCTOCYHKH Ta MIPOTOKOJIM HEBEIUKOI MEPEKI.
MacmtaOyBaHHs 10 OLIBIINX MEPEK.

[TepeBipka 3'ennanns. Komanau By3mna ta [10S.
MeTou TOTyKy Ta YCYHEHHSI HECITPaBHOCTEH.
CueHapii nouIyky Ta yCyHEeHHsI HeCIIpaBHOCTEM
HanamryBaHHs MOYaTKOBHX MapaMeTPiB KOMyTaTopa
HanamryBanss moptiB KomyTaropa

3axuIIeHnid BiIJAICHUN JOCTYII

ba3oBi HanamTyBaHHS MapuIpyTH3aTOpa

[TepeBipka 3B's3Ky MiK O€3MI0CEPEIHBO i€ JTHAHUMU MEPEKAMH
[lepecunanus xaapis

Komyrariiini JoMmeHu

VLAN y Mepexi 3 KiTbKOMa KOMyTaTOpamMu
HanamryBanns VLAN

VI. Hlkajaa ouiHlOBaHHA
HlIxasna ouinoBanus (HamionanbHa Ta ECTS)

Ouinka Ouinka 3a mkanow ECTS
5 JlinrBicruyHa oniHka
B baJax OIliHKA MOSICHEHHSI
90-100 BinMinHaO A BiIMiHHE BUKOHAHHS
82-89 Hyxe nodpe B BHUIIIE CEPEIHBOTO PIBHS
75-81 Jobpe C 3arajom xopoia podora
67-74 3a10BUILHO D HEIIOTaHO
BUKOHAHHS BIJIOBiIa
60-66 JlocTaTtHbo E 1o JUTOBIAC
MiHIMAQJTEHUM KPHUTEPisIM
0-59 He3zanoBinpHO Fx HeoOximHe mepeckiagaHHs
VII. PekoMeH/10BaHAa JIiTepaTypa Ta iHTePHET-pecypcH
1. InrepakTuBHUN HaBuanbHMH mociOHMK Kypcy Akagemii Cisco «CCNAv7:
Introduction to Networks» [URL:https://netacad.com].
2. [Tnardopma nuctanuiitHoi ocBiTH MepexxHoi akaaemii Cisco. Hapuansamii kype «Big
Data & Analytics». [URL.: https://www.netacad.com/courses/cybersecurity/ccna-security].
3. Kamran B.}JO. Meroauka 3axucty iHpopmaliii B KOMIT IOTEPHUX Mepekax Ha OCHOBI

texHosoriii MepexxeBoro piBHg / B.JO. Kamran, A.I'. Ilorocsn, JL.I'. Tlorocan // MixHapoaHa
HayKoBa iHTepHeT-KoH(pepeHis «lHdopmalliiiHe CyCHiIbCTBO: TEXHOJIOTIYHI, €KOHOMIYHI Ta
TEXHIYHI acTIeKTH CTaHOBJEHHs (BUMycK 58)» / 30ipHUK Te3 nomnosiael: Bunyck 58 (M. TepHominb,
12 tpaBus 2021 p.). — Tepuonins. — 2021, C.30-32.
4. [nTepakTuBHMI HaBuanbHUM MOCIOHUK Kypcy Akanemii Cisco «OCHOBU KOMyTallii,
MapuipyTu3sanii Ta 6e3aporoBux mepex» [URL:https://netacad.com].

JonmatkoBa nitepatypa:



1. Yepusamyxk H., Marsiituyk A., Ocranyk /l., llenenina O., bonmapuyk B. (2023).
METOJIM TIOBYJIOBM MEPEXEBHX KOMYTATOPIB 3 ITIJITPUMKOIO TEXHOJIOI'TH
GEPON TA LTE. KOMIT'IOTEPHO-IHTEI'POBAHI TEXHOJIOI'Il: OCBITA, HAVKA,
BHUPOBHUIITBO, (53), 125-131.

2. Cherniashchuk, N., Kostiuchko, S. Detection of attacks based on compromise
marksProceedings of the 2022 IEEE 12th International Conference on Dependable Systems,
Services and Technologies, DESSERT 2022, 2022.

3. Koctrouko C., Uepnsmyk H., IMomimyxk M., Kupmmok JI., Caxaiok A. 3acTocyBaHHS
CUCTEM BHSIBJIICHHSI BTOprHeHb. TexHiuni Bicti. 1(51), 2 (52). JIbsiB, 2020. C. 81-82.

4. Yepusmyk H., Jlymrok A., Cemenenko A., Mimenko T., Hikomaea B. (2023).
TOIIOJIOTTYHA  OIITUMI3ALIA KOMITHOTEPHUX MEPEX POBOTU30BAHUX
CUCTEM. KOMIT'IOTEPHO-IHTET'POBAHI ~ TEXHOJIOT'II: OCBITA, HAVKA,
BUPOBHUIITBO, (53), 147-156.

5. Koctrouko C., Kupumtok JI., Uepnsamyk H., boptauk K., I'puntok C.. be3apoToBa Touka
I0CTYyny 3  0araropiBHEBUM  alNTOPUTMOM  3aXUCTy JaHUX  (AHIJIIHCHKOIO  MOBOIO).
KOMIT'YOTEPHO-IHTEIT'POBAHI TEXHOJIOI'I: OCBITA, HAYKA, BUPOSHULITBO, (42),
Jlyupk, 2021. C. 128-139. https://doi.org/10.36910/6775-2524-0560-2021-42.

6. boptauk K.41., ensscrkuii M.B., Ky3pmuu O.1., baratok H.B., Uepnsmryk H.JI. OcHoBH1
3arpo3u Oesmeni iHopmaniitHux cucteMm. // HaykoBwii sxypHan «Kowmi toTepHO-IHTErpOBaHi
TEXHOJIOT1i: OCBiTa, HayKa, BUpOOHHUITBOY. JIynpk: Bugasuunrso JIHTY. Bum. 40. 2020. C. 137-
142.

7. Yepnsmyk H., boprauk K., Tumyk M., Tuiteupkuit B. (2023). METOIU
KJIACU®DIKALIIT ATPUBYTIB SKOCTI KOMIT'IOTEPHUX CHCTEM TA MEPEX.
KOMIT'YOTEPHO-IHTETPOBAHI TEXHOJIOI'Ii: OCBITA, HAYKA, BUPOBHUIITBO, (53),
127-136.

8. Imunuyk JI.A., Autox C.M., Ky3emuu O.1., barutok H.B., Uepnsauryk H.JI. Anani3 Bumor
Ta METOJOJOris miadopy TeM IS BHUBYEHHS OCHOB KpuOTorpagiuHoro 3axucry indopmarii. //
Hayxoswii sxxypHan «KoMI 10TepHO-1HTErpoBaHi TEXHOJIOTIi: OCBITa, HAyKa, BUPOOHUIITBOY. JIyIIbK:
Bupasuunrso JIHTY. Bum. 40. 2020. C. 16-22.

9. Yepusmyk H., Cementok B., Cxaborcpkmii M., Tokap O., Osepuyk H. (2023).
PO3IIAPAJIEJIEHHSI  3TOPTKOBMX  HEWPOHHUX MEPEX. KOMII'IOTEPHO-
IHTETPOBAHI TEXHOJIOTI'Ii: OCBITA, HAVKA, BUPOBHUIITBO, (53), 167-176.

10. Menbauk, B., Karantok O., Kosnenko, M., Uepusmyk, H., & lepOmrok, A. (2020).
3aNeXHICTh IHTEHCHBHOCTI OOpOOKM MJaHUX B KiacTepl BiJA MNPOAYKTUBHOCTI COKETIB 0e3
BpaxyBaHHs rereporeHHocti. KOMIT'IOTEPHO-IHTETPOBAHI TEXHOJIOI'I: OCBITA,
HAVYKA, BUPOBHUIITBO, (40), 128-139. https://doi.org/10.36910/6775-2524-0560-2020-40-20

11. N. Cherniashchuk, Koval Ihor, Haiduchyk Maksym, Kushko Ivan. (2023).
INTELLECTUAL ANALYSIS OF LARGE DATA STORES. KOMIT'FOTEPHO-IHTET'POBAHI
TEXHOJIOTII: OCBITA, HAYKA, BUPOBHUIITBO, (53), 120-129.

12. Yepusigyk H., Boptauk K., ®panuyk [l., OcoBebka 1., Merenrok C. (2023). METOAU
OLIIHIOBAHHSA SKOCTI JIIOJUHHO-MAIIMHHOI B3AEMOJII. KOMIT'IOTEPHO-
IHTETPOBAHI TEXHOJIOTI'Ii: OCBITA, HAVKA, BUPOSHUIITBO, (53), 127-136.


https://www.scopus.com/authid/detail.uri?authorId=57212035400
https://www.scopus.com/authid/detail.uri?authorId=57213163275
https://www.scopus.com/record/display.uri?eid=2-s2.0-85147857222&origin=resultslist&sort=plf-f
https://www.scopus.com/record/display.uri?eid=2-s2.0-85147857222&origin=resultslist&sort=plf-f
https://doi.org/10.36910/6775-2524-0560-2020-40-20

