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Abstract

The increasing use of Artificial Intelligence (Al) in sensitive and
regulated domains has raised concerns regarding data privacy, trust,
governance, accountability, and fair value distribution. Although
federated learning (FL) enables collaborative model training without
transferring raw data, conventional FL does not inherently provide
decentralized auditability, trust management, or contribution-aware
incentives. In this paper, a decentralized data trust system for privacy-
preserving federated learning based on a four-layer architecture
integrating federated training, privacy protection, blockchain-based
governance, and contribution-aware incentives is proposed. The
framework uses secure aggregation and differential privacy for privacy
protection, blockchain and smart contracts for verifiable governance
and auditability, and an approximate Shapley value mechanism for
contribution-based reward allocation. The proposed system connects
participant activity, trust evaluation, contribution assessment, and
reward distribution within a unified workflow. A comparative analysis
with conventional FL, blockchain-enabled FL, and data marketplace
approaches demonstrates the broader functional coverage of the
proposed architecture across privacy, auditability, trust, incentives, and
regulatory traceability. As this work is conceptual and architectural,
quantitative prototype validation remains part of future work to
evaluate model utility, communication overhead, scalability, and
incentive-computation cost.

Keywords: Federated learning; Blockchain; Data privacy; Trust
management; Incentive mechanism; Shapley value; Healthcare.
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1. Introduction

The rapid expansion of artificial intelligence across
sensitive and high-impact domains has intensified
concerns related to data privacy, trust, and governance.
Modern Al systems depend on large-scale datasets, and
more than 90% of the global data have been generated in
recent years, much of which are managed through
centralized infrastructures. These centralized models
have become major sources of data breaches and misuse,
with billions of personal records compromised globally
and the financial impact of major breaches reaching
millions of dollars per incident. Regulatory frameworks
such as data protection laws now impose penalties of up
to 4% of global annual revenue, highlighting the urgent
need for stronger control and accountability in Al data
usage. Federated learning is a distributed machine
learning approach that enables model training without
centralizing data. Each participant trains the modellocally
on its own device or server, and only the resulting model
updates, rather than the raw data, are transmitted for
aggregation.ll While this substantially mitigates privacy
risk, it does not eliminate it entirely. Previous work has
demonstrated that model updates and gradients can still
leak information about the underlying data under certain
conditions, indicating that FL alone does not fully resolve
the privacy problem.[2

A blockchain is a decentralized ledger that records
events without the need for a central authority to vouch
them. Pairing it with FL gives an audit trail of every
training round, who participated, what was submitted,
and when, without a trusted third party sitting in the
middle.

Data valuation and incentive mechanisms involve
measuring how much each participant's data actually
contributed to a trained model's performance. The most
common approach researchers use is the Shapley value, a
concept from cooperative game theory that splits credit
on the basis of marginal contribution.s] Computing it
properly means retraining the model many times, which is
expensive; thus, recent work focuses on making it less
expensive to approximate.

Regulatory compliance means that an Al system must
stay compliant, not just once, as models are retrained and
data sources are added.l4¢l Frameworks such as the GDPR
and the EU Al Act are pushing exactly this kind of ongoing
traceability and governance requirement.+5]

This research is further grounded in the principles of
privacy-preserving Al, distributed Al systems, and secure
model collaboration, which are techniques that
collectively allow multiple parties to jointly train models
without exposing raw data or individual updates.[t2
Underlying all of this is the broader goal of trustworthy
Al, defined by regulatory bodies as Al that is lawful,
ethical, and technically robust.[4l Central to the proposed
framework is the principle of data ownership, ensuring
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that each participant retains full legal and operational

control over its own data even while contributing to a

shared model, an idea this research formalizes through

the proposed decentralized data trust system.

Without integrated trust mechanisms that tie these
pieces together, federated training, blockchain-based
governance, fair incentive computation, and continuous
compliance, uncontrolled Al data ecosystems risk
increasing privacy violations, regulatory non-
compliance, and loss of public trust. These risks are what
this research is aimed at addressing.

Key challenges in Al data ecosystems:

e Privacy exposure: Centralized data storage increases
the scale and impact of data breaches.

e Limited transparency: Data owners lack visibility and
control over downstream data usage.

e Regulatory pressure: Continuous compliance and
auditability are difficult to enforce in current Al
systems. Unfair value distribution: Data contributors
rarely receive compensation proportional to their
contribution.

e Centralization risks: Single points of control create
systemic security and governance vulnerabilities.
These five factors, spanning privacy, transparency,

regulation, fairness, and governance, are summarized in

Fig. 1.

2. Literature survey

2.1 Literature review

Recent research has increasingly combined federated
learning (FL) with blockchain, privacy-preserving
techniques, trust management, and incentive
mechanisms.[”-13 Studies have shown that blockchain can
improve decentralization, auditability, and participant
accountability while introducing challenges related to
scalability, communication overhead, privacy, and
computational cost. [1213]

Privacy preservation remains an important concern
because model updates may still reveal sensitive
information. Differential privacy, secure aggregation,
homomorphic encryption, and secure multiparty
computation have therefore been explored to increase FL
privacy.4t However, these techniques alone do not
provide decentralized governance, contribution tracking,
or fair value distribution.

Contribution valuation and incentive mechanisms
have also received increasing attention.i's231 Shapley
value-based methods estimate participant contributions,
but exact computation becomes expensive as the number
of participants increases. Recent approaches, such as
mFL, combine Shapley valuation with secure computation
and smart contracts for privacy-preserving incentive
distribution.?4 Similarly, blockchain-enabled incentive-
based FL has been investigated in applications such as
the Internet of Vehicles, demonstrating the potential for
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Fig. 1: Key challenges in existing Al data ecosystems.

verifiable coordination while highlighting performance
and scalability challenges.[251 More recent work, including
COZO, further addresses storage efficiency, fairness, and
contribution valuation in blockchain-enhanced FL.[26]

Despite these advances, existing approaches generally
address privacy, blockchain coordination, trust, or
incentives as separate components. A clear gap remains in
the integration of privacy preservation, decentralized
governance, participant trust, contribution valuation,
incentive distribution, and regulatory traceability within
a unified FL workflow.

Therefore, this research proposes a decentralized data
trust system that connects these functions through a four-
layer architecture comprising a data layer, a federated
training layer, a trust and governance layer, and an
incentive layer. The framework explicitly links
participant activity, trust evaluation, contribution
assessment, and reward allocation within a common
architecture.

2.2 Current flaws identified in existing research

On the basis of prior studies and empirical findings, the

following critical flaws are consistently observed:

e Loss of data control: Data owners lose oversight once
data or model updates are shared.

e Limited auditability: Inability to trace how data
contributes to model updates over time.

e Centralization risks: Reliance on centralized
coordinators creates single points of failure.

e Privacy leakage risks: Model updates may still leak
sensitive information under certain conditions.

e Unfair value distribution: Absence of standardized
mechanisms to evaluate data contribution.

Journal of Cybersecurity and Intelligent Systems

e Regulatory fragility: Difficulty in enforcing continuous
compliance across Al lifecycle updates.

These flaws indicate that existing Al systems not only
are vulnerable in the present but also pose long-term
systemic risks as Al adoption scales further across critical
domains.These flaws and their associated risks are
summarized in Table 1.

Table 1: Key problems identified in existing Al data
ecosystems and their reported impact

Problem Cause Risk/Impact (Reported)
Data Centralized Al Billions of records leaked
Breaches Databases globally — identity theft,
fraud
Privacy No usage 60%+ orgs can’t track
Misuse tracking secondary data use
Financial Large-scale ¥80-100 crore+ per major
Loss breaches breach (avg)
Trust Loss Black-box Al Users stop adopting Al
decisions systems
Systemic Single control One breach affects millions of
Failure authority users
2.3 Problem identification: Current gaps and
challenges

Artificial intelligence systems increasingly rely on large-
scale and sensitive data to operate effectively, especially
in domains such as healthcare, finance, and public
services. However, despite rapid Al adoption, data
management and governance practices remain largely
centralized. With more than 90% of global data generated
in recent years, centralized control models have
amplified risks related to privacy breaches, misuse, and
loss of trust. Existing privacy-preserving and
decentralized technologies address individual concerns

gr-journals.com | 3
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Fig. 2: Single point of failure in centralized coordination.

but fail to provide an integrated framework for trust,

accountability,

and fairness in collaborative Al

ecosystems. As a result, organizations face rising
regulatory pressure, financial losses, and reduced
willingness among data owners to participate in Al-
driven collaboration.

2.4 Critical trustfailuresin current Al data ecosystems

Lack of transparent data governance: Once data are
used for Al development, data owners lose visibility
and control throughout their lifecycle. Studies
report that 60%+ organizations cannot track
secondary data usage, weakening long-term trust.
Privacy and regulatory vulnerabilities: Centralized
Al infrastructures remain prime targets
breaches, with billions of personal records
compromised globally. Continuous regulatory e
compliance during frequent model updates is
difficult to enforce, increasing legal and operational
risk.

Persistent centralization in federated systems

Despite federated learning, many deployments still
rely on centralized coordinators, creating single e
points of failure and concentrated governance
power.

Residual privacy leakage risks: Research shows that
shared model updates and gradients can still leak
sensitive information under certain conditions,
indicating that local data retention does not e
guarantee full privacy.

Security and robustness threats federated learning
(FL) systems are vulnerable to model poisoning and
backdoor attacks, where malicious participants can

4 | gr-journals.com

influence global models without immediate
detection.[11]

e Unequal value distribution: The absence of a
standardized data contribution measurement
results in economic imbalance, where contributors
receive little or no reward despite generating Al
value.

If these challenges remain unresolved, Al
ecosystems risk escalating privacy violations and
regulatory failures, economic inequality, and declining
public trust, posing serious barriers to the sustainable
and ethical growth of artificial intelligence. This risk of

centralized failure is illustrated in Fig. 2.

for 3.Existing solution landscape and limitations
3.1 Existingsolutions and industry approaches

Current direction in industry: The Al industry is
gradually moving away from centralized data
collection because of privacy risks and regulatory
pressure. The focus is on reducing raw data
movement while enabling collaborative learning
across multiple data owners.

Federated learning (FL): Federated learning (FL)
allows collaborative model training without
transferring raw data to a central server. Models are
trained locally, and only updates are shared, reducing
data exposure while supporting cross-organization
collaboration.

Adoption by major technology firms: Large technology
companies have adopted federated and privacy-
preserving Al in real-world systems. Google uses
federated learning for on- device personalization,
Apple applies it to privacy-focused services such as
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Siri, Microsoft focuses on confidential computing, and
IBM emphasizes Al governance and auditability.

e Government regulations and policy initiatives:
Governments have introduced data protection and Al
governance laws such as the GDPR and the EU Al Act,
emphasizing privacy, transparency, and
accountability. Although these laws do not mandate
decentralized trust markets, they encourage privacy-
preserving and auditable Al systems.

e Cryptographic privacy = mechanisms: Secure
aggregation protects individual model updates by
exposing only aggregated results, while differential
privacy limits individual data influence through noise
addition. These techniques improve privacy but do
not address governance, ownership, or fair
compensation.

e Blockchain-enabled federated learning: Blockchain-
based federated learning aims to decentralize the
coordination and verification of training updates.
Although it improves auditability, it increases
communication overhead and security complexity.

e Data marketplaces and compute-to-data models:
Decentralized data marketplaces promote compute-
to-data approaches where computation moves to
data sources. However, linking data access to
verifiable Al training outcomes remains a challenge.

3.2. Limitations of existing solutions:

e Fragmented solution landscape: Existing approaches
address privacy, security, governance, or incentives
independently, resulting in siloed systems that lack
end-to-end trust enforcement.

e Limited integration with ai workflows: Blockchain-
based solutions are mostly restricted to logging and
audit trails and are not deeply integrated with Al
training and model update pipelines.

e Absence of fair incentive mechanisms: There is no
standardized or scalable method to measure data

contribution, making fair and transparent reward
distribution impractical.

e Persistent centralization risks: Many federated
learning deployments still rely on centralized
coordinators, creating single points of failure and
concentrated governance power.

e Weak continuous compliance: Current systems
struggle to enforce dynamic regulatory compliance
across frequent model updates and cross-border
collaborations.

3.3 Comparative analysis of existing approaches and
the proposed system

Comparison with recent approaches: Recent
blockchain-enabled FL studies have increasingly
addressed privacy, decentralized coordination, trust, and
incentive mechanisms, but these capabilities are often
evaluated separately or with application-specific
designs.12-142426] The proposed system differs in that it
integrates  privacy protection,  blockchain-based
governance, trust scoring, contribution valuation, and
incentive distribution within a single FL workflow, as
summarized in Table 2. Therefore, the comparison
highlights the proposed framework's system-level
integration rather than claiming superior numerical
performance over existing approaches.

4.Proposed solution: decentralized data trust system
for federated learning (FL)

The limitations of existing privacy-preserving and
decentralized Al approaches highlight the need for a
unified, trust-centric framework for data collaboration.
To address these challenges, this research proposes a
decentralized data trust system for federated learning
(FL) that integrates privacy, decentralized governance,
trust management, and value exchange within a common
architecture.

e Core concept: Decentralized data trust system: A

Table 2: Comparative analysis of conventional federated learning, blockchain-logged federated learning, data marketplace
approaches, and the proposed decentralized data trust system across raw data exposure, auditability, contribution-based
rewards, privacy leakage resistance, regulatory traceability, trust scoring, coordination overhead, and long-term
participation incentives. FL, federated learning; DP, differential privacy.

Evaluation Plain Federated Blockchain-Logged Data Marketplaces Proposed System
Parameter Learning FL
CRRaw Data Exposure None None Depends on platform None

policy
Auditability Low High Medium High
Contribution-Based Not Supported Limited Manual/Platform- Automated (Shapley-Based)
Reward Dependent
Privacy Leakage Medium Medium Medium High (Differential Privacy+ Secure
Resistance Aggregation)
Regulatory Traceability Low Medium Low High
Trust Scoring Not Available Limited Reputation-Based Explicit Trust Model
Coordination Overhead Low High Medium Medium
Long-Term Participation = Low Low Medium High

Incentive

Journal of Cybersecurity and Intelligent Systems
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Fig. 3: System architecture of the proposed decentralized data trust system.

decentralized data trust system enables data owners
to retain control over their data while Al training is
performed locally. Decentralized mechanisms
support transparency, accountability, and fair value
exchange throughout the Al lifecycle.

Role of federated learning (FL): Federated learning
enables collaborative model training without
transferring raw data. Participants train models
locally and share model updates, supporting privacy-
preserving collaboration across organizations.

Role of blockchain in trust enforcement: Blockchain
provides a decentralized governance layer through
immutable audit trails and smart contracts. It records
participation, update-related information, and
governance events without requiring centralized
control.

Fair incentives and value exchange: The framework
links participant rewards to estimated contribution

through  automated mechanisms, supporting
transparent and contribution-aware incentive
distribution.

The proposed system consists of four integrated
layers. The data layer keeps raw data within the
infrastructure of its owner. The federated training layer
performs local model training and exchanges model
updates without exposing the underlying data. The trust
and governance layer uses blockchain and smart
contracts to record participation, update hashes, and
timestamps, providing a verifiable audit trail. Finally, the
incentive layer estimates participant contribution using

6 | gr-journals.com

an approximate Shapley value and distributes rewards
through smart contracts. This architecture connects
privacy protection, governance, trust evaluation,
contribution assessment, and incentives within a unified
FL workflow. The complete four-layer architecture is
illustrated in Fig. 3.

4.1 Discussion of the proposed algorithm

Algorithm 1. Proposed federated training procedure
with trust and incentive layer input:

Local datasets D1, Dy, ..., Dy; initial global model Mg
Output:

Updated global model M; trust scores {T;}; participant
rewards {R;}

1: Initialize the global model MO.

2: while the convergence criterion is not satisfied do

3: Broadcast the current global model M to all
participants. 4: for each participant Pi do

5: Train the local model using dataset Di. 6: Apply
Differential Privacy:

Wi' = Wi+ N(0, 6%)

7: Encrypt the protected model update Wi'. 8:
Compute Hash(Wi'").

9: Submit the encrypted model update and
its hash to the blockchain network.

10: end for

11: Verify the received model updates using
their corresponding blockchain hashes.

12: Perform Secure Aggregation to generate
the updated global model M.

Journal of Cybersecurity and Intelligent Systems
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13: for each participant Pido
14: Compute the contribution score Ciusing
the approximate Shapley value.

15: Compute the trust score: Ti = aCi + 3Si + yHi
16: Compute the participant reward: Ri = Ci x RTotal
17: end for

18: Execute the smart contract to distribute rewards. 19:
Record model updates, rewards, and consent
information on the blockchain.

20: end while

21: Return the updated global model M, trust scores {Ti},
and rewards {Ri}.

Algorithm 1 describes the complete training workflow
of the proposed decentralized data trust system,
connecting federated learning with privacy protection,
blockchain-based governance, trust evaluation, and
contribution-aware incentives. The procedure begins
with the initialization of the global model My, after which
the participating organizations perform local training
using their own datasets. The raw data remain within the
participants’ infrastructure, while only the required
model information is prepared for further processing.

Before model updates are shared, privacy-preserving
mechanisms are applied to reduce the risk of information
leakage. Secure aggregation prevents individual updates
from being directly exposed during aggregation, whereas
differential privacy can introduce controlled noise to limit
the possibility of inferring sensitive information from
shared updates. This allows collaborative learning while
maintaining the principle that raw participant data do
not leave its original infrastructure. The blockchain-
based Trust and Governance Layer is then used to record
relevant  training-round  information, including
participant identity, update-related hashes, and
timestamps. These records provide an immutable and
verifiable audit trail. Consequently, participation and
training events can be independently verified without
storing the underlying sensitive training data on the
blockchain. Following each training round, participant
behavior and contribution information are used to
update the trust scores. A participant who consistently
provides valid and useful updates can maintain a higher
level of trust, whereas abnormal or low-quality behavior
can negatively affect its level of trust assessment. This
mechanism provides a continuous trust-management
process rather than relying only on initial participant
authentication.

The contribution evaluation stage estimates the
marginal contribution of each participant using an
approximate Shapley value mechanism. The use of an
approximation is important because exact Shapley-value
computation requires the evaluation of a large number of
participant combinations and can therefore become

Journal of Cybersecurity and Intelligent Systems

computationally expensive as the federation grows. The
estimated contribution scores are subsequently used by
the incentive layer to determine proportional rewards.

Finally, the updated global model, trust scores, and
participant rewards are produced as the outputs of the
procedure.  Smart-contract-based execution can
automate the recording of relevant events and the
distribution of rewards according to predefined policies.
Thus, Algorithm 1 connects the technical training process
with governance and economic mechanisms, which is a
central feature of the proposed framework. The algorithm
also introduces practical trade-offs. Privacy mechanisms
may affect model utility depending on the level of
protection applied, blockchain operations introduce
communication and storage overhead, and contribution
valuation adds computational cost. These factors should
be quantitatively evaluated during prototype
implementation to determine the practical scalability
and efficiency of the proposed system.

4.2 Mathematical modeling

The proposed decentralized data trust system for
privacy-preserving federated learning is mathematically
represented using a set of equations describing global
model aggregation, participant contribution evaluation,
incentive distribution, privacy preservation, trust
computation, and overall system optimization. These
formulations provide a conceptual representation of the
proposed framework.

4.2.1 Global model aggregation

Assume that there are N participants in the federated
learning network. Each participant trains the model
locally using its own dataset. The global model is
obtained by aggregating the local model parameters
according to the size of each participant's dataset.

N

WD — Z <

i=1

n; ®
—— | W,
Zligz1nk> !
where,

W= Local model update from participant

n;= Number of local training samples of participants

N= Total number of participants

W(+1) = Updated global model at round t + 1

This weighted aggregation gives greater importance to
participants contributing larger datasets.

ey

4.2.2 Data contribution score

The contribution of each participant is measured on the
basis of its impact on the improvement in global model
accuracy.

IS|' (N — S| — D!
N!

i =

SEN\{i}

[vSU{ih = v®] )
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subject to

K
~ 1 ; .
b=z ) wsiu @) - v(sh] 3)
k=1

where,
¢$i= Shapley contribution value of participanti
V= Set of all participants
S= Coalition of participants excluding participanti
| § |= Number of participants in coalitionS
v(S)= Utility obtained from coalitionS
v(S U {i}) — v(8)= Marginal contribution of participanti
N=Total number of participants

The approximate Shapley value ¢;is used as the basis
for determining the participant contribution score C;.

4.2.3 Reward distribution
The incentive mechanism distributes rewards according
to each participant's contribution score.

Ri=Ci % Rrotal (4‘)

where,
Ri= Reward allocated to participant i
Ci= Participant contribution score derived from
approximate Shapley evaluation
RTotal= Total reward pool

This is intended to support fair and transparent
reward distribution proportional to each participant's
estimated contribution.

4.2.4 Privacy protection

To reduce the possibility of reconstructing sensitive
information from model updates, differential privacy is
applied before local parameters are transmitted.[27]

Wi=W;+ N(O, 0'2) (5)

where,
Wi'= Privacy-protected model update
Wi= Original local model update
N (0, 02)= Gaussian noise with mean 0 and variance o2
o = Noise parameter

Increasing the value of ¢ improves privacy protection
but may slightly reduce model accuracy.

4.2.5 Trust score computation
Each participant is assigned a trust score on the basis of
its contribution, security behavior, and historical

reputation.
Ti = aCi + BSi + yHi (6)
subject to
a+pf+y=1 (7
where,

Ti= Trust score of participant i
Ci= Contribution score

8 | gr-journals.com

Si= Security score
Hi= Historical reputation score
a, (3, and y= Weighting coefficients
Participants with higher trust scores are given greater
preference during future rounds of collaboration.

4.2.6 Overall objective function

The objective of the proposed framework is to maximize
model performance and participant trust while
minimizing privacy risk.

max(MA + 1T — A3P) (8)

subject to

M+ L+ A3=1 (9)

where,
A= Global model accuracy
T= Overall trust score
P= Privacy risk
A1, A2, 3= Weight coefficients balancing accuracy, trust,
and privacy

The optimization objective is to achieve an effective
balance between learning performance, trustworthiness,
and privacy preservation in decentralized federated
learning environments.

4.3 Computational complexity and scalability
analysis

Compared with conventional federated learning, the
proposed framework introduces additional

computational and communication operations. The
overall computational cost is associated mainly with local
model training, privacy-preserving processing, secure
aggregation, blockchain transaction handling, trust score
computation, and contribution valuation. Local model
training remains the dominant computation at
participating institutions and depends primarily on the
model architecture, dataset size, and number of local
training epochs.

The blockchain layer introduces additional overhead
for recording participant-related metadata, update
hashes, timestamps, and reward transactions. However,
sensitive model updates and raw training data are not
stored directly on the blockchain. This design limits
blockchain storage requirements to verification and
governance-related information rather than complete
model or dataset contents.

Contribution valuation represents another important
scalability consideration. Exact Shapley-value
computation can require evaluating a large number of
participant  coalitions and therefore = becomes
computationally expensive as the number of participants
increases. The proposed framework consequently uses
an approximate Shapley value mechanism to reduce this
computational burden while retaining contribution-
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Fig. 4: Case study flow-multi-institution brain tumor segmentation.

aware reward allocation.

The communication overhead is also greater than that
of conventional federated learning because the proposed
workflow requires additional interactions associated
with  blockchain  verification, privacy-preserving
operations, and incentive management. Nevertheless, the
decentralized architecture distributes computation
across participating institutions rather than relying on a
single centralized coordinator. The framework is
therefore designed to support scalability through
distributed processing, lightweight on-chain metadata,
and approximate contribution evaluation.

In practical deployment, scalability should be
evaluated by varying the number of participating clients,
federation rounds, model update sizes, and levels of data
heterogeneity. Important measurements include training
time per round, communication volume, blockchain
transaction latency, blockchain storage growth,
contribution evaluation time, and total system execution
time. These measurements provide quantitative evidence
for determining the scalability of the proposed
framework under realistic federated learning workloads.

5. Case study: Multi-institutional brain tumor
segmentation using federated learning

The corresponding workflow is depicted in Fig. 4.
Case study: Multi-institutional  brain
segmentation (medical imaging)

tumor

Journal of Cybersecurity and Intelligent Systems

Sheller et al. reported a feasibility study in which
federated learning was applied for multi-institutional
brain tumor segmentation, enabling deep learning
collaboration without the need to share patient data.[2s]
Their setup still uses iterative aggregation “at a
centralized server,” showing that privacy-preserving
training can work while coordination often remains
centralized in practice. Follow-up analysis in related
federated tumor segmentation research indicates that
differences in data distributions across sites can
significantly impact federated model performance,
illustrating a key limitation for cross-silo real
deployments.

Sheller et al. reported that federated models trained
across four institutions achieved segmentation
performance within approximately 1-4% of a centrally
trained baseline, despite the added coordination
overhead, demonstrating the feasibility of federated
learning while preserving data locality.[19.28]

How this maps to “data trust system” (example flow):

In the proposed decentralized data trust framework,
each hospital can define participation terms, including
training permissions, model purpose, and privacy
constraints, while federated learning enables local
training with only model updates and relevant metrics
being exchanged. Secure aggregation and differential
privacy can be applied to reduce leakage from shared
updates, whereas blockchain-based coordination can
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Fig. 5: Comparative analysis of the proposed system and existing approaches.

provide verifiable records of contributions and training-
round participation. Incentives can be linked to
measurable participant contributions using Shapley
value-based valuation. The case study also highlights the
practical need to address non-IID data and mitigate
adversarial or low-quality contributions in decentralized
healthcare environments.

6. Results and discussion

6.1 Market relevance and adoption of trustworthy Al
As artificial intelligence adoption accelerates across
industries, trustworthy Al has emerged as a critical
market requirement rather than an optional feature.
Organizations increasingly demand Al systems that are
transparent, reliable, and accountable, particularly in
regulated and safety-critical domains. While global
investment in Al continues to grow rapidly, a lack of trust
remains a major barrier to large-scale deployment.
Studies indicate that poorly calibrated trust in Al systems
can lead to financial losses, legal liabilities, safety failures,
and reduced user acceptance. Consequently,
trustworthiness is becoming a key differentiator for
enterprise and public-sector Al solutions.

6.2 Applications of trustworthy Al across domains

o Increased financial and operational losses

e Higher regulatory and legal exposure

o Safety risks in high-stakes environments

e Slower adoption of Al-driven systems
These risks highlight the growing market demand for Al
systems that embed trust and accountability by design.

6.3 Applications of trustworthy Al across domains
e Healthcare: Al systems support diagnosis, medical

10 | gr-journals.com
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imaging, and treatment planning. Over-trusting Al
can resultin incorrect clinical decisions, while under
trusting reduces efficiency. Trustworthy Al ensures
that Al functions as a decision-support system,
maintaining clinician oversight.

¢ Autonomous vehicles: Self-driving systems require
precise human-Al trust calibration. Misaligned trust
has already contributed to real-world accidents.
Trust-aware Al mechanisms improve safety and
public acceptance.

e Banking and finance: Al is widely used for credit
scoring, fraud detection, and risk analysis.
Trustworthy Al helps professionals understand
when automated decisions require manual review,
reducing financial and compliance risks.

e Public services and governance: Al is being
increasingly applied in welfare distribution, policing,
and public decision-making. Trustworthy Al is
essential for ensuring fairness, accountability,
transparency, and ethical use.

6.4 Comparative evaluation and discussion

The comparative evaluation presented in Fig. 5 examines
the proposed system against plain federated learning,
blockchain-logged federated learning, and data
marketplaces across auditability, contribution-based
reward, privacy leakage resistance, regulatory
traceability, trust scoring, coordination overhead, and
long-term participation incentives. The comparison is
based on the functional capabilities defined in the
proposed architecture and existing solution landscape
rather than on experimentally measured benchmark
values. Plain-federated learning provides the advantage
of keeping raw data local and maintaining relatively low
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coordination overhead; however, it does not inherently
provide immutable auditability, contribution-based
rewards, or explicit trust scoring. Blockchain-logged FL
improves auditability by recording training-related
events but introduces additional coordination
requirements and does not by itself establish a complete
mechanism for contribution-based reward allocation.
Data marketplace approaches support data valuation and
economic  exchange, but governance, privacy
enforcement, and regulatory traceability may remain
dependent on the underlying platform.

The proposed system provides broader functional
coverage by integrating privacy preservation,
decentralized  governance, trust management,
contribution valuation, and incentive distribution within
a common workflow.

Differential privacy and secure aggregation are used
to strengthen protection against privacy leakage, while
the blockchain layer provides verifiable records of
participation and model-update metadata. The
approximate Shapley value mechanism further connects
participant contribution with reward allocation,
providing a basis for transparent and contribution-aware
incentives. These characteristics correspond to the
higher capability levels shown for the proposed system in
the comparative evaluation.

The comparison also highlights important trade-offs.
Compared with conventional federated learning, the
additional blockchain, privacy, trust, and contribution-
valuation mechanisms can increase computational and
communication requirements. In particular, Shapley
value computation may become costly as the number of
participants increases, which motivates the use of an
approximate valuation approach. Similarly, privacy-
enhancing mechanisms may introduce a trade-off
between privacy protection and model utility. Therefore,
the proposed framework should be interpreted as a
system-level improvement in governance, accountability,
privacy, and fairness rather than as a claim of superior
numerical model accuracy.

Overall, the comparative analysis supports the central
objective of the proposed framework: integrating
functions that are commonly treated separately in
existing approaches. The framework connects
participant activity, privacy protection, trust evaluation,
contribution assessment, auditability, and reward
allocation within a unified architecture. However,
because the present study is conceptual and
architectural, quantitative validation on standard
federated learning datasets is needed to measure model
accuracy, communication overhead, scalability, and
incentive-computation cost in future work.

6.5 Future outlook for decentralized data trust
systems and federated data

Journal of Cybersecurity and Intelligent Systems

e Learning enterprise-scale adoption: Healthcare,
banking, insurance, autonomous systems, and smart
cities will increasingly adopt decentralized data trust
systems to enable secure, privacy-preserving Al
collaboration across organizations.

e Blockchain-driven Al governance: Blockchain will
evolve from passive logging to active governance,
enforcing data usage policies, auditability,
contribution tracking, and regulatory compliance
through smart contracts.

e Privacy-enhancing Al techniques: Advanced
federated learning, secure aggregation, and
differential privacy mechanisms will mature to
further reduce data leakage while maintaining high
model performance.

e Fair data economies: Data contribution valuation
models will enable transparent and incentive-driven
data sharing, encourage long-term participation and
reduce data monopolization.

6.6 Prototype validation and
evaluation plan
The proposed framework is currently presented as a
conceptual and architectural system; therefore, the
present study does not claim experimental validation or
measured performance improvements. To validate the
proposed design in future work, a prototype
implementation will be developed using standard
federated learning datasets and multiple simulated
participant nodes. The planned prototype will implement
the four proposed layers, including local federated
training, privacy  protection,  blockchain-based
governance, and contribution-aware incentive
computation.

The experimental evaluation will measure the model
utility, privacy-utility trade-offs, communication
overhead, blockchain transaction and storage overhead,
computational cost of contribution evaluation, trust
score behavior, and reward distribution. Standard
federated learning performance measures such as
accuracy, precision, recall, F1 score, and convergence
behavior are used where appropriate for the selected
application dataset.

The proposed framework is compared with
conventional federated learning, blockchain-enabled
federated learning, and other relevant decentralized
approaches under comparable experimental conditions.
Different numbers of participants and data distributions
are considered to examine scalability and the effect of
non- IID data. The resulting measurements provide
empirical evidence for determining whether the
proposed integration of privacy, trust, governance, and
incentives provides practical benefits while maintaining
acceptable computational and communication costs.

experimental
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6.7 Quantitative evaluation methodology

The quantitative evaluation will be conducted using
standard federated learning datasets and multiple
simulated clients under comparable experimental
conditions. The proposed framework is evaluated against
conventional federated learning and blockchain-enabled
federated learning baselines. Model performance will be
assessed using accuracy, precision, recall, F1 score, and
convergence behavior, while system-level performance
will be evaluated using communication overhead,
computational cost, blockchain transaction and storage
overhead, and contribution evaluation time.

To examine scalability, experiments will be conducted
with different numbers of participating clients and
varying levels of non-1ID data distribution. The effects of
privacy-preserving mechanisms will also be evaluated by
analyzing the trade-off between model utility and privacy
protection. These measurements provide a quantitative
basis for assessing the practical benefits and overheads
introduced by the proposed decentralized trust, privacy,
and incentive mechanisms.

7. Conclusion

This research set out to address a gap that current
federated learning systems leave open: privacy alone is
not enough without the trust, accountability, and fair
incentives built into the system by design. Federated
learning solves the data-sharing problem, but on its own,
it does not provide mechanisms to verify training
activities, maintain accountability, or reward participants
according to their contribution. The proposed
decentralized data trust system addresses this gap by
combining three key components that existing
approaches often separate. Federated learning keeps raw
data with its owner. A blockchain layer provides an
immutable record of training activities, supporting
transparency and auditability. A Shapley value-based
incentive mechanism links participant rewards to their
estimated contribution to model performance,
supporting transparent and contribution-aware reward
allocation. The literature review and comparative
analysis in this paper show that existing solutions
generally address privacy, blockchain-based auditability,
data valuation, or incentives as separate components.
The proposed system is designed to integrate these
functions with trust management and regulatory
traceability within a unified federated learning workflow.
This integration provides a system-level approach to
privacy, accountability, fairness, and governance rather
than treating these requirements independently. Notably,
this work represents a conceptual and architectural
contribution rather than an empirically benchmarked
system. Future work should therefore focus on prototype
implementation and evaluation using standard federated
datasets, particularly in domains such as healthcare and
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finance. Such evaluation determines whether the
proposed integration of privacy, trust, fairness, and
regulatory traceability provides practical benefits while
maintaining acceptable computational and
communication overhead.
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