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Abstract

Smart city emergency response systems routinely fail not because
individual sensors malfunction but because designers optimize a single
metric, location precision, at the expense of battery life and alert
reliability. This failure mode, termed local optimization fallacy, occurs
when developers focus too narrowly on one subsystem objective,
inadvertently degrading broader system goals such as energy
sustainability and network resilience. To address this, we present a 3-
Layer System Evaluation Framework that assesses smart infrastructure
across technical, sociotechnical, and temporal dimensions. We validate
the framework using a prototype Smart Tourist Safety Monitoring
System tested against a simulation dataset comprising 500 tourist
trajectories and 2,126 synthetic alert events distributed across 25
geographically realistic urban zones. Replacing constant GPS polling
with adaptive geofencing (Shapely library) and integrating an SMS
fallback for temporal resilience, combined with a human-in-the-loop
SOS cancellation mechanism, yielded the following simulated outcomes:
an 83.5% reduction in GPS polling energy (95% CI [83.4%, 83.5%],
paired ttestt=-4112.98,p < 0.0001) over a 5-hour tracking session and
a 27.7% overall reduction in false-alarm escalations across the
simulated zone distribution (35.5% in Safety Zones, 21.6% in Neutral
Zones, 3.1% in Danger Zones). All performance results reported are
simulation-based estimates obtained using a discrete-event simulator
calibrated according to the proposed methodology. Real-world
validation remains an important priority for future work. The findings
confirm that in resource-constrained deployments, balanced multilayer
optimization consistently outperforms single-metric maximization.

Keywords: Smart systems; Sustainable development; Adaptive
geofencing; System resilience; Socio-technical systems; Internet of
Things; Energy-efficient monitoring.

Journal of Collective Sciences and Sustainability

gr-journals.com | 1


https://gr-journals.com/ssc/index.php
https://gr-journals.com/
https://gr-journals.com/journals/css
https://gr-journals.com/journals/css
https://doi.org/10.64189/css.26407
https://doi.org/10.64189/css.26407
https://creativecommons.org/licenses/by-nc/4.0/
https://creativecommons.org/licenses/by-nc/4.0/
https://creativecommons.org/licenses/by-nc/4.0/
https://orcid.org/0009-0006-9026-3710

Research Article

https://doi.org/10.64189/css.26407

1. Introduction

The rapid proliferation of Internet of Things (IoT) devices
in smart cities has enabled highly automated systems
designed to improve public safety, support smart
tourism, and enhance urban service efficiency.l12l
However, a critical design pathology pervades many such
deployments: local optimization fallacy.3s1 Smart systems
are frequently engineered to maximize a single metric,
typically location accuracy,45] while complementary
objectives such as energy consumption and network
resilience are treated as secondary concerns. Although
optimizing a single metric may appear locally beneficial,
it introduces systemic failure modes: excessive battery
drain, overloading of edge intelligence, and degradation
of network reliability.le-81 This paper argues that
concentrating solely on one subsystem parameter,
without holistic evaluation, creates intractable trade-offs.
For instance, continuous high-frequency GPS polling can
actively undermine broader goals such as energy
conservation and offline operational continuity.! To
address this, our research investigates how to balance
security objectives with energy efficiency through
situational awareness and how to mitigate alert fatigue
by incorporating human oversight into the system
design.10-131 Using a complete Smart Tourist Safety
Monitoring System, developed for the Smart India
Hackathon (SIH) 2025, as a concrete validation testbed,
we propose a 3-Layer System Evaluation Framework for
assessing and improving smart city infrastructure. The
framework is validated through simulations over 500
tourist trajectories and 2,126 alert events across 25
urban zone polygons. Informed by recent work on data-
driven tourist geofences using tourist GPS trajectories,
the framework now supports adaptable boundary
definitions that complement zone-driven dispatch.i14

2. Related work

The mainstream literature on smart city infrastructure
focuses on maximizing sensor network throughput.
Zanella et al. established foundational principles for [oT-
enabled smart cities, whereas Shafique et al. reviewed
next-generation IoT challenges, including energy and
connectivity constraints.lt215] GPS- and GSM-based
tourist safety systems have been extensively studied.
Sharma and Singh proposed adaptive geofencing for
energy-constrained devices, and Ali et al. extended this
concept with machine learning-driven geofencing for
tourism applications.5! Both works, however, implicitly
assume reliable high-bandwidth connectivity, an
assumption that does not hold in many wurban
environments. Oliveira and Martinez-Perez surveyed
GNSS-based dynamic geofencing and trajectory analysis
for sustainable tourism but did not integrate systematic
energy modeling.l16l Alert fatigue in automated
emergency systems is a well-documented challenge.
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Chen et al. proposed context-aware Al to mitigate false
alarms, and Wang et al. surveyed human-in-the-loop
edge computing paradigms that directly inform our
sociotechnical design.l0111  Endsley provided the
theoretical grounding for situation awareness in dynamic
systems that underpins our adaptive polling logic.[12]
Energy efficiency in mobile and edge IoT has been
addressed by Zhang et al, Li et al.,, and Sun et al. [817.18]
Islam et al. examined resilient IoT architectures relevant
to smart city deployment, and Baker et al. proposed trust-
based resilience frameworks for IoT networks.[19.20]
Checkland and Khan et al offer systems-thinking and
edge-computing foundations that motivate our holistic
evaluation approach.i67 The present work differs from all
of the above in its explicit, simultaneous focus on
interactions between technical, sociotechnical, and
temporal layers. Rather than optimizing any single layer,
we examine how architectural decisions propagate
trade-offs across all three dimensions, a gap that prior
literature has not systematically addressed.[21-25]

3. Proposed framework and methodology

To address the limitations of single-metric optimization,
we applied our proposed 3-Layer System Evaluation
Framework to the prototype Smart Tourist Safety
Monitoring System. The framework examines the system
architecture across three orthogonal evaluation
dimensions: technical, sociotechnical, and temporal.

3.1 System architecture and the 3-Layer framework
The prototype comprises a mobile application built with
React Native (Expo) communicating with a
Python/FastAPI backend via secure RESTful endpoints
protected by JWT authentication. Location and alert data
are retained in a SQLite database managed through
SQLAlchemy ORM. The Graphical Abstract illustrates
how the 3-Layer Framework transitions from single-
metric evaluation to multidimensional assessment across
the Technical Layer (Section 3.2), Socio-Technical Layer
(Section 3.3), and Temporal Layer (Section 3.4).

3.2 Technical layer: Adaptive geofencing (shapely)
The baseline configuration uses continuous GPS polling
at a fixed 5-second interval via expo-location
watchPositionAsync. To reduce energy consumption
without compromising security, we introduce context-
aware polling, which adapts the update frequency on the
basis of the user's current risk context. The backend
geofencing module employs Shapely's point-in-polygon
method to classify the user's position against 25 zone
polygons stored in the SQLite database (15 Safety Zones,
7 Neutral Zones, and 3 Danger Zones). Algorithm 1
(below) formalizes this logic; the resulting energy impact
is quantified in Fig. 1 and Equations 1-3.

Sensitivity analysis of polling intervals: The 5 s/30
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Fig. 1: Energy consumption comparison demonstrating the local optimization fallacy, updated for the revised simulation.
Static 5-second polling exhausts the energy budget of the GPS module by ~ 4.8 h of background tracking; adaptive polling
retains 99.7% of the energy budget of the GPS module at t = 5 h (averaged over 150 evaluation-partition agents, +/- 0.0%
standard deviation; n=3,600 fixes per static agent vs. ~600-1,000 fixes per adaptive agent).

*Note: The figure caption was generated from the simulator output and corresponds to the values reported in Section 5.1:

Energy conservation and network overhead.

Algorithm 1: Adaptive geofence polling algorithm

Algorithm 1: Adaptive Geofence Polling Algorithm

Optimization Goal

Require: Luser (current location), Zsafe (safety zones), Zdanger (danger zones)

Ensure: Optimal polling interval Tpoll

1: Status < IDLE

2: loop

3: if Point(Luser).within(Polygon(Zdanger)) then
4:  Status « HIGH_RISK; Tpoll < 5s

5: else if Point(Luser).within(Polygon(Zsafe)) then
6: Status « SAFE; Tpoll < 60 s

7: else

8 Status < MOVING; Tpoll « 30 s

9: endif

10: Wait(Tpoll)

11: Luser « expo-location.getCurrentPositionAsync()

12: end loop

Optimization Target

— Maximize security fidelity

— Maximize energy sustainability

— Balanced baseline

s/60 s boundaries were validated by a parametric sweep
across the simulation dataset. At the high-risk boundary,
intervals below 5 s yielded no meaningful improvement
in zone-breach detection latency, whereas intervals
above 10 s introduced positional uncertainty exceeding
50 m at typical pedestrian speeds (1.4 m/s). At the safe-
zone boundary, intervals from 45 s to 90 s produced
equivalent energy savings (within +2.8%); 60 s was
selected as a conservative midpoint. The 30 s transit
interval is the geometric mean of the extremes, providing
smooth hysteresis. The energy model is formalized in
Equations 1-3. Let Eta denote total GPS energy over a
session of duration T seconds, Nyos denote the number
of location fixes, and EN; denote the energy cost per fix:

Journal of Collective Sciences and Sustainability

Energy Model Scope and Assumptions. The energy model
in Equations 1-3 deliberately isolates the GPS-fix energy
component of the total device power draw, since
Algorithm 1 only modulates how frequently
getCurrentPositionAsync() is invoked. The per-fix energy
cost E_GNS is anchored at 0.232 ] per request to
published measurements of single-frequency GNSS
acquisitions on contemporary smartphones (Karki et al.,
2019, arXiv:1910.13041). All other device subsystems,
including cellular radio, screen, CPU orchestration, and
background applications, are deliberately excluded from
the comparison; they are constant across both polling
strategies and therefore cancel in the energy-savings
ratio. The battery capacity is modeled at 12.6 Wh (3.85V
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Fig. 2: Real-time police dispatch dashboard illustrating active sos markers with risk-level color coding.

nominal voltage, 3000 mAh), which is representative of
the midrange device class targeted by the prototype.
Numerical results are therefore reported as the GPS-only
contribution of Algorithm 1's adaptive polling and should
be interpreted as a lower bound on total battery savings
on devices with lower baseline GPS activity and as exact
for the GPS polling subsystem only.

Etotal = Npolls X Egps + Nalerts X Ealert (1)
T
Npolls = ﬁ (2)
Esaved = (Nstatic - Nadaptive) X Egps (3)
3.3 Socio-Technical layers: Ul friction and

dashboards

Fully automated SOS features lacking a cancellation
pathway are prone to false escalations. In our system, an
SOS alert is initiated via a mobile interface that requires
explicit confirmation (accompanied by a vibration cue). A
10-second cancellation window, presented as a
countdown in the Ul, then allows the user to abort the
alert before it reaches the Leaflet.js police dashboard.
Sensitivity analysis of the cancellation window: A 10-
second window was selected after simulating
cancellation outcomes across 2,126 alert events using
windows of 5,10, 15 s,and 20 s. Windows shorter than
8 s yielded cancellation rates below 18%; windows
longer than 12 s showed diminishing marginal returns

ailable on mobile devices.

and introduced perceptible dispatch delays (mean delay
+4.3 s). On the SOS classification task (genuine vs. false
alert), the 10-second window achieved a precision =
100% (by design, since only genuine-false candidates
enter the cancellation channel), a recall = 34.0% (588 of
1,728 false alerts successfully cancelled), and F1 = 0.508.
The 10-second value was therefore retained as the
operating point that maximized the cancellation-to-delay
trade-off while remaining within parameters that do not
impair response timing. The real-world validation of this
threshold should be performed in future work.

The dashboard displays active markers with risk-
level color coding: red (emergency), orange (moving),
and blue (idle), as shown in Fig. 2. Users cancel false
alerts via PUT/alerts/{id}/status. This human-in-the-
loop step prevents localized false positives from
propagating to first responders.

3.4 Temporal layer: Infrastructure resilience

To handle intermittent connectivity, the system employs
graceful degradation. When the React Native app detects
the absence of Wi-Fi or mobile data, it persists at the last
known location in AsyncStorage and activates an SMS-
based fallback channel, transmitting a Base64-encoded
emergency payload via the device’s cellular stack. This
ensures that critical distress signals reach responders
even during data network outages, directly addressing
the temporal failure mode highlighted in Section 1.125]

Table 1: Dataset partitioning and characteristics

Source Category Type of Data Total Samples Train Split Test Split
seed_places.py Tourist Zones Spatial (JSON Polygons) 25 18 (72%) 7 (28%)
Simulated Engine  Tourist Paths Temporal-Spatial (GPS) 500 350 (70%) 150 (30%)
Simulated Engine Panic Alerts Categorical & Spatial 2,143 1,500 (70%) 643 (30%)
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Fig. 3: Mobile front end (emergency.tsx) demonstrating the
sociotechnical 10-second SOS cancellation timer.

3.5 Threat model

Two adversary classes are modeled. A passive network
eavesdropper could intercept HTTP payloads to
reconstruct tourist location patterns; this is mitigated by
enforcing HTTPS with JWT authentication on all client-
server communications and by transmitting location data
only at polling intervals (Algorithm 1), reducing the
exposed attack surface.[2123]

Adversary capabilities assumed: read-only access to
the network transit path; no insider or physical access to
the device; and no server compromise.

Out-of-scope attacks (noted as future work): nation-
state GPS spoofing, server-side compromise, collusion
attacks between tourists, and on-device machine-
learning adversarial examples (not applicable since no
ML inference is performed on-device). An alert spammer
could trigger repeated SOS events to exhaust first-
responder attention, an operational denial-of-service
attack on human resources. Mitigations include (i) the
10-second cancellation window (Fig. 3) interrupted
accidental triggers; (ii) JWT authentication blocks
unauthenticated API-level spam; and (iii) anomalous
cancellation-to-trigger ratios are flagged for manual
review. Nation-state GPS spoofing and server-side
compromise are noted as out-of-scope future work.

4. Dataset and experimental setup

To evaluate the framework under controlled but
geographically realistic conditions, we constructed a
scaled synthetic dataset modeled on real city layouts
using the system’s SQLite schema. The dataset was
generated by extending seed_places.py to create 25 zone
polygons and a discrete-event simulation engine that

Journal of Collective Sciences and Sustainability

drives 500 unique tourist agents through the city grid at
stochastic pedestrian speeds (0.8-1.6 m/s). All the
experiments are simulation-based; the simulator,
parameter values, and evaluation protocol are described
in full in Section 4.1 and in the publicly available
simulator source code described in the Data Availability
Statement. The performance claims in Section 5 are
simulation estimates and should not be interpreted as
real-world measurements. Real-world user trials are
identified as a priority for future work.

4.1 Dataset partitioning

Zones table: 25 coordinate polygons (JSON strings)
classified by risk level, 15 Safety Zones (e.g., museums,
parks), 7 Neutral/Transit Zones (e.g., road junctions),
and 3 Danger Zones (e.g., isolated alleys), seeded via
seed_places.py.

Tourist paths table: 500 simulated trajectories, each
originating from a randomly sampled starting coordinate
and progressing at realistic pedestrian speeds with
Gaussian noise (L=1.2m/s, o = 0.2 m/s). Each path spans
a simulated 5-hour session.

Panel alerts table: 2,126 synthetic alert events
distributed across zone categories, generated by
injecting stochastic distress events along each simulated
path at a mean rate of 4.3 events per tourist per session.
Table 1 summarizes the full dataset partitioning.
Following standard simulation-based evaluation
practices, the 500 simulated trajectories are partitioned
70/30 into a calibration partition (used to set zone-
traversal parameters) and an evaluation partition (used
exclusively for all reported metrics in Section 5; n=150
trajectories). This is a methodological split only; no
machine-learning model is trained, and the term 'training
partition' is used here, as in the simulation-based
evaluation literature. The 2,126 alert events are
distributed across both partitions proportionally and are
reported in aggregate.

5. Results and discussion

Applying the 3-Layer Framework to the scaled
simulation dataset (500 tourist paths, 2,126 alert events,
and 25 zone polygons) produced consistent
improvements in system sustainability across all three
evaluation dimensions. All the figures are simulation
estimates derived from the test partition of the dataset
described in Section 4 (Table 1); they are not yet
validated by real-world user studies. Detection Latency
Note. Throughout this paper, 'real-time' is used in its
adaptive-monitoring sense; we do not claim global real-
time guarantees because the detection latency is
bounded above by the active polling interval. In the
calibrated architecture, the worst-case detection latency
is 5 s in the Danger Zone (active polling interval Tpoll =5
s), 30 s in the Neutral/Transit Zone, and 60 s in the Safety

gr-journals.com | 5
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Table 2: Incident report analytics and false alarm mitigation (simulation estimates)

Zone Category Initial Cancelled (False Active Escalations Saved
Triggers Alarms) Responses (%)

Safety Zone (e.g., Museums, Parks) 1,272 452 (35.5%) 820 35.5%

Transit/Neutral Zone 593 128 (21.6%) 465 21.6%

Danger Zone (e.g., Isolated Areas) 261 8 (3.1%) 253 3.1%

Table 3: Sensitivity analysis - metric variation across parameter ranges.

Parameter Varied Range Tested Outcome (Energy saving/Escalations saved)
Pedestrian speed std. dev. (m/s) 0.1-04 Energy saving: 83.2% - 83.7% (stable)
P_CANCEL_SAFE (frac.) 0.25-0.55 Safety-zone escalations saved: 29.1% - 41.8%

Zone composition (safety: neutral: danger)

10:10:5 to 18:5:2

Energy saving: 80.1% - 86.3%

Zone. This zone-dependent latency bound is listed in
Table 1 and is an inherent consequence of the energy-
saving trade-off; near-instantaneous polling in all zones
would defeat the purpose of Algorithm 1.

5.1 Energy conservation and network overhead
Replacing fixed-interval GPS polling with adaptive
geofencing  substantially reduced the energy
consumption of the simulated GPS module. Over a 5-hour
background-tracking session simulated across 500
agents with the discrete-event simulator described in
Section 4.1, the static (single-metric) strategy exhausted
its GPS budget in all agents (3,600 fixes per agent at 0.232
]/fix), whereas the adaptive strategy, averaged over the
held-out 150-agent evaluation partition, retained 99.7%
(+/- 0.0%) of the energy capacity of the GPS module. In
relative terms, Equation 3 yields a simulated GPS-polling
energy savings of 83.5% (95% CI [83.4%, 83.5%], 5,000
bootstrap resamples) compared with the static 5-second
baseline. The results of the paired t test comparing per-
agent GPS energy under adaptive vs. static polling are t =
-4112.98 and p < 0.0001, confirming that the energy
advantage is both practically large and statistically
robust on the evaluation partition. As stated above, these
numbers isolate the GPS-polling energy; they should not
be extrapolated to total device battery savings without
accounting for other subsystems.l2¢] Fig. 1 shows the
battery-remaining trajectories for both strategies across
the 5-hour window, averaged over the 150 held-out test
agents. The divergence between curves beginsatt=0.5h
and widens monotonically, illustrating the compounding
cost of the local optimization fallacy.

5.2 False alarm mitigation and response efficacy

Incorporating the sociotechnical cancellation mechanism
substantially reduced simulated first-responder resource
expenditure. Across the 2,126 simulated alert events
distributed across the full-session aggregator, 1,728
alerts were genuinely false (nongenuine distress signals),
of which 588 were successfully cancelled within the 10-
second window (Recall = 34.0%). By zone, the escalation
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savings were as follows: Safety Zones, 1,272 triggers/452
cancellations = 35.5%; Transit/Neutral Zones, 593
triggers/128 cancellations = 21.6%; and Danger Zones,
261 triggers/8 cancellations = 3.1% (low by design, since
most alerts in danger zones are genuine).

Overall escalation reduction: 27.7% (588/2,126
triggers). This breakdown replaces the previously
reported single F score with a class-resolved precision
(100% by design)/recall (34.0%)/F1 (0.508). These
results confirm that localized optimization of the
technical layer alone, while improving positional fidelity,
actively degrades energy and alert-management
performance. The 3-Layer Framework makes these
cross-layer trade-offs explicit and quantifiable even in a
simulation setting. The 83.5% GPS-polling energy savings
shown in Fig. 1 and the 27.7% overall false-alarm
reduction shown in Table 2 jointly validate the multilayer
design philosophy described in Section 3, while the
precision-recall breakdown shows that cancellation is
most effective in zones where false alarms are most likely
(Safety, 35.5%) and least effective in zones where quick
alerting is most critical (Danger, 3.1%)—a deliberate
asymmetry consistent with the safety-vs-energy trade-
off at the heart of the local optimization fallacy.

5.3 Sensitivity analysis

We ran the discrete-event simulator across three
parameter perturbations while holding all the other
settings constant. Each row in Table 3 reports the
resulting metric. Energy savings are highly stable across
all the parameter ranges tested, confirming that the GPS-
polling energy advantage is not driven by a single tuned
parameter. False-alarm reduction is more sensitive to
zone composition (which controls the genuine-alert base
rate), as expected; this is now acknowledged as a primary
limitation and is discussed in Section 6.

6. Conclusions

Through formal energy modeling and simulation-based
evaluation over 500 tourist trajectories and 2,126 alert
events, this study demonstrates that smart systems
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governed by the local optimization fallacy exhibit
significant systemic failures in energy sustainability and
alert reliability. When evaluated using a prototype Smart
Tourist Safety Monitoring System and the proposed 3-
Layer Framework (technical, sociotechnical, temporal),
continuous single-metric tracking is shown to impose
prohibitive GPS-polling energy costs and to generate a
high fraction of false-alarm escalations in low-risk zones
where most human activity is concentrated. The
combined application of adaptive geofencing, SMS-based
fallback for temporal resilience, and a human-in-the-loop
SOS cancellation mechanism yielded simulated
improvements of 83.5% (95% CI [83.4%, 83.5%], p <
0.0001) in GPS-polling energy conservation and a 27.7%
overall reduction in false-alarm escalations (35.5% in
Safety Zones, 21.6% in Neutral Zones, and 3.1% in
Danger Zones). Limitations (see Section 5.3 and Section
6.1) include the GPS-only energy isolation, the assumed
behavioral cancellation rates, the static zone
classification, and the absence of on-device deployment.
Future work will focus on (i) real-world user validation
to corroborate the simulation results; (ii) integration of
lightweight edge-ML for predictive zone-risk assessment
based on real-time crowd density; (iii) extension of the
threat model to address GPS spoofing and server-side
adversaries given the current limitation of HTTPS+JWT-
only defenses; and (iv) a paired on-device measurement
campaign on the targeted midrange device class to
replace the Karki et al. (2019) per-fix energy anchor with
a directly measured value.
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