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Abstract 
In the case of Internet of Things (IoT) intrusion detection, traffic 

classification is a necessary step, as well as a decision on whether there 

is enough evidence to warrant a response. This study introduces a trust-

conditioned spatial–temporal framework, called CNS-STGU Defense, 

which splits these tasks. A typical representation is to map CICIoT2023 

and TON_IoT Network to 6 behavioural families and 33 packet-derived 

descriptors, where the grouping of capture/device/session is done 

before fitted preprocessing and window construction. The encoder is 

defined by a one-dimensional convolutional neural network (CNN), 

bidirectional long short-term memory (BiLSTM) network and additive 

attention. Decision acceptance is based on calibrated probabilities, 

prototype distance, uncertainty and distribution monitoring, and 

simulator-ranked actions are limited by symbolic constraints. The 

provided 187,360-window reference matrix achieves 99.495% 

accuracy, macro-averaged F1 score (macro-F1) of 99.505%, Matthew’s 

correlation coefficient (MCC) of 0.9939 and false-alarm rate (FAR) of 

0.603%. The macro-F1 for balanced transfer reconstruction is 94.207% 

and 94.707%. Evidence is broken down into matrix derived quantities 

(M), deterministic analytical calculations (A), and reconstructed or 

stated illustrations (R). The contribution consists of an auditable 

interface connecting prediction, acceptance and response constraints, 

numerical consistency analysis and a matched evaluation protocol. The 

illustrations of the transfer and gate do not constitute an empirical 

superiority. Retained predictions, fitting records and response logs are 

not provided here and must be validated. 

 
Keywords: IoT security; Intrusion detection; Spatial–temporal learning; 

Cross-dataset evaluation; Open-set recognition; Calibration; Concept 

drift; Neuro-symbolic policy. 
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1. Introduction 

The IoT networks are used to transport data from devices 
that have varying computing capabilities, update 
frequencies and service needs. Gateway level monitoring 
is a level where network observations can be used in 
intrusion detection and response.[1] A wrong automated 
action at this stage can disrupt the normal functioning of 
the services and the acceptance of a prediction is a 
different issue from the class label.[2] 

Previous research has focused on deep architectures 
and feature reduction and graph-based representations 
of IoT traffic that incorporate local structure and 
temporal order. [3,4] The motivation for the representation 
used here comes from these studiesp.[5] Changes in 
capture environment, unsupported attack families and 
the limitations on potential responses should be taken 
into account when using classification scores for 
deployment evaluation.[6,7] 

The first challenge comes when the assessment 
context changes. The traffic of the devices in an IoT 
network fluctuates depending on duty cycles, firmware 
and deployment conditions, and public benchmarks 
differ even more in terms of capture apparatus, feature 
schema and attack taxonomy. When repeated flows, 
source-specific artefacts and identity-bearing fields exist 
in the evaluation partition, high internal accuracy is not 
sufficient to establish transfer to another capture 
environment. 

The second challenge is when a closed-set classifier is 
faced with traffic from outside the traffic families it 

knows: it still labels it with a known-family label. If the 
label is mapped directly to an action, the question of 
whether its probability is calibrated, its representation is 
supported, whether the traffic distribution is within 
scope, and whether the response is permissible remain 
unanswered. These questions stimulate a separate 
decision-acceptance stage. We use the framework name 
CNS-STGU Defense throughout this paper to refer to the 
trust-conditioned spatial–temporal intrusion detection 
with constrained response control. It provides separate 
prediction and trust and response interfaces to answer 
these four questions. The encoder provides a class 
prediction and behavioral context. The trust layer fuses 
together the probabilities of validation, entropy, class 
margin, prototype distance and drift state. The 
population stability index (PSI) is used to track the drift 
in the input-descriptors, and the Jensen–Shannon 
divergence (JSD) is used to track the joint predicted-
family/confidence distribution. A simulator and symbolic 
rules then evaluate the actions of the candidates. This 
separation is not a proof of the effectiveness of the causal 
response, but an architectural contribution, and the 
change in the unit of evaluation that it suggests is stated 
in Fig. 1. 

Fig. 1 distinguishes class prediction from decision 
acceptance. The encoder estimates a known-family label. 
The trust and policy stages determine whether the 
evidence supports a response. Unknown-like, shifted or 
ambiguous traffic can therefore be deferred without 
changing the underlying class prediction. 

 
Fig. 1: Conceptual shift from score-centered classification to trust-conditioned decision support. 
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1.1 Research gaps 
The research gap examined here is the absence of a 
demonstrated link, within the supplied evidence, 
between cross-source classification and the reliability of 
accepted responses. The proposed interface makes that 
link testable through four questions: 
1. Does source-only evaluation remain valid when 
capture conditions, feature schemas and attack 
taxonomies differ? 
2. Can unsupported families be deferred without an 
unacceptable rejection rate on known traffic? 
3. Do calibration, prototype support and drift monitoring 
reduce error among accepted decisions at comparable 
coverage? 
4. Do response constraints exclude inadmissible actions, 
and what additional review workload does this create? 
 
1.2 Research objectives 
The objectives specify the method and the comparisons 
needed to answer these questions. distinguishes the 
available numerical evidence using the convention. 
I. Specify a common representation and group-isolated 
partition protocol for CICIoT2023 and TON_IoT, audit the 
supplied pooled count matrix, and define bidirectional 
source-only transfer. 
II. Define a prediction-specific trust record containing 
calibrated confidence, entropy, class margin, prototype 
distance and drift state. 
III. Specify matched rejection and gate comparisons, 
separating raw classification from accepted-decision 
error, coverage and review workload. 
IV. Define and stress-test a symbolic response gate for 
accepting, deferring or rejecting candidate actions, 
without treating the simulator as evidence of live-
network safety. 
 
1.3 Contribution and testable scope 
The contribution is a common decision record connecting 
three stages: a class prediction, the evidence for 
accepting it and the constraints on its response. The 
representation and group-isolated protocol specify what 
can be compared between sources. The reasons for the 
acceptance or deferral are observable in the trust record. 
The actions are then limited by symbolic rules, based on 
the risk-transition simulator. A response guard will 
override a favorable simulated utility. The testable claim 
is that these stages can enhance the quality of accepted 
decisions and the admissibility of responses without 
altering the raw class predictions. To establish that claim, 
matched comparisons must be made between the 
classifier and the trust gate stage and the constrained 
response stage, and error, coverage and review workload 
must be reported separately. Those comparisons are 
given. The present contribution does not set the interface 
and its numerical consistency but the empirical gain of 

the combined system. Unknown-like traffic is traffic that 
is rejected due to lack of evidence for a known-family 
decision. A holdout round where a family is intentionally 
not included in training, prototypes, calibration and 
threshold fitting. Such a benchmark holdout is smaller 
than finding a previously unknown vulnerability. The 
four illustrative rounds in this paper address the former 
question. we survey related work, we detail our method, 
and we describe our evaluation protocol, including the 
evidence-class convention. Results are presented with 
the evidence class indicated. The interpretation, 
reproducibility and limitations are discussed and the 
conclusion. 
 
2. Related work 
The work related to this paper can be categorized into 
five areas: Representation and discrimination of IoT 
traffic, Control of schema and partition if multiple 
sources of capture, Calibration of the predicted 
probability, Rejection of inputs not supported by the 
representation, and Constraint of the action taken on a 
prediction. The axes are examined in this sequence and 
Table 1 shows how each research stream addresses these 
methodological axes. Deep IDS studies and hybrid 
convolutional–recurrent architectures show that IoT 
traffic can be separated in a benchmark, but the studies 
are performed on a single source, and complexity of the 
architecture does not guarantee generalization to a 
different capture environment. The schemas of the 
features and the attack labels are different between 
CICIoT2023 and TON_IoT and the evaluation of the two 
sources is not a retraining problem, but rather requires 
an explicit descriptor mapping, a label mapping and 
partition controls that ensure that records with the same 
attack label are on the same side of the split.[8,9,10] The 
other three axes are in a state of maturity and are 
separate.[11] Temperature scaling is a method of adjusting 
the probability confidence without altering the order of 
the logits.[12] OpenMax and Mahalanobis scoring and 
energy scoring are methods that reject inputs that the 
representation does not support.[13-15] Learned 
representations and explicit reasoning constraints are 
combined in neural-symbolic methods and decision 
quality is assessed in conjunction with coverage in 
selective classification.[16-18] The interface examined here 
links five different quantities: a predicted label, 
calibrated probability, representation support, 
monitored distribution state and admissible response 
actions. Table 2 relates the identified evidence gaps to the 
corresponding controls and reported evidence within 
CNS-STGU Defense. The cited methods motivate 
individual components, but the present tables do not 
provide a systematic proof that no earlier method 
combines them, nor do they prove empirical superiority. 
Discrimination, rejection, coverage, accepted-decision 
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risk and response constraints need to be evaluated 
separately for the joint interface. 

The comparison reveals that the examined research 
streams vary in terms of the architecture of the classifiers 
as well as the types of decision evidence they include. 
Closed-set and hybrid deep IDS methods are mainly 
based on representation learning and discrimination 
between known classes, while calibration-oriented and 
open-set methods explicitly include mechanisms for 
confidence measurement and rejection. Neuro-symbolic 
methods supplement the decision process with reasoning 
or policy constraints, but do not necessarily have to be 
harmonized across sources, calibrated for rejection, 
monitored for distribution shift, or constrained for 

response selection. These functions are organized by 
CNS-STGU Defense in a single decision path, which 
includes cross-source representation, calibrated 
confidence, prototype-supported rejection, drift 
monitoring, and rule-constrained response selection. The 
comparison, therefore, is not only on the basis of the 
accuracy of the classifiers but also on the basis of the 
methodological coverage. 

Table 2 shows the correspondence between the 
evidence gaps and the control and observable evaluation 
quantities. Representation, rejection, drift monitoring 
and response constraints are used to address various 
failure modes. There is no report of a longitudinal 
forgetting experiment for reviewed memory. 

Table 1: Methodological coverage of related IDS paradigms across cross-source generalization, calibrated decision 
confidence, open-set recognition, distribution-shift awareness, and constrained response control. 

Research 

stream 

Cross-source 

representation 

& leakage 

control 

Predictive 

calibration & 

uncertainty 

Unknown-

family / 

open-set 

handling 

Distribution-shift 

monitoring 

Constrained 

response 

decision 

End-to-end 

decision 

evidence 

Closed-set 

deep IDS[9] 

Single-domain 

or dataset-

specific 

Confidence 

scores without 

explicit 

calibration 

objective 

Closed-set 

assumption 
Not explicitly modeled 

Not 

addressed 

Classification-

centered 

CNN–RNN 

hybrid IDS 
[19] 

Dataset-

dependent 

preprocessing 

Implicit 

through 

discriminative 

output 

No explicit 

unknown-

family 

rejection 

Not explicitly modeled 
Not 

addressed 

Representation 

and 

classification 

Calibration-

oriented IDS 
[20] 

Not a central 

design 

objective 

Explicit 

calibration of 

predictive 

confidence 

Rejection 

may depend 

on 

confidence 

thresholding 

Not a central design 

objective 

Not 

addressed 

Confidence-

aware 

prediction 

Open-set IDS 
[21] 

Dataset-

dependent 

Method-

specific 

uncertainty 

evidence 

Explicit 

rejection of 

unsupported 

inputs 

Limited unless 

separately modeled 

Not 

addressed 

Recognition 

with rejection 

Neuro-

symbolic IDS 
[22] 

Method-

specific 

Method-

specific 

Method-

specific 
Not necessarily explicit 

Explicit 

reasoning or 

policy 

constraints 

Prediction-to-

rule reasoning 

CNS-STGU 

Defense 

Explicit 33-

descriptor 

cross-source 

representation, 

source-aware 

mapping, and 

group-isolated 

preprocessing 

Temperature-

scaled 

probabilities 

combined with 

entropy, class 

margin, and 

prototype 

support 

Held-out-

family 

rejection 

using 

prototype–

uncertainty 

evidence 

Explicit PSI and JSD 

monitoring with 

stable/warning/shifted 

states 

Simulator-

ranked 

actions 

constrained 

by symbolic 

admissibility 

and 

disruption 

guards 

Unified 

prediction → 

trust 

assessment → 

drift state → 

admissible 

response 
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Table 2: Evidence gap and the corresponding control in CNS-STGU defense 

Evidence gap Failure if omitted Control used here Reported evidence 

Schema 

mismatch 

Dataset identity 

replaces behaviour 
33-descriptor common extractor 

Mapping and extraction specification; source manifests 

required for executed reproduction 

Record leakage 
Inflated internal 

performance 

Capture/device/session group 

split 

Declared split counts and proposed ordering rules; 

manifests unavailable 

Forced known 

label 

Unknown family 

receives false 

certainty 

Prototype–uncertainty gate 
Illustrative area under the receiver operating 

characteristic curve (AUROC; Class R) 

Miscalibrated 

confidence 

Unsafe 

thresholding and 

routing 

Validation-only temperature 

scaling 

Validation-fitted method; calibration protocol 

instantiated as Class R 

Stream shift 
Static thresholds 

used out of scope 
PSI/JSD drift state Illustrative monitor values (Class R) 

Label-to-action 

shortcut 

Confident but 

disruptive 

response 

Risk simulator plus hard rules 

Simulator scenarios as Class A outputs of the stated 

coefficients 

Uncontrolled 

self-training 

Error 

reinforcement 
Reviewed bounded memory Design constraint, not efficacy claim 

3. Proposed methodology 
3.1 Problem definition and trust record 
Let a window contain 𝑇 ordered flow vectors, each with 
𝐹 = 33 harmonised descriptors: 

𝑋𝑖 = [𝑥𝑖,1, … , 𝑥𝑖,𝑇] ∈ ℝ𝑇×𝐹 ,  𝑦𝑖 ∈ 𝒴,                     (1) 

The target labels and the encoder-to-classifier mappings 
are defined below. The corresponding trust record 
follows. 

Y =  {Normal, DDoS, DoS, Malware, Recon, Web},     

𝑓𝜃(𝑋ᵢ)  =  ℎᵢ,    𝑔(ℎᵢ)  =  𝑧ᵢ                                                       (2) 

𝒯𝑖 = (𝑦̂𝑖 , 𝑝̃𝑖 , 𝐻𝑖 , 𝑀𝑖 , 𝐷𝑖 , 𝛥𝑖),                                   (3) 

The quantities used to determine whether to accept or 
defer the trust record are stored in the trust record, along 
with the predicted family. It has a probability vector, 
which is scaled by temperature. Hᵢ is the normalised 
entropy, Mᵢ the top two margin, Dᵢ the nearest class-
prototype distance and Δᵢ the drift state. The following 
are the definitions of the candidate actions. Predicted 
labels don't give permission for an automatic action. 

A =  {allow, monitor, review, block, isolate}               (4) 

 
3.2 Overall system architecture 
Fig. 2 is a separation of representation learning and 

evidence assessment and response selection. The 

encoder provides logits and behavioral context. The trust 

stage evaluates support, uncertainty and shift, and the 

response stage uses operational constraints. The active 

decision boundary does not change directly when 

memory is admitted, but rather after the analyst  

approves the memory. 

Table 3 fixes the descriptor order. Packet definitions 
take precedence over processed-column aliases. The 
alias columns do not claim interchangeability with an 
existing CSV export. Raw captures, label associations and 
an executable extractor remain necessary for empirical 
reproduction. URI strings, certificate identities, 
addresses and capture metadata are excluded from 
model input. 
 
3.3 Feature harmonization and leakage control 
The manuscript introduces 46 CICIoT2023 and 43 
TON_IoT Network fields that are used to start candidate 
schemas. These counts are schema summaries and not 
the final input dimension.[23,24] The normative 33-
descriptor specification is based on ordered packet 
records. Table 3 provides semantic aliases for orientation, 
similarly named processed fields are not assumed to have 
the same units or aggregation. The packet-level records 
are needed for particular statistics such as directional 
counts, packet inter-arrival statistics and TCP- flag ratios. 
This specification requires source manifests and a 
versioned extractor to be used to link it to benchmark 
windows. Ports, addresses, timestamps, dataset 
indicators and labels are not included in the model input, 
but can be used for service proxies and record or dering 
prior to removal.  

𝜀 =  10⁻⁸                                    (5) 

Table 4 distinguishes operational metadata from model 
features. Timestamps and group identifiers are still 
needed for safe splitting and ordering, but are removed 
prior to scaling and training. 
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Fig. 2: Specified architecture with group isolation before fitted scaling and window construction. 

Table 3: Semantic aliases and the normative packet-based 33-descriptor specification 

No. Unified descriptor CICIoT2023 source or derivation TON_IoT source or derivation 

1 Flow duration flow_duration / packet times duration / connection times 

2 Total packets Number / packet count src_pkts + dst_pkts 

3 Forward packets initiator-direction count src_pkts 

4 Backward packets responder-direction count dst_pkts 

5 Total bytes Tot size / byte sum src_ip_bytes + dst_ip_bytes 

6 Forward bytes initiator-direction byte sum src_ip_bytes 

7 Backward bytes responder-direction byte sum dst_ip_bytes 

8 Packets per second Descriptor 2 / (duration + ε) Descriptor 2 / (duration + ε) 

9 
Forward packets per 

second 
Descriptor 3 / (duration + ε) Descriptor 3 / (duration + ε) 

10 
Backward packets per 

second 
Descriptor 4 / (duration + ε) Descriptor 4 / (duration + ε) 

11 Bytes per second Descriptor 5 / (duration + ε) Descriptor 5 / (duration + ε) 

12 Mean packet size Descriptor 5 / max(descriptor 2, 1) Descriptor 5 / max(descriptor 2, 1) 

13 Forward mean size Descriptor 6 / max(descriptor 3, 1) Descriptor 6 / max(descriptor 3, 1) 

14 Backward mean size Descriptor 7 / max(descriptor 4, 1) Descriptor 7 / max(descriptor 4, 1) 

15 Packet asymmetry |Nf − Nb|/(N + ε), from ordered packets same derivation 

16 Byte asymmetry |Bf − Bb|/(B + ε), from ordered packets same derivation 
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No. Unified descriptor CICIoT2023 source or derivation TON_IoT source or derivation 

17 Direction-change rate 
Adjacent direction transitions / max(total 

packets − 1, 1) 
Same derivation from ordered packets 

18 Mean inter-arrival time IAT mean / packet times connection packet times 

19 Inter-arrival SD Std over IATs SD over connection IATs 

20 Minimum inter-arrival minimum packet-time difference same extraction 

21 Maximum inter-arrival maximum packet-time difference same extraction 

22 TCP indicator TCP or Protocol Type proto=tcp 

23 UDP indicator UDP or Protocol Type proto=udp 

24 ICMP indicator ICMP or Protocol Type proto=icmp 

25 SYN ratio TCP SYN count / (total packets + ε) TCP SYN count / (total packets + ε) 

26 ACK ratio TCP ACK count / (total packets + ε) TCP ACK count / (total packets + ε) 

27 RST ratio TCP RST count / (total packets + ε) TCP RST count / (total packets + ε) 

28 FIN ratio TCP FIN count / (total packets + ε) TCP FIN count / (total packets + ε) 

29 HTTP indicator Port 80 proxy; alias HTTP is contextual only 
Same port 80 proxy; processed service alias is 

contextual only 

30 HTTPS indicator Port 443 proxy; alias HTTPS is contextual only 
Same port 443 proxy; processed service alias is 

contextual only 

31 DNS indicator Port 53 proxy; alias DNS is contextual only 
Same port 53 proxy; processed service alias is 

contextual only 

32 SSH indicator Port 22 proxy; alias SSH is contextual only 
Same port 22 proxy; processed service alias is 

contextual only 

33 Other-service indicator 
Neither endpoint supplies a recognised service 

port 
Same deterministic service fallback 

Table 4: Leakage-prone fields and their treatment 

Field group Examples Treatment Reason 

Identity 
source/destination IP, MAC, 

flow ID 
Removed 

Device or capture 

memorisation 

Endpoint raw source/destination ports 
Removed; service 

retained 

Port can encode 

scenario construction 

Time 
timestamp, date, capture order 

ID 

Used for 

grouping/order, then 

removed 

Prevent direct temporal 

leakage 

Dataset 

provenance 
file, scenario, source dataset Split control only 

Prevent source 

classification 

Target proxies label, type, attack name Target construction only Direct label leakage 

Sparse content 
URI, user agent, certificate 

subject 
Removed 

Non-shared high-

cardinality artefacts 

3.3.1 Deterministic common-extractor procedure 
The reference procedure is a packet-by-packet 
processing of packets in each bidirectional flow. The first 
observed endpoint is the one that is the initiator. Let N 
and B be the number of packets and bytes respectively, 
and Nf, Nb, Bf and Bb be the number of packets and bytes 
in the forward and backward directions respectively. The 
following definitions are used for duration, rates and 
mean sizes. 

𝑑 =  𝑡ₙ −  𝑡₁                                         (6) 

RN  =  
N

d + ε
     RB  =  

B

d + ε
     S =  

B

max(N,1)
            (7) 

The same definitions apply to directional counts. Packet 
and byte asymmetry use absolute directional differences. 
Let Kdir be the number of transitions between adjacent 
packet directions and Nflag the number of packets 
carrying a specified TCP flag. The protected ratios are 

Packet asymmetry =  
|Nf − Nb|

Nf + Nb + ε
     Byte asymmetry =

 
|Bf − Bb|

Bf + Bb + ε
                                                                                          (8) 
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Direction − change rate =  
Kdir

max(N − 1,1)
     Flag ratio =

 
Nflag

N + ε
                                                                                              (9) 

Table 3 is always used for the protective constant. The 
inter-arrival sequence is determined by the differences in 
the timestamps. It is characterized by its mean, 
population standard deviation, minimum and maximum 
form descriptors 18-21. Descriptors 22-33 are for 
protocol and service indicators. Changes the timeout, 
byte-counting, service and singleton conventions to be 
the reference specification; the only way to know if a 
historical extraction was performed with these settings is 
to have aggregate counts. The extraction sequence is: 
Packet ordering, Direction assignment, Count and 
duration calculation, Rate and ratio calculation, Inter-
arrival statistics, Protocol/service encoding, 
Concatenation in the Table 3 order. Medians and 
interquartile ranges (IQR) are then used to assign the 
partitions. No scaling parameter is fitted on the 
validation or test records. 
 
3.3.2 Reference extraction conventions 
There are the following options that define one 
consistent reference extraction and windowing protocol. 
They are not settings to verify the completion of a raw-
capture run. The reference extractor works on packets in 
a bidirectional 5-tuple in a chronological manner. If the 
gap between the previous packet is more than 30 s, or the 
time from the first packet is more than 120 s, a new flow 
will start. The first observed endpoint is the one that is 
the initiator. The input order is preserved for equal 
packet timestamps. The byte count is for complete IP 
packets, and does not include link-layer headers. 
Upstream is a place where a fragment reassembly is 
needed. The relationship between packet-level attack 
labels and flow labels should be specified in the capture 
manifest. 

If the flow is a singleton, all the duration and inter- 

arrival statistics are zero. Protected rates are finite but 
can be high, and are clipped by training quantiles prior to 
scaling by each descriptor. Service flags are not 
application inspection, but rather proxies of the service. 
The responder port is checked first, if it is not one of 80, 
443, 53 or 22, then the initiator port is checked, 
otherwise the other-service flag is set. The five service 
indicators are mutually exclusive. Both sources are 
subject to the packet-based definitions. The reference 
interface is a packet record with timestamps, protocol, 
endpoints, byte counts and TCP flags. Timestamps 
and/or byte counts are not valid. The non-TCP flag ratios 
are all zero. Grouping is supported by identity fields and 
they are excluded from the model input. This manuscript 
does not include an executable package or its version 
identifier. Groups are determined prior to fitted clipping, 
scaling and windowing. Clipping is done with training 
quantiles of 0.001 and 0.999. Scaling is done using 
training medians and IQRs with a minimum of 10⁻⁸. The 
flow records in each window are 10 consecutive flow 
records, no window overlaps with another window, and 
the flow records in each window cannot cross a group 
boundary; the flow records in the remainder are 
dropped. A window is Normal if all the records are 
Normal. Otherwise, it is the most common malicious 
family (excluding Normal records for that vote), and the 
new malicious record in tied families is a tie-breaker. 
This is the same rule. Table 5 summarizes the fixed 
descriptor ordering and packet-based extraction 
conventions used to construct the 33-dimensional 
common representation across the two data sources. 

 
3.4 Label harmonization 

These are umbrella behavioral families of six labels for 
this evaluation. The scope retained in Table 6 is not a 
statement of equivalence of source attack mechanisms, 
but rather a definition of the scope. Brute Force/Spoofing 
and password/mitm are not included in the evaluated 

Table 5: Descriptor order and packet-based reference conventions 

IDs Descriptors Definition 

1–4 Duration, total/forward/backward packets d = last time − first time, N, Nf, Nb 

5–7 Total/forward/backward bytes B, Bf, Bb 

8–11 Total/forward/backward packet rate, byte 

rate 

N/(d+ε), Nf/(d+ε), Nb/(d+ε), B/(d+ε) 

12–14 Total/forward/backward mean packet size B/max(N,1), Bf/max(Nf,1), Bb/max(Nb,1) 

15–17 Packet/byte asymmetry, direction changes |Nf−Nb|/(N+ε), |Bf−Bb|/(B+ε), K/max(N−1,1) 

18–21 IAT mean, population SD, minimum, 

maximum 

Consecutive timestamp differences, ddof = 0 

22–24 TCP, UDP, ICMP indicators Three protocol flags 

25–28 SYN, ACK, RST, FIN ratios Flag packet count/(N+ε) 

29–33 HTTP, HTTPS, DNS, SSH, other service Responder port, then initiator: 80/443/53/22; otherwise, other 
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taxonomy. Their absence does not indicate that no cross-
source counterpart could be defined, it is a scope choice. 

Table 6: Source-to-unified label map 

Unified 

family 

CICIoT2023 

labels 

TON_IoT 

labels 
Decision 

Normal Benign normal Include 

DDoS 
DDoS 

category 
ddos Include 

DoS 
DoS 

category 
dos Include 

Malware 
Mirai 

category 

backdoor, 

ransomware 

Merge at malware-

behaviour umbrella level 

Recon 
Recon 

category 
scanning Include 

Web 
Web-based 

category 

injection, 

xss 
Include 

Excluded 

Brute 

Force, 

Spoofing 

mitm, 

password 

Outside evaluated 

taxonomy; no mapped 

pair tested 

 
Umbrella behavioural families are defined in Table 6. 

The Malware family combines Mirai with 
backdoor/ransomware for this evaluation only, and does 
not claim equivalence of mechanisms nor provide fine-
grained attribution. This is a general mapping that 
restricts the interpretation of transfer performance. 

 
3.5 Grouped split and sequence construction 
Capture/device/session groups must be in a single 
partition. Group identities must be provided with a 
source manifest and must be grouped with other sessions 
that would otherwise result in leakage. Flow records are 

sorted by start time, and then by a deterministic 
canonical flow-key tie-break. The T = 10 records in 
windows are not allowed to span groups and partitions. 
If all records are Normal, then the window is Normal. If 
not, the label is provided by the other malicious family, 
and in the case of tied families, the latest malicious record 
determines the label. For instance, a DDoS window is 
made up of nine Normal records and one DDoS record. 
The training-only clipping and median/IQR scaling are 
given. The length T of the windows records flow, not 
seconds. The period of time represented is defined below. 
Its distribution is reported in Fig. 12 for a time window of 
ten records. Window formation and model inference are 
two different latency components: a streaming decision 
also relies on the timing of the records that are needed. 

𝛥𝑡window  =  𝑡10  − 𝑡1                                  (10) 

Table 7 shows a total of 1,122,475 windows from the 
source and partition. They are not "capture counts" that 
have been reconstructed independently, but rather the 
declared ledger. The intended proportion is 2/3:1/6:1/6, 
small numerical deviations are acceptable for group 
allocation, but not for determining the cause of the 
deviation without group manifests. The number of tests 
(187,360) is the same as the denominator of the provided 
pooled reference matrix. That equality is not an equality 
of groups, but an equality of numbers. 

Table 7: Declared pooled window-count ledger; 

provenance requires split manifests 

Source Training Validation Test Total 

CICIoT2023[25] 438,286 109,568 109,668 657,522 

TON_IoT 

Network[26] 
309,977 77,284 77,692 464,953 

Total 748,263 186,852 187,360 1,122,475 

 
Fig. 3: Leakage-controlled evaluation protocol. 
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The separation of internal, transfer, holdout and 
stress-test questions is planned as shown in Fig. 3. The 
totals in the dataset are for constructed windows, not 
pre-split packets. Fitted scaling and sequence 
construction must be done after group isolation. Test 
streams are not allowed to select the following settings: 
validation-only fitting, temperature, prototype-distance 
transforms and rejection thresholds. 

Family totals are shown in illustrative form in 
thousands in Fig. 4. Its source sums are 657,000 and 
465,000, compared with the declared exact totals 
657,522 and 464,953 in Table 7. These approximations 
are not to be used as class support denominators. The 
reference matrix and Table 15 provide pooled test 
supports for exact tests; source-specific family manifests 
are not available. 
 
3.6 Spatial-temporal representation learning 
The proposed pretraining stage is based on training 
partitions only. A Bernoulli mask is used to select 15% of 
the time-feature positions and the reconstruction loss is 
averaged over the selected positions. If the mask is 
empty, it will not add any loss. No validation, test or held-
out-family record is used during representation 
pretraining: 

ℒmask =
1

|ℳ|
∑ Huber(𝑡,𝑗)∈ℳ (𝑥𝑡,𝑗 , 𝑥̂𝑡,𝑗).                             (11) 

The proposed supervised encoder consists of two 1D 
convolutional blocks, each having 64 and 128 filters and 
kernel size 3. The complete block Bℓ consists of a biased 
convolution, batch normalization, GELU and dropout 
0.20. It is output in the following sequence: 

𝑆𝑡  =  [𝐵₂(𝐵₁(𝑋))]𝑡                          (12) 

A two-layer BiLSTM with 128 units per direction 
produces 𝑔𝑡 = [𝑔⃗𝑡; 𝑔⃖𝑡]. Additive attention computes 

𝑒𝑡 = 𝑣𝑎
⊤tanh(𝑊𝑎𝑔𝑡 + 𝑏𝑎), 𝛼𝑡 =

exp(𝑒𝑡)

∑ exp𝑇
𝑘=1 (𝑒𝑘)

,  ℎ =

∑ 𝛼𝑡
𝑇
𝑡=1 𝑔𝑡 .                                                                                 (13) 

The classifier probability is 𝑝 = softmax(𝑊𝑐ℎ + 𝑏𝑐). Class 
prototypes are exponentially updated training-set 
centroids, 

𝜇𝑐 ← 𝜌𝜇𝑐 + (1 − 𝜌)
1

|𝐵𝑐|
∑ ℎ𝑖𝑖∈𝐵𝑐

,   𝜌 = 0.99,          (14) 

The prototype compactness penalty uses the sum of 
squared differences across all 256 context coordinates, 
averaged over the batch. It is not divided by 256: 

ℒproto =
1

|𝐵|
∑ ∥𝑖∈𝐵 ℎ𝑖 − 𝜇𝑦𝑖

∥2
2.                 (15) 

The supervised data objective retains the masked 
reconstruction term as an auxiliary loss: 

ℒ = ℒCE + 0.05ℒproto + 0.10ℒmask,          (16) 

In Eq. (16), the cross-entropy is weighted by the inverse 
of the training supports. The displayed data objective is 
added to the L2 weight penalty shown in Table 13, to 
provide the full optimization objective. Masked 
reconstruction is performed during supervised training 
(at weight 0.10) with a decoder that is attached to the 
training representation, but not used for inference. 
Prototype compactness is the average of the squared 
Euclidean distances over windows (not normalized by 
coordinates). Prototype dispersion and later rejection 
score are fitted separately and are not considered to be 
independent uncertainty signals. 

 
Fig. 4: Stated approximate family distribution by source (Class R). 
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3.7 Calibration, unknown-like rejection, and drift 
monitoring 

Temperature 𝜏 > 0 is fitted by minimising validation 
negative log-likelihood (NLL) and is frozen for testing: 

𝑝̃𝑐 =
exp(𝑧𝑐/𝜏)

∑ exp𝑘 (𝑧𝑘/𝜏)
.                                             (17) 

Normalized entropy and margin are 

𝐻 = −
1

log𝐶
∑ 𝑝̃𝑐

𝐶
𝑐=1 log(𝑝̃𝑐 + 𝜖),   𝑀 = 𝑝̃(1) − 𝑝̃(2).  (18) 

Prototype distance is normalized by validation 
dispersion 𝑠𝑐: 

𝐷 =  𝑚𝑖𝑛𝑐  
‖ℎ − 𝜇𝑐‖₂

𝑚𝑎𝑥(𝑠𝑐,𝜀)
                            (19) 

The rejection score combines complementary prototype-
distance, entropy and margin signals: 

𝑈 = 0.45𝐷∗ + 0.35𝐻 + 0.20(1 − 𝑀),                           (20) 

s_c is the root mean squared Euclidean distance between 
the correctly classified known validation contexts and the 
training prototype for each class, where ε is the floor. If 
there is no eligible validation context, then the class is 
invalidated and the round of the calibration is reported. 
The empirical validation cumulative distribution 
function (CDF) of D is the percentile rank of D. The 
rejection threshold is the 98.65th percentile of scores for 
correctly classified known validation windows 
(interpolated between ordered scores). Known-test false 
rejection: All known test windows are used. Each holdout 
has its own prototypes, dispersions, distance CDF and 
threshold, and is not included in any of the fittings. 

For a monitored descriptor with reference-bin 
proportions 𝑞𝑏 and current proportions 𝑟𝑏, 

PSI = ∑ (𝑟𝑏 − 𝑞𝑏)𝑏 log
𝑟𝑏+𝜖

𝑞𝑏+𝜖
.                        (21) 

For the reference and current distributions, P and Q 
denote histograms over a fixed joint partition of 
predicted family and maximum-confidence bin. JSD uses 
natural logarithms and the same bins in both streams: 

JSD(𝑃, 𝑄) = 1 2⁄ KL(𝑃 ∥ 𝑀) + 1 2⁄ KL(𝑄 ∥ 𝑀),  𝑀 =
1 2⁄ (𝑃 + 𝑄).                                                                             (22) 

A monitoring batch is assigned to shifted, warning or 
stable status by the numbered rule below. The 
precedence makes the categories mutually exclusive. The 
thresholds are specified operating conventions; the 
supplied stress scenarios do not establish their universal 
validity. 

shifted ⇔  max(PSI)  ≥  0.25 ∨  JSD ≥  0.05                  (23) 

warning ⇔  ¬shifted ∧  [max(PSI)  ≥  0.10 ∨  JSD ≥
 0.03]                                                                                             (24) 

stable ⇔  max(PSI)  <  0.10 ∧  JSD <  0.03                (25) 

3.8 Structural risk-transition simulator and symbolic 
policy 
The action layer is a bounded numerical simulator. Its 
state is x = (r, u, d, s), where r is assigned base risk, u is 
assigned uncertainty, d is assigned drift intensity and s is 
assigned service importance, each in [0,1]. These 
scenario inputs are not calibrated probabilities. The 
continuous d is distinct from the categorical 
stable/warning/shifted status used by routing rules. The 
one-step transition has a single form: 

𝑟𝑛𝑒𝑥𝑡(𝑎)  =  𝑐𝑙𝑖𝑝[𝑟(1 −  𝑒𝑎)  + 𝛼𝑢𝑢 + 𝛼𝑑𝑑, 0, 1]     (26) 

Here e_a is the assigned action effect, α_u = 0.05 and α_d 
= 0.03. Disruption cost c_a enters the utility rather than 
the transition. The simulator is conditional on these 
inputs; it is not an estimate of causal intervention effects 
on a live network. 
The candidate utility is 

𝐽(𝑎 | 𝑥)  =  𝑟𝑛𝑒𝑥𝑡(𝑎)  + 𝜆𝑐𝑐𝑎𝑠,    𝜆𝑐  =  0.60                 (27) 

and the selected action is 

𝑎∗  =  𝑎𝑟𝑔 𝑚𝑖𝑛𝑎 ∈ 𝐴∶ 𝑅(𝑥,𝑎)=1 𝐽(𝑎 | 𝑥)                      (28) 

Minimizing J over the admissible set is equivalent to 
ranking. Lower disruption cost is the deciding factor for 
exact objective ties. When several routing rules apply, 
their allowed network-action sets are intersected, and 
disruption guards take precedence. If no network action 
is admissible, the system does not claim a network-risk-
reduction, but defers to analyst review. Separate memory 
admission. Table 10 sets the admissible sets for the 
numerical scenarios, while the input predicates not listed 
in the table are assumed to be scenario conditions 

Table 8 lists the routing that is allowed for the given 
predicates. Ambiguity and critical-service constraints are 
not subject to override by a lower simulated risk. The rule 
set is used to establish an admissibility boundary, and the 
impact of the rule set on operational outcomes must be 
assessed separately. 
 
3.8.1 Numerical instantiation of the reference policy 
The numerical instance uses base risks 0.12, 0.93, 0.88, 
0.56 and 0.81. These are given scenario inputs. The same 
transition and utility as Eqs. is evaluated. The following 
are the coefficients of the equations (26–27). There is no 
second policy model used. The state notation is the same. 
The equations below replace the constant coefficients 
with the actual ones in the general transition and utility. 
The chosen action is the one that minimizes the objective 
in the scenario admissible set, and is the one that 
minimizes the disruption cost in case of a tie. 

𝑥 =  (𝑟, 𝑢, 𝑑, 𝑠)                                           (29) 

𝑟𝑛𝑒𝑥𝑡(𝑎)  =  𝑐𝑙𝑖𝑝[𝑟(1 −  𝑒𝑎)  +  0.05𝑢 +  0.03𝑑, 0, 1]           
(30) 
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Table 8: Explicit symbolic response rules 

Rule Predicate Allowed outcome 
Disallowed 

outcome 

Rule 1 Stable benign Normal, 𝐻 < 0.25, 𝐷∗ < 0.60, stable allow / monitor / review 
isolate normal 

traffic 

Rule 2 High-

confidence flood 
DDoS/DoS, 𝑀 > 0.70, stable/warning 

monitor / review / block, subject 

to guards 

allow high-risk 

flood 

Rule 3 Malware 

containment 

Malware, maximum probability > 0.95, stable or 

warning; containment guards pass 

isolate if guards pass; otherwise 

defer to review 

allow or passive 

monitor 

Rule 4 Boundary 

caution 
Normal/Recon top-two pair and 𝑀 < 0.25 review/monitor automatic block 

Rule 5 Unknown 

under shift 
U > γ and shifted 

review; isolate only if every 

disruption guard passes 
allow 

Rule 6 Critical-

service guard 

Service importance s > 0.8 and evidence not 

unanimous 
review before disruption automatic isolate 

Rule 7 Memory 

admission 
analyst-confirmed, deduplicated, drift-tagged 

Memory admission after review; 

not a network action 

self-labelled 

insertion 

Table 9: Assigned simulator action effects and disruption costs 

Action Effect e Cost c 

Allow 0.00 0.00 

Monitor 0.15 0.03 

Review 0.30 0.06 

Block 0.75 0.12 

Isolate 0.85 0.25 

Table 10: Assigned scenario states and fixed admissible action sets 

State r u d s Admissible actions 

Stable Normal 0.12 0.05 0.03 1.00 Allow, monitor, review 

DDoS 0.93 0.10 0.12 0.20 Monitor, review, block 

Malware 0.88 0.08 0.08 0.30 Isolate 

Recon boundary 0.56 0.55 0.18 0.80 Monitor, review 

Unknown + drift 0.81 0.82 0.46 0.70 Review 

𝐽(𝑎)  =  𝑟𝑛𝑒𝑥𝑡(𝑎)  +  0.60 𝑐𝑎 𝑠                      (31) 

Allow, monitor and review are permitted under the 
stable-Normal scenario. The DDoS scenario allows 
monitor, review and block. Isolate is allowed in the 
Malware containment scenario, but not in the Monitor 
scenario, per Rule 3. Monitor and review is allowed for 
the Recon boundary. If the unknown-plus-shift scenario 
is assumed, then it is specified that containment guards 
will fail, and only review will be assumed. All five 
candidate risks can be computed for each state, but only 
the fixed admissible set is used for selection. The effect 
assigned to review is an assumed completed analyst 
mediated response on the next horizon. Just adding an 
item to a review queue does not have an immediate 
network effect. All action effects and costs are assumed in 

the simulator. Numerical consequences are not 
measured outcomes of intervention. 
 
3.9 Controlled continual memory 
The proposed memory buffer stores up to 2,000 
windows, evenly distributed among family and drift 
strata, that have been confirmed by analysts. It is 
designed with 20% stable-reference reservoir and 
cosine-similarity deduplication. One of the possible 
parameter regularization mechanisms is elastic weight 
consolidation:[18] 

ℒadapt = ℒCE +
𝜆

2
∑ 𝐹𝑗𝑗 (𝜃𝑗 − 𝜃𝑗

old)
2

                    (32) 

No experiment of longitudinal adaptation is reported 
here. Thus, controlled memory is not a demonstrated 
reduction in catastrophic forgetting, but rather an 
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implementation design that is bounded and a future 
evaluation target. 
 
4. Experimental setup and evaluation protocol 
4.1 Research questions and fixed protocol 
The evaluation distinguishes between reference-matrix 
arithmetic, deterministic analytical calculations and 
illustrative scenarios, in the evidence convention. The 
proposed evaluation protocol is determined by the 
configuration choices, not by an archived training or 
device run. The separate records are required for source-
only transfer, rejection and acceptance. There are 46 and 
43 fields in the declared candidate schemas before 
harmonization to 33 descriptors based on the packets. 
Table 7 assigns 657,522 and 464,953 windows to the two 
sources, for 1,122,475 in total, with 748,263 training, 
186,852 validation and 187,360 test windows. These are 
window counts and not packet counts. The only test data 
that can be recovered directly from the provided 
reference matrix is the pooled test support. The 
specification and numerical summaries are organized by 
5 evaluation questions. 
Internal discrimination: What class-count performance is 
implied by the pooled held-out reference matrix? 
Cross-dataset transfer: How should a model trained on 
one source be evaluated on the other using the same 
feature and label mapping? 
Unknown-family rejection: Can an attack family excluded 
from every fitting stage be identified as unsupported at 
test time? 
Calibration and distribution shift: How should validation-
fitted confidence and changes in the monitored traffic 
distribution be assessed separately? 
Constrained response selection: Which actions remain 
permissible after symbolic rules are applied to simulator-
ranked candidates? Report the permitted action, decision 
coverage and error among accepted decisions. 

The intended encoder configuration is Adam with 
learning rate 10⁻³, L2 penalty coefficient 10⁻⁵ (Table 13), 
batch size 64 and at most 12 supervised epochs with 
patience 3 (Table 11). Validation accuracy is used for 
checkpoint selection and macro-F1 is the main reporting 
metric. The objective of Eq. (16) is used in the supervised 
training phase, with 8 epochs of pretraining using 15% 
masking. These settings are not a checkpoint that has 
been archived, nor are they a completed training run. 

 

4.1.1 Evaluation populations and model 
configuration 
Table 12 distinguishes the supplied aggregate matrix 
from illustrative per-window populations. Expanding a 
count matrix into labelled rows does not recover the 
original sample identities, captures, logits or predictions. 
A is CICIoT2023 and B is TON_IoT throughout. It is 
assumed that there are 10,000 windows per family for 
each Class R transfer target, not the natural distribution 
of targets. The five primary seed labels are 11, 23, 37, 51 
and 71; the extended stated series adds 89, 103, 127, 149 
and 173. The assigned calibration-validation size 46,840 
is 25.068% of the stated 186,852-window validation 
pool, which is 127 windows larger than an exact quarter. 
These arithmetic relationships do not form a group 
stratified extraction. How calibration subset is selected 
from validation groups must be documented in executed 
evaluation. 

The inference parameter calculation is the encoder 
and classification head in Table 13, without the residual 
branch, pooling layer before the recurrent stack or 
recurrent projection. The context-weighted sum of 
attention is added to the attention. The training-only 
reconstruction decoder is not included in the inference 
parameters and operations, and the layer configuration 
should be provided for reproducible training. 

Table 11: Reference training and profiling configuration 

Item Fixed value 

Input 10 × 33, non-overlapping grouped windows 

CNN 64/128 filters; kernel 3; batch norm; GELU; dropout 0.20 

BiLSTM 2 layers; 128 units per direction 

Attention/context additive attention; 256-dimensional context 

Optimiser Adam; learning rate 10⁻³; L2 coefficient 10⁻⁵ (Table 13) 

Batch and epochs 64; maximum 12 epochs; best checkpoint by validation accuracy; patience 3 

Pretraining 15% mask; 8 epochs; Huber reconstruction loss 

Class control inverse-frequency training weights; no test resampling 

Seed labels for illustrative series 11, 23, 37, 51, 71 

Software 
Target stack: Python 3.10, TensorFlow/Keras, scikit-learn, NumPy, Pandas; exact builds 

unavailable 

Hardware Reference profile assumption: Tesla T4, Intel Xeon CPU, 16 GB RAM; run logs unavailable 
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Table 12: Reference and illustrative evaluation populations with provenance 

Population Records Interpretation 

Illustrative per-window 

reference expansion 

187,360 Assigned rows expanded from the supplied six-class matrix; 

original identities/logits not recovered 

Assigned calibration-

validation population 

46,840 Illustrative size, 25.068% of stated validation pool; group 

membership unavailable 

Illustrative A→B target 60,000 Assumed 10,000 windows per family 

Illustrative B→A target 60,000 Assumed 10,000 windows per family 

Open-set, each of 4 rounds 5,000 / 10,000 / 

2,500 

Known validation / known test / unknown test 

Table 13: Reference model configuration and optimization convention 

Setting Assigned value 

Input and window stride 10 × 33 descriptors, stride 10 records 

CNN blocks 64 then 128 filters, kernel 3, stride 1, same padding, biases enabled 

Normalisation and activation BatchNorm ε = 0.001, momentum = 0.99, GELU 

CNN dropout 0.20 after each block 

BiLSTM 2 layers, 128 units per direction, sequences retained, recurrent dropout 0 

Additive attention 256-dimensional hidden projection, trainable projection bias and score vector 

Classification head Dense 6 with bias, followed by softmax 

Optimiser Adam, initial learning rate 0.001, β₁ = 0.9, β₂ = 0.999, ε = 10⁻⁷ 

Weight penalty 0.5 × 10⁻⁵ × ||W||² added to loss, excluding biases and BatchNorm 

Schedule and clipping Constant learning rate, gradient global norm clipped to 1.0 

Batch and supervised epochs Batch 64, maximum 12 epochs, patience 3, min_delta 0 

Checkpoint selection Highest validation accuracy, earliest checkpoint breaks exact ties 

Pretraining 8 epochs, 15% independent position masking, Huber δ = 1 

Supervised objective Weighted cross-entropy + 0.05 prototype compactness + 0.10 masked loss; add 

the stated L2 penalty 

Prototype penalty Squared Euclidean context-to-prototype norm, averaged over windows; no 

division by 256 

Initialisation Glorot input weights, orthogonal recurrent weights, forget-gate bias 1 

Seeds Primary robustness: 11, 23, 37, 51, 71; extended paired analysis additionally: 

89, 103, 127, 149, 173 

Temperature fitting Validation NLL minimisation over τ ∈ [0.25, 4.00] 

Calibration summaries 15 equal-frequency confidence bins, multiclass Brier summed across 6 classes 

4.2 Baselines, transfer, and open-set tests 
The proposed classification comparison comprises a 
deep neural network (DNN), CNN, long short-term 
memory (LSTM), BiLSTM and CNN–BiLSTM models. The 
pooled run would be using both training sources, and the 
source-only internal runs would train separate models. 
Transfer must be source only training, scaling and 
calibration, with no fine tuning, and then target testing. 
The holdout protocol is for Web, Recon, Malware and 
DoS, each in turn. Known: Normal and DDoS. No held-out-
family example can be used in pretraining, supervised 
fitting, prototype estimation, calibration and threshold 
selection. The rejection comparison is based on 

maximum SoftMax probability, energy scoring, 
Mahalanobis distance, OpenMax and prototype-only 
scoring and prototype plus uncertainty.[19-22] The 
comparison is conducted over the same four-family 
scope and the same known-traffic false-rejection 
denominator, thus enabling the score definitions and 
thresholds to be directly compared. This comparison is 
instantiated as a Class R protocol instance; no baseline 
checkpoints are executed and reported. 
 
4.2.1 Matched-method specification 
The method-specific settings below define the score 
function of each rejection method under the matched  
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Table 14: Method-specific score configurations 

Method Specified matched setting; not an executed benchmark 

MSP / Energy 1 − max softmax / negative log-sum-exp with energy temperature τ_E = 1 

Mahalanobis 256-D context, pooled covariance, ridge 0.001 × trace(Σ)/256 

OpenMax Correctly classified training activations, tail size 20, top 3 classes recalibrated 

Prototype Class means with diagonal variance floor 10⁻⁶ 

Combined score 0.45 distance percentile + 0.35 entropy + 0.20 inverted margin; scalar class dispersion under Eq. 

(19) 

protocol. 
Matched comparison is indicated on the same capture 

groups, known-class labels, preprocessing, check point 
criterion and calibration data. Score definitions are 
hardcoded here, baseline training and retention of the 
corresponding checkpoints and build identifiers is future 
work. 
 

4.2.2 Rejection populations and threshold selection 
Each illustrative holdout round assumes 5,000 known-
validation, 10,000 known-test and 2,500 unknown-test 
windows. In the matched evaluation, use a different 
threshold for each method at the 98.65th percentile of 
the correctly classified known-validation scores and 
freeze it prior to testing. Align all scores with larger 
numbers representing less support. Report unknown 
recall, AUROC and false rejection over all known-test 
windows, as well as the Normal-only false-rejection rate 
when the Normal labels are kept. The validation 
percentile is not a test rejection rule. The known family 
macro-F1 is computed prior to rejection on the full 
known test set. Only classification metrics that are 
accepted should be reported separately with retained 
supports. The common retained activations and method-
specific scores defined in Table 14 are used in a measured 
comparison, while the illustrative method-labelled 
scenarios reuse assigned known predictions. 
 
4.3 Drift and policy stress tests 
The controlled-shift protocol is based on 5,000-window 
monitoring batches. The stress factors for packet-rate 
and service-mix are 1.25 and 20 percent, respectively. 
Confidence stress adds zero mean logit noise of the 
specified standard deviation. The scenario is a 
combination of service shift and held out family traffic. 
PSI and joint predicted-family/confidence JSD are 
separate monitors. Pure logit noise does not affect input 
PSI. The feature space stress (independent perturbations 
of rate descriptors) is not a reconstructed packet trace. 
The values shown in Fig. 16 are illustrative, not 
measurements taken from archived streams. 

𝜎logit  =  0.35                                                (33) 

 
4.4 Metrics and statistical analysis 

For class 𝑐, precision, recall, and F1 are computed one-vs-
rest. Macro-F1 averages class F1 without weighting; 
weighted-F1 weights by test support. FAR is defined only 
over actual Normal windows: 

FAR =
∑ 𝐶Normal,𝑗𝑗≠Normal

∑ 𝐶Normal,𝑗𝑗
.                         (34) 

The sample standard deviation and a two-sided 95% 
Student t-interval with four degrees of freedom are used 
for dispersion for the 5 stated macro-F1 values. The ten 
values in Table 29 are used for the extended paired 
calculations. Both series are Class R, and the intervals and 
p-values refer to the assigned numbers and not to the 
variability of optimization measured. The exact sign-flip 
test lists all 2¹⁰ sign assignments to paired differences 
and compares absolute mean differences; Holm 
adjustment takes care of the three mentioned 
comparisons. Replication over seeds is not replication 
over datasets.[27,28] The device evaluation is performed 
with 200 warm-up iterations and 2,000 iterations of the 
batch one, with a specified configuration. Keep per-
iteration timings and memory logs and report model-
only latency separately from window accumulation, 
preprocessing, queueing, communication and response 
stages. The current hardware summaries are Class R 
inputs to the analytical budget. 
 
4.5 Reproducibility and metric definitions 
The provided pooled matrix sets the accuracy, class-wise 
precision/recall/F1, MCC and FAR. It does not set capture 
provenance, checkpoint identity or source-only model 
performance. Row-normalized transfer summaries alone 
do not identify target supports; Tables 16 and 17 
additionally stipulate 10,000 windows per family. 
Probability metrics requires probability vectors per 
window, and selective metrics requires acceptance 
decisions and accepted-class supports. The records 
cannot be retrieved from the matrix. In the case of an 
executed calibration evaluation, use the same test rows 
and argmax predictions (the labels with the highest 
model scores) as the corresponding discrimination 
evaluation, and their retained probability vectors. The 
Class R summaries are examples of numerical 
illustrations for these population and metric definitions. 
The top-label expected calibration error (ECE) is the  
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value of 15 equal-frequency confidence bins B_m. 

ECE = ∑
|𝐵𝑚|

𝑛
15
𝑚=1 |acc(𝐵𝑚) − conf(𝐵𝑚)|,             (35) 

and the multiclass Brier score is 

Brier =
1

𝑛
∑ ∑ (𝑝̃𝑖,𝑐 − 𝟏[𝑦𝑖 = 𝑐])

2𝐶
𝑐=1

𝑛
𝑖=1 .              (36) 

In the proposed protocol, fitted quantities are frozen 
before target testing and drift references use a declared 
stable stream. Count-derived metrics are computed 
before rounding. The present manuscript supplies 
aggregate arithmetic checks; it does not supply the 
missing fitted artefacts. 
 
4.5.1 Matched evaluation of decision acceptance 
The proposed comparison is based on the same encoder 
checkpoint, test windows and raw predictions for three 
conditions: classification only, classification and the 
statistical trust gate, and the trust gate and response 
constraints. The combined gate is referenced by a 
confidence-only acceptance rule. Fixing the classifier 
allows for the separation of acceptance effects from 
representation changes. Fit calibration, prototype 
transforms, rejection thresholds and operating 
constraints based on training and validation data only, 
source only fitting in transfer tests. Give two 
complementary perspectives. Evaluate each frozen 
validation-selected operating point on the target test set, 
and report the observed coverage. Secondly, evaluate the 
quality of the ranking by comparing the risk–coverage 
curves of the test sets in a retrospective manner at 
common coverage levels, without choosing the deployed 
threshold. Reported errors and supports, Normal false 
alarm counts and denominators, per family deferral, and 
percentage sent for review. Gate benefit is associated 
with lower accepted error at similar coverage, response-
constraint benefit is associated with fewer inadmissible 
actions with the associated review burden reported. The 
following scenario tables do not set either of these 
benefits. Keep per window probabilities before and after 
temperature scaling on the same test population for 
calibration. The changes in ECE, NLL and Brier are thus 
to be interpreted separately from the raw macro-F1, as 
they are related to the argmax labels.[29,30] The acceptance 
scores should be based on the results of the test without 
knowing the correctness of the test. For any operating 
point, keep all the window identifier, window score, 
acceptance decision, window true label and window 
predicted label. 
 
5. Results 
5.1 Internal discrimination 
This subsection checks for discrimination quantities 
suggested by the provided pooled reference matrix. The 
matrix-derived proposed-model point is combined with 

stated baseline values in Fig. 5, while Table 15 breaks 
down the matrix-derived point by class. The supplied 
counts only support the latter arithmetic. 

Table 15: Class-wise metrics recomputed from Figure 6 

(Class M) 

Class Support 
Precision 

(%) 

Recall 

(%) 
F1 (%) 

Normal 35,836 99.286 99.397 99.342 

DDoS 34,360 99.537 99.482 99.509 

DoS 33,087 99.420 99.477 99.449 

Malware 30,193 99.851 99.831 99.841 

Recon 28,909 99.145 99.059 99.102 

Web 24,975 99.808 99.772 99.790 

Macro/total 187,360 99.508 99.503 99.505 

 
Table 15 has been recalculated from Fig. 6. Normal-

row FAR is 216/35,836 = 0.602746%, and balanced 
accuracy is macro recall, 99.503053%. Accuracy is 
99.494556%, macro-F1 is 99.505431%, and MCC is 
0.993918. Their agreement provides internal arithmetic 
consistency of the reference matrix. It does not validate 
the model or partition that it is said to have generated. 

The reference matrix shows macro-F1 of 99.505% 
and false alarm rate (FAR) on actual Normal windows of 
0.603%, out of 35,836 Normal windows, 216 were 
predicted as malicious. These are Class M calculations. 
The baseline values shown in Fig. 5 are not model ranking 
values. Macro-F1 is the average of the class-specific F1. 
The reference matrix shows macro-F1 of 99.505% and 
false alarm rate (FAR) on actual Normal windows of 
0.603%, out of 35,836 Normal windows, 216 were 
predicted as malicious. These are Class M calculations. 
The baseline values shown in Fig. 5 are not model ranking 
values. Macro-F1 is the average of the class-specific F1 
scores, while FAR is based on the actual Normal windows. 
Reporting both reveals different quantities of error, but 
not how either would vary if an ablation or gate 
evaluation were executed. There are 186,413 correct 
entries and 947 errors in Fig. 6. The biggest off-diagonal 
entry is 208 Normal windows labelled Normal, and then 
181 Normal windows labelled Recon. DDoS-to-DoS and 
DoS-to-DDoS have 147 and 126 entries respectively. 
These are not evidence of the trust gate accepting, 
rejecting or correctly routing the same windows. 
 
5.2 Cross-dataset transfer 
Pooled matrix cannot determine source-only transfer 
performance. This subsection is thus a distinction 
between the internal summaries from only stated 
sources and the balanced transfer reconstructions. The 
values in Fig. 7 are all Class R and represent intended 
evaluation settings, not cross-source results. 
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Fig. 5: Baseline comparison. The proposed-model metrics are count-derived from the supplied reference matrix (Class M); 

the DNN, CNN, LSTM, BiLSTM and CNN–BiLSTM values and the model-side latency are stated comparators (Class R). 

 
Fig. 6: Supplied pooled reference confusion matrix, N = 187,360 (Class M). 
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Fig. 7: Stated source-only internal and reconstructed bidirectional transfer summaries (all Class R). 

 
The balanced Class R matrices have macro-F1 values of 
94.207% for A→B and 94.707% for B→A, compared with 
the internal values of 99.28% and 98.87% respectively, 
as stated in the sources. The differences are 5.073 and 
4.163 percentage points respectively. They are 4.663 and 
4.573 points higher than the target-only internal values. 
These are differences in arithmetic, not gaps in 
generalization measured. The figures are calculated from 
the tables in Figs. 16 & 17, and each table is divided by 
the row sum of its actual class in Fig. 9. Normal recall is 
95.20% and 95.50%, giving FAR of 4.800% and 4.500%. 
Precision, recall and F1 are shown in Table 18 assuming 
the same counts. Within the A→B reconstruction, F1 is 
lowest for Recon (93.19%), then Web (93.52%) and DoS 
(93.67%). Within B→A, Recon is lowest (93.82%), 
followed by DoS (94.16%) and Web (94.21%). Malware 
is highest at 95.59% and 96.00%. The differences 
between Malware–Recon are 2.40 and 2.18 points. 
Recon-to-Normal versus Normal-to-Recon is 3.80% 
versus 2.10%, and 3.60% versus 2.20%. DoS-to-DDoS is 
4.10% and 4.00% respectively, while the other direction 
is 3.00%. These are characteristics of the matrices 
assigned, and do not explain the cause of empirical 
transfer error. 
 
5.2.1 Reconstructed transfer counts and family-level 
metrics (Class R) 

The Class R balanced transfer instances are defined in 
Tables 16 and 17, with 10,000 windows assigned to each 
actual class row. These tables are not an independent 
source, but are used to generate the Fig. 9. The tables give 
the macro-F1 values that are rounded to 94.207% and 
94.707%. They don't get the supports or prediction 
counts for an executed transfer run. Table 18 and the 
plotted percentages are derived views of the same 
instances. The assigned A→B matrix gives accuracy 
94.208% and macro-F1 94.207%; B→A gives accuracy 
94.708% and macro-F1 94.707%. Their FAR values are 
4.800% and 4.500%. These are not independent transfer 
evidence, but rather views of the same balanced Class R 
matrices. Recon has the lowest F1 for both Class R 
transfer instances. Normal→Recon has 210 assigned 
errors and Recon→Normal has 380 and 360. DoS→DDoS 
contains 410 and 400. These tables are used to derive all 
family metrics and plotted confusion percentages; there 
is no separate source for transfer predictions. 

Fig. 8 presents the class-wise cross-dataset transfer 
performance in both evaluation directions, allowing the 
family-level precision, recall, and F1 behavior to be 
compared under the same transfer setting. 

 
5.3 Representation ablation and window sensitivity 

The following Class R summaries illustrate the intended 
representation-ablation and window-size comparisons.  
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Fig. 8: Class-wise transfer performance in both directions (Class R). 

Table 16: Reconstructed A→B counts (Class R); rows are actual classes, columns are predictions 

Actual / predicted Normal DDoS DoS Malware Recon Web 

Normal 9520 60 45 20 210 145 

DDoS 45 9610 300 15 20 10 

DoS 65 410 9320 35 90 80 

Malware 50 20 45 9490 120 275 

Recon 380 65 110 75 9240 130 

Web 170 35 80 220 150 9345 

Table 17: Reconstructed B→A counts (Class R); rows are actual classes, columns are predictions 

Actual / predicted Normal DDoS DoS Malware Recon Web 

Normal 9550 45 45 20 220 120 

DDoS 35 9650 300 5 5 5 

DoS 55 400 9390 25 60 70 

Malware 55 20 40 9530 110 245 

Recon 360 60 100 60 9300 120 

Web 160 20 70 215 130 9405 

Table 18: Class-wise metrics derived from the reconstructed counts of Tables 16–17 (Class R), in %. 

Family A→B P A→B R A→B F1 B→A P B→A R B→A F1 

Normal 93.06 95.20 94.12 93.49 95.50 94.48 

DDoS 94.22 96.10 95.15 94.65 96.50 95.57 

DoS 94.14 93.20 93.67 94.42 93.90 94.16 

Malware 96.30 94.90 95.59 96.70 95.30 96.00 

Recon 94.00 92.40 93.19 94.66 93.00 93.82 

Web 93.59 93.45 93.52 94.38 94.05 94.21 
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Fig. 9: Row-normalized forms of the balanced Class R matrices in Tables 16–17, in percent. 

 

They do not establish which component caused the 
reference-matrix result. Post-logit trust controls 
preserve the argmax labels of fixed logits, so they are 

evaluated using selective risk and coverage rather than 
raw class-count gains. 
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Fig. 10: Stated representation-ablation scenarios (Class R); the full-reference point reuses Class M macro-F1 and FAR. 

 

Fig. 10 summarizes the representation-ablation 
results and shows the effect of removing individual 
representation components on macro-F1 and false-alarm 
behavior. The ablation labels are related to 
representation learning. If the masked pretraining is 
removed, only the 8-epoch pretraining is skipped, but the 
supervised objective (16) remains. If the prototype 
compactness is removed, its supervised weight is set to 
zero. These are suggested comparison definitions and are 
not records of matched training runs. Fig. 11 compares 

the evaluated window-size settings and illustrates the 
relationship between temporal context, classification 
performance, false-alarm rate, and model inference 
latency. The window-size scenarios with the highest 
displayed macro-F1 (99.505%) and lowest FAR (0.603%) 
are T = 10. The T = 5, 15 and 20 F1 values are 98.560%, 
99.090% and 98.860%. The difference between the T = 5 
and T = 10 is 0.945 percentage points and an assumed 
model latency of 1.93 ms. T = 20 is assigned 11.24 ms 
versus 7.84 ms for T = 10. Fig. 12 states a pooled ten- 

 
Fig. 11: Stated window-size scenarios (Class R); T = 10 reuses Class M macro-F1 and FAR, with Class R latency. 
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Fig. 12: Temporal duration represented by the selected 10-record window (Class R), using the median, interquartile range, 

and 95th percentile. 

 

record median span of 1.96 s, IQR 1.31–2.94 s and a 95th 
percentile (P95) of 5.24 s. These values are an operating 
point trade-off and not an empirically determined 
optimum. The reference protocol choice is T = 10 and 
should be chosen for validation data in an executed study. 
 
5.3.1 Reconstructed window-duration operating 
points (Class R) 

Table 19 is based on the scaling m(T) = 1.96 × T/10 
seconds, not on an estimate based on a timestamp. This 
is an example of a record-count scaling convention. It is 
different from the exact time interval t_T − t_1 of a 
realised window, which is not necessarily linearly related 
to T − 1 successive start-time gaps. Fig. 12 displays 
independently stated source-specific and pooled 
quantiles, rather than quantiles reconstructed from raw 
captures. 

Table 19 correlates the performance and model-
latency points stated in the window size with the 
duration convention above. Medians of T = 5, 15 and 20 
are scaled linearly according to the given instructions. 
IQR and P95 are supplied only for T = 10: the pooled IQR 
is 1.31–2.94 s and P95 is 5.24 s. None of these duration 
summaries is a measurement from retained timestamps. 
 
5.4 Open-set family holdout 
Fig. 13 reports the four Class R holdout scenarios under 
the scope and threshold definitions. The summaries 
describe unknown recall and known-family retention; 
they do not represent archived holdout model runs. The 
holdout rows show that DoS and Recon have lower 

unknown recall than Malware and Web. This ordering is 
only an example and cannot provide any overlap 
between learned families and scores without executed 
contexts. No round is represented that was held up by 
DDoS. The four rows of Table 21 are averaged to get 
unknown recall 93.740%, known macro-F1 98.605%, 
known false rejection 1.1575% and AUROC 0.96935. 
These are the arithmetic means of the class R values. 
Normal and all other known families are known false 
rejection. Known macro-F1 is not a selective-F1 measure, 
but is defined on all known test windows prior to 
rejection. 

Table 19: Illustrative window-size and duration scenarios 

(Class R); T = 10 F1 and FAR reuse Class M. 

Records Macro-F1 

% 

FAR % Model ms Median 

span s 

5 98.560 0.880 5.91 0.98 

10 99.505 0.603 7.84 1.96 

15 99.090 0.710 9.42 2.94 

20 98.860 0.790 11.24 3.92 

 
These scenarios are reproduced in Fig. 14, which is 

based on the scenarios stated in Table 20. Their AUROCs 
are 0.9315, 0.9505, 0.9574, 0.9603, 0.9656 and 0.9694 in 
the displayed method-label order. The combined 
scenario is 0.76 percentage points higher than the 
prototype scenario in terms of recall and 0.0038 higher 
in terms of AUROC. It has four-row mean false rejection 
of 1.1575%, which is reported as 1.158% in Table 20.  

https://doi.org/10.64189/ict.26317
https://gr-journals.com/
https://gr-journals.com/journals/ictasa


https://doi.org/10.64189/ict.26317                                                                                                                                                                                               Research Article 

Journal of Information and Communications Technology: Algorithms, Systems and Applications                                                 gr-journals.com | 23 

 
Fig. 13: Leave-one-malicious-family-out unknown-like detection (Class R). 

 
Fig. 14: Open-set comparison across four malicious-family holdouts under the stated score model (Class R). 
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Table 20: Score-distribution comparison under the stated score model (Class R), averaged across four rounds 

Assigned scenario Unknown recall % Known F1 % False rejection % AUROC 

MSP 86.10 98.605 1.130 0.9315 

Energy 90.01 98.605 1.163 0.9505 

Mahalanobis 91.37 98.605 1.145 0.9574 

OpenMax 91.91 98.605 1.158 0.9603 

Prototype 92.98 98.605 1.160 0.9656 

Prototype + uncertainty 93.74 98.605 1.158 0.9694 

Table 21: Combined-score results by withheld-family label under the stated score model (Class R) 

Family Unknown recall % Known F1 % False rejection % AUROC 

Web 94.00 98.54 1.31 0.9704 

Recon 93.44 98.70 0.96 0.9675 

Malware 94.24 98.66 1.05 0.9722 

DoS 93.28 98.52 1.31 0.9673 

This is an ordering that is implied by the illustration 
and does not mean that an executed scoring method is 
superior to another. 
 
5.4.1 Rejection-scenario assumptions and 
interpretation (Class R) 
The assigned high-score mixture weights are 0.865, 
0.903, 0.918, 0.924, 0.934 and 0.941. If the threshold q is 
not known, then the unknown recall at threshold q would 
be w•Pr(S_high > q) + (1 − w)•Pr(S_low > q). Not all 
weight is equal in determining that recall or AUROC. The 
weights displayed are a general approximation of the 
weights, but the missing component distributions do not 
allow exact regeneration or verification of the claimed 
mixture origin. Method labels are not used to denote 
algorithms that are actually executed. The comparative 
claim is open as the method labelled scores are not 
retained on common per window activations. They are to 
be evaluated for their ordering as outlined. 
The assigned high-score mixture weights are 0.865, 
0.903, 0.918, 0.924, 0.934 and 0.941. Unknown recall at 
threshold q would equal w·Pr(S_high > q) + (1 − 
w)·Pr(S_low > q). A weight alone does not determine that 
recall or AUROC. The displayed recalls broadly track the 
weights, but the missing component distributions 
prevent exact regeneration or verification of the claimed 
mixture origin. Method labels identify scenarios, not 
executed algorithms. The comparative claim remains 
open because the method-labelled scores have not been 
retained on common per-window activations. specifies 
the evaluation needed to test their ordering. 
 
5.5 Calibration and selective trust 
Tables 22–24 present the Class R calibration and 
acceptance scenarios with the fixed reference-matrix 
counts. The questions answered by full-population 
probability and accepted-only error are different, as 

explained in 4.5 and 4.5.1. The raw class predictions are 
preserved with positive temperature scaling. The effect 
of its illustrated must therefore be evaluated using 
probability metrics, and the gate using error and 
coverage of accepted decisions. The Class R summaries 
are based on the following constraints: The 187, 360 
window matrix and accuracy 0.994946. Probability 
bounds and accepted-error arithmetic can be verified, 
but the original logits, construction code and acceptance 
ranks are not available. These aggregates do not provide 
an acceptable probability and acceptance ledger. The 
next analysis is used to check the necessary consistency 
conditions of the aggregates. Does not rebuild missing 
per-window probability and acceptance records. 
 
5.5.1 Calibration consistency and accepted-error 
analysis (Class R) 
The probability illustration keeps all the argmax counts 
of each class in the Class M matrix. The method for 
determining its probability and acceptance outputs is 
described and this analysis only considers the aggregates 
shown. The stated temperature is displayed below, with 
a different window length T than the validation window 
length τ, which is required for the fitting procedure. The 
value is thus a Class R input and not an independently 
verified fitted value. 

𝜏 =  1.103552                              (37) 

In the range of values given, ECE and NLL are decreasing 
and Brier is slightly increasing. The accuracy is still the 
matrix-derived one, before/after is the same. Both shown 
ECE values are below the upper bound and the lower 
bound |accuracy − mean confidence| ≤ ECE is met. These 
checks are not meant to imply that each entry was 
generated from these logits. 

ECE ≤  (1 −  accuracy) + (1 −  mean confidence) (38)                                                   
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Table 22: Stated probability-calibration summaries (Class R), not recoverable from the matrix alone. 

Metric Before temperature After temperature 

Accuracy, fraction 0.994946 0.994946 

Mean maximum confidence 0.996977 0.994222 

ECE, 15 bins 0.002044 0.000724 

Multiclass Brier 0.010100 0.010125 

Negative log-likelihood 0.043029 0.042056 

ECE upper bound 0.008077 0.010832 

Table 23: Stated risk–coverage operating points (Class R); full-coverage counts derive from the reference matrix 

Coverage % Accepted Deferred Accepted errors Risk % Accepted FAR % 

100.000 187360 0 947 0.5054 0.6027 

99.000 185486 1874 596 0.3213 0.3920 

97.000 181739 5621 420 0.2311 0.2905 

95.000 177992 9368 334 0.1876 0.2410 

90.000 168624 18736 206 0.1222 0.1490 

Table 24: Stated gate scenarios at 95% coverage (Class R) 

Gate scenario Accepted Accepted errors Risk % Accepted FAR % 

Confidence only 177992 900 0.5056 0.6186 

Prototype scenario 177992 613 0.3444 0.4410 

Combined scenario 177992 334 0.1876 0.2410 

𝐶𝑜𝑣𝑒𝑟𝑎𝑔𝑒 =  𝑎𝑐𝑐𝑒𝑝𝑡𝑒𝑑 / 𝑁     𝑆𝑒𝑙𝑒𝑐𝑡𝑖𝑣𝑒 𝑟𝑖𝑠𝑘 =
 𝑎𝑐𝑐𝑒𝑝𝑡𝑒𝑑 𝑒𝑟𝑟𝑜𝑟𝑠 / 𝑎𝑐𝑐𝑒𝑝𝑡𝑒𝑑                                            (39) 

Test labels are not allowed in an executed study with 
acceptance ranking. Here, the confidence-only 
illustration is near the random-deferral expectation 0.05 
× 947 = 47.35 of errors deferred at 95% coverage. This is 
not a proof of its randomness or of its lack of 

discriminatory power. The total number of accepted 
errors (assumed) is 334 in the combined scenario. 
Partial-coverage FAR entries cannot be independently 
recomputed because the numerator and denominator 
counts of accepted FAR are not available. The operating 
points are not validated results from a validation selected 
deployment threshold. 
 

 
Fig. 15: Stated accepted-error and coverage scenarios (Class R), with risk computed from Table 23. 
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The combined-gate scenario assigns fewer accepted 
errors than the confidence-only scenario at the same 
stated coverage. This is the contrast the matched 
protocol must test; the assigned counts do not establish 
that the proposed gate generated the ranking. 
Representation ablation and gate ablation remain 
separate because the latter holds raw predictions fixed. 
 
5.6 Controlled drift 
The assigned PSI/JSD examples are correlated with the 
declared state thresholds. They show the classification of 
monitors and proposed routing responses, rather than 
any observed changes from retained reference and 
perturbed streams. Empirical monitor sensitivity and 
delay are not measured. 

The illustrative logit-noise scenario is shifted, with 
JSD of 0.083. Input PSI is not shown in the figure because 
it is not a change that is measured separately. The other 
pairs of assigned PSI/JSD also adhere to the threshold 
rules. Stable, warning and shifted states are used to route, 
and all relevant disruption guards are still mandatory. 
Workload, detection delay or network-risk-reduction are  

not measured in these examples. 

𝐽𝑆𝐷 =  0.083 >  0.05                             (40) 

 
5.7 Policy stress test 

The fixed-state simulator now shows how hard 
constraints can prevent a candidate from being selected 
even though they have a lower simulated next risk. The 
outputs are derived from the inputs provided in Tables 9 
and 10, and are independent of the Class R classifier and 
gate summaries. 

Table 25 shows the tested candidate's response and 
the selected response. The simulated next risk for 
candidate blocking is 0.1729 in the Recon/Normal 
boundary state while the simulated next risk for the 
selected review action is 0.4249. The ambiguity rule is 
not followed even though it has a lower simulated risk. In 
unknown-like shifted state, candidate allow has next risk 
0.8648 and is rejected, whereas review is the lowest-
objective admissible action, with next risk 0.6218. The 
utility objective and hard constraints are therefore the 
two factors that govern the scenario routing. 

 
Fig. 16: Controlled PSI and JSD drift-monitor outputs under the stated shift scenarios (Class R); colours identify stable, 

warning, and shifted states. 
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Fig. 17: Pre-action and selected-action risk in the five policy stress scenarios (Class A). 

Table 25: Candidate actions, hard-rule decisions, and selected simulator risk (Class A) 

Scenario Candidate Simulated next risk Rule result Selected action 

Stable Normal allow 0.1234 Accept Rule 1 allow (0.1234) 

DDoS, high confidence allow 0.9386 Reject Rule 2 block (0.2411) 

Malware, close prototype monitor 0.7544 Reject Rule 3 isolate (0.1384) 

Recon/Normal boundary block 0.1729 Reject Rule 4 review (0.4249) 

Unknown-like and shifted allow 0.8648 Reject Rule 5 review (0.6218) 

The same linear clipped transition in Eqs. is used in 
Fig. 17. (26) and (30), with the utility in Eqs. (27) and 
(31). The pre-action to selected-action risk pairs are 
0.1200→0.1234, 0.9300→0.2411, 0.8800→0.1384, 
0.5600→0.4249 and 0.8100→0.6218. Their signed 
differences are −0.0034, 0.6889, 0.7416, 0.1351 and 
0.1882. They are not measured reductions in network 
risk, but rather deterministic consequences of assigned 
scenario values and admissible sets. 
 

5.7.1 Fixed-state outputs and stated sensitivity 

Table 26 is Class A: each selected action, risk and 
objective is a consequence of the given fixed inputs. Table 
27: Class R: its random-perturbation summary does not 
contain a retained draw ledger or random seed. There is 
no evidence in either table of the outcomes of the causal 
network. 

The retained sensitivity summary is a description of 
2,000 independent uniform multiplicative perturbations 
per state, over action effects, disruption costs and the 
uncertainty/drift coefficients, with effects clipped to 
[0,1]. Random seeds, generator state and draw ledger are 

not available, so the quantiles and same-action 
frequencies listed cannot be reproduced exactly. These 
are illustrative sensitivity values and not confidence 
intervals or an independent check of Table 26. The 
25.55% stable-Normal figure is not a measured stability 
rate, but rather a motivator for a future sensitivity study. 
With the current admissible sets, both Malware and 
unknown-plus-shift have one action, and by definition 
100% action retention is guaranteed in those scenarios. 
Observed interventions or an independently specified 
network emulator would be needed for independent 
policy validation. A second set of data based on the same 
risk equation would not be independent. The open-set 
ordering and the seed differences are Class R and are not 
providing that independence. 
 
5.8 Training convergence and multi-run stability 
This subsection distinguishes a stated convergence 
trajectory and a series of seeds from the test metrics 
derived from the count. No training run is identified by 
any of the curves or seed labels. The following arithmetic 
shows the way they are supposed to report. 
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Fig. 18: Stated convergence trajectory with an illustrative Epoch 10 selection point (Class R). 

Table 26: Simulator outputs computed from the specification (Class A) 

State Selected action Next risk Objective Risk difference 

Stable Normal allow 0.1234 0.1234 -0.0034 

DDoS block 0.2411 0.2555 0.6889 

Malware isolate 0.1384 0.1834 0.7416 

Recon boundary review 0.4249 0.4537 0.1351 

Unknown + drift review 0.6218 0.6470 0.1882 

Table 27: Stated sensitivity summary for ±20% coefficient perturbations (Class R) 

State Same action % 2.5% next-risk quantile 97.5% next-risk quantile 

Stable Normal 25.55 0.0807 0.1238 

DDoS 100.00 0.1099 0.3730 

Malware 100.00 0.0063 0.2794 

Recon boundary 100.00 0.3926 0.4578 

Unknown + drift 100.00 0.5729 0.6702 

Table 28: Reference discrimination and stated loss/convergence values. Test accuracy and macro-F1 are Class M; all other 

cells are Class R 

Stage Accuracy (%) Macro-F1 (%) Supervised loss 

Training 99.70 99.68 0.0134 

Validation 99.52 99.50 0.0191 

Test reference: M 

metrics / R loss 
99.495 99.505 0.0198 
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The differences between training and test accuracy 
and macro-F1 are 0.205 percentage points and 0.175 
points, respectively, as stated in Table 28. The difference 
in test and validation loss is 0.0007. These are 
arithmetical differences between values derived from the 
matrix and illustrative values, not evidence of overfitting. 
The loss column is an illustrative supervised loss series, 
not the full regularized objective nor the NLL series in 
Table 22; the missing training and probability logs make 
it impossible to link these two series. Fig. 18 is an 
illustrative reference checkpoint for epoch 10. That 
illustration shows the label “retained” for the assigned 
selection point, which is not a trained checkpoint. The 
rule used is the one which gives the highest validation 
accuracy in full precision, patiently, with patience 3 and 
12 epochs limit. The curve is merely illustrative and does 
not indicate which stopping condition would be reached 
in a run that was executed. 

The displayed trajectory is illustrative. Neither its 
train/validation separation nor its assigned checkpoint 
verifies convergence, validation saturation, 
generalization or the absence of leakage. 
 

95% CI =  99.490 ±  2.776 × 
0.031623

√5
 =

 [99.451, 99.529]%                                                              (41) 
5.8.1 Paired-run statistical procedure on a stated 
series (Class R) 

Class R is the ten-value series and is used for the paired-
testing arithmetic. The CNN–Transformer column is not 
a baseline trained with Table 11, but rather an additional 
illustration of a classifier. The nearest-prototype 
classifier is different from the prototype rejection gate of 
Table 14, which keeps the label, and assigns the closest 

prototype label. This separation allows for different 
values of F1 to be obtained without assigning raw-F1 
changes to a post-logit gate. There are no training runs 
recorded in any of the columns. The difference between 
percentage valued metrics and their intervals are 
reported in percentage points (pp). The ten stated values 
have mean 99.490%, sample SD 0.025820 percentage 
points and a two-sided t-interval of [99.472, 99.508]%. 
The five main values are in a precise sequence of 0.02 
points. This regularity is not a characteristic of the 
assigned series, but rather an indication of independent 
seeded optimization. 

Fig. 19 presents the corresponding response-control 
results and illustrates how the decision policy behaves 
under the evaluated operating conditions. 

The two-sided sign-flip calculation counts the number 
of ways the signs can be assigned to the ten paired 
differences, which is 1,024. All three constructed 
comparisons have the same smallest attainable two-
sided value shown below. The three tied comparisons are 
0.005859375 after being adjusted for Holm. At n = 10 the 
smallest possible two-sided result of the sign-flip 
calculation is 2/1024, and three comparisons that are 
tied at that floor provide no information about the 
relative strength of the two. The calculation is not meant 
to be used to make a comparison, but rather to report the 
procedure. 

𝑝 =  
2

1,024
 =  0.001953125                           (42) 

To make a true inference, paired runs must be the same 
split and seed definition, and the exchangeability 
assumptions of the test must be justifiable. Variability of 
seeds within one fixed split does not imply uncertainty at 

Table 29: Stated macro-F1 series used to specify the paired procedure (Class R), in % 

Seed Proposed CNN–BiLSTM CNN–Transformer Nearest-prototype classifier 

11 99.45 98.38 98.65 99.31 

23 99.47 98.42 98.69 99.35 

37 99.49 98.47 98.73 99.37 

51 99.51 98.40 98.66 99.34 

71 99.53 98.49 98.76 99.40 

89 99.48 98.43 98.70 99.36 

103 99.50 98.46 98.74 99.38 

127 99.46 98.37 98.64 99.33 

149 99.52 98.51 98.78 99.41 

173 99.49 98.45 98.71 99.35 

Table 30: Paired analysis computed from the stated series of Table 29 (Class R) 

Comparator Mean difference, pp 95% t-interval, pp Exact p Holm p 

CNN-BiLSTM 1.052 [1.030, 1.074] 0.001953 0.005859 

CNN-Transformer 0.784 [0.761, 0.807] 0.001953 0.005859 

Nearest-prototype classifier 0.130 [0.118, 0.142] 0.001953 0.005859 
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Fig. 19: Macro-F1 dispersion across the five primary seed labels of the stated series (Class R). 

 

sites, capture days or datasets. The first statistical item of 
future work is to perform the ten matched-seed runs for 
the proposed model and each comparator and then to 
recompute Table 30 from the outputs retained from each 
of these runs. 
 

5.9 Deployment resource and gateway profiling 

This section is about whether it's possible to produce the 
decision in time and within the memory of a gateway-
class device; the preceding subsections are about what 
the framework decides. Model-side cost and end-to-end 
budget are reported separately as they have different 
bounds. Fig. 20 contains Class R device-profile 
assumptions: batch-one median/P95 latency of 
7.84/8.63 ms for Tesla T4, 14.72/16.91 ms for Jetson 
Orin Nano and 38.64/44.02 ms for Raspberry Pi 5; peak 
memory of 612, 438 and 302 MB; and throughput of 
2,486, 1,126 and 392 windows/s at batches 128, 64 and 
16. The training time assumption for T4 is 41.7 min. 
These are not device measurements validated.  The batch 
throughput is different from the batch-one latency. These 
assumed model-side values do not include capture, 
extraction, communication, enforcement and analyst 
delay. The number of trainable parameters is 756,486 as 
shown in Table 32. Raw 32-bit floating-point (FP32) 
weights occupy 3.025944 MB (2.885765 MiB). This is not 
a checkpoint-file size, but rather the size of the file before 
gradients, BatchNorm state and serialization overhead 
are included, which is 9.077832 MB. The affine CNN, 

BiLSTM and attention components need 309,120, 
6,553,600 and 657,920 multiply–accumulate operations 
(MACs), respectively, or 7,520,640 multiply/add 
operations. The addition of attention context aggregation 
brings 2,560 MACs. Selected arithmetic and special-
function work are listed separately in Fig. 22, but this is 
not a complete runtime graph profile. 
 
5.9.1 Analytical sequential deployment budget (Class 
A) 
The class of Table 31 is A. It calculates the latency budget 
of Eq. (43) from the given per-stage latency values, and 
sums up the latencies arithmetically. The window-
accumulation term is the 10-record term and the analyst 
term is a specified review delay of 26,000 ms, which are 
not executed measurements. 

The review path is an additional 26,000ms analyst 
delay on the automatic path. The model-only medians of 
7.84, 14.72 and 38.64 ms are used as device-specific 
inputs. Window accumulation is the dominant factor in 
the budget, on all devices, and model-side latency is not 
the limiting factor on end-to-end response time. 
Overlapping capture and processing must be modelled 
separately in a streaming deployment. The following 
properties should be recorded in an executed profile: 
device model, power mode, clocks, runtime version, 
precision and batch size. It should run 200 warm-up 
iterations and 2,000 iterations in the batch mode and 
keep per-iteration latency and memory logs for  
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Fig. 20: Gateway profiling values under the stated device profile (Class R); these are the device-specific inputs to the Class 

A budget of Table 31. Analytical MAC/FLOP quantities are specified separately. 

Table 31: Sequential latency budget composed from stated stage values (Class A), all values in ms. 

Stage Tesla T4 Jetson Orin Nano Raspberry Pi 5 

Window accumulation 1960.00 1960.00 1960.00 

Preprocessing 0.84 1.46 3.86 

Queue delay 0.31 0.64 1.25 

Model inference 7.84 14.72 38.64 

Communication 1.42 1.73 2.17 

Enforcement 0.76 1.12 1.94 

Automatic total 1971.17 1979.67 2007.86 

Review-path total 27971.17 27979.67 28007.86 
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median/P95 summaries. These settings set up the future 
measurement procedure. Fig. 20 is not provided with 
such logs or several details of device configuration. 
 
6. Discussion 
The results can be used to support three different 
conclusions. First, the reference matrix shows that there 
are concrete error concentrations, Recon-to-Normal 
confusion is more common than the other direction, so 
per-family analysis is needed in addition to macro-F1. 
Second, the analytical policy scenarios reveal that 
response constraints may rule out a lower-risk simulated 
candidate; the chosen action is both admissible and 
useful. Third, the illustrative transfer, rejection and gate 
summaries specify the comparisons needed to assess the 
proposed interface but do not provide an empirical 
ordering of the comparisons. The main outstanding issue 
is whether the trust gate improves the acceptance of 
errors at similar coverage and whether the response 
constraints enhance admissibility at a reasonable review 
burden. The matched evaluation for that question is  
defined. 
 
6.1 Threats to validity 
Internal validity. The group assignment before fitted 
transforms and window construction is not a property of 
the provided matrix, but a protocol requirement. It needs 
to be audited, and for that, capture provenance, group 
keys, duplicate checks, split manifests, checkpoint 
identifiers and validation-selection records are needed. 
Leakage control and a training history cannot be set up 
with matrix arithmetic. Construct validity. The six 
umbrella families are a compacting of heterogeneous 
attack mechanisms. Malware-level transfer does not 
create transfer between all constituent subtypes. FAR is 
based on real Normal windows and the holdout rejection 
is for the unseen benchmark families, not universal zero-
day detection. PSI and JSD measure monitored 
distribution differences, not attack intent. External 
validity. There are two lab benchmarks that do not cover 
the operational range of IoT. TON_IoT is IoT/IIoT 
scenarios set in TON_IoT, which does not imply 
performance in an arbitrary industrial, medical or home 
deployment. Local traffic, calibration, thresholds and 
service policies need to be evaluated separately. 
Statistical conclusion validity. The intervals obtained in 
the above are for the seed series Class R and not for 
optimisation variability of an executed model. This paper 
does not make any claim to statistical superiority over 
any baseline. Simulator validity. The fixed-state results 
are obtained from the coefficients assigned and 
admissible sets of actions. They do not have an 
independent network validation. The sensitivity table is 
not a calculation that can be reproduced from a fixed set 
of inputs, but rather a summary of random perturbations 

stated. The sensitivity table is not a calculation that can 
be reproduced from a fixed set of inputs, but rather a 
summary of random perturbations stated. 
 
6.2 Deployment boundary 
The deployment relation below is used to split the latency 
stages. The other device profiles are Class R assumptions, 
with the 7.84 ms T4 model value. They are not a 
g u a r a n t e e  o f  m o d e l  p o r t a b i l i t y ,  r e a l - t i m e   
suitability or end-to-end response time on measured 
hardware when used in the analytical budget. 

𝐿𝑡𝑜𝑡𝑎𝑙  =  𝐿𝑐𝑎𝑝𝑡𝑢𝑟𝑒  + 𝐿𝑓𝑒𝑎𝑡𝑢𝑟𝑒  + 𝐿𝑞𝑢𝑒𝑢𝑒  + 𝐿𝑚𝑜𝑑𝑒𝑙  +

 𝐿𝑐𝑜𝑚𝑚𝑢𝑛𝑖𝑐𝑎𝑡𝑖𝑜𝑛  + 𝐿𝑒𝑛𝑓𝑜𝑟𝑐𝑒𝑚𝑒𝑛𝑡  + 𝐿ℎ𝑢𝑚𝑎𝑛                   (43) 

The proposed deployment role is Gateway Decision 
Support. Stable supported predictions may allow for 
bounded automatic action only under applicable guards, 
ambiguity and shift and critical-service restrictions result 
in review. Memory admission is confirmed by the 
analysts, and it is still separate. Evaluations of the devices 
and networks are required to be performed to determine 
feasibility, profiling accuracy and actual response time. 
 
6.3 Decision acceptance, coverage, and audit trail 
The framework’s operational output should be evaluated 
as a selective decision system. Let 𝑞𝑖 = 1 when a window 
passes the calibration, prototype, drift, and rule gates and 
𝑞𝑖 = 0 when it is deferred. Decision coverage and 
selective error are 

Coverage =
1

𝑛
∑ 𝑞𝑖𝑖 ,  Risksel =

∑ 𝑞𝑖𝑖 𝟏[𝑦̂𝑖≠𝑦𝑖]

∑ 𝑞𝑖𝑖
          (44) 

Coverage is the percentage of windows that the gate will 
accept. Selective risk is the error fraction of the windows 
accepted and is defined only if A = ∑ᵢqᵢ > 0. It is undefined 
at zero coverage. Equations (44) and (47) are thus 
written with the same denominator of accepted counts, 
but no additive constant. The pooled confusion matrix 
has 187,360 windows, and 947 classification errors, 
resulting in a full-coverage error rate of 0.505444%. The 
notation and range of the following bounds are defined 
below. 

𝑁 =  187,360,    𝐸 =  947,    0 <  𝐴 ≤  𝑁           (45)            

max(0, E − (N −  A))  ≤  EA  ≤  min(E, A)          (46) 

max(0,E − (N − A))

A
 ≤  Selective risk ≤  

min(E,A)

A
           (47)       

The selective-risk bounds are Class A, conditional on the 
provided N and E. The accepted-error scenarios, holdout 
AUROC 0.9694 and mean known false rejection 1.16% 
are Class R, which together represent a reporting 
interface, rather than the performance of a deployed 
gate.[31] A decision record associates the window and 
group identifiers with the model version, predicted 
family, calibrated confidence, entropy, margin, prototype 
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distance and monitored shift state. It also documents 
candidate utilities, rejected constraints, the action 
selected and disposition by the analyst. The operating 
point is determined by the validation, which is performed 
under the given false-alarm and service constraints. Test 
coverage is an outcome rather than a tuning criterion. 
The gate differentiates between representation-based 
rejection, ambiguity-based deferral and operational 
deferral. These causes are not mutually exclusive: A small 
class margin cannot be overcome by adequate prototype 
support, and agreement of statistical signals cannot 
supersede a critical-service restriction. Decision 
acceptance can be judged independently of raw 
classification in the case of separate routing reasons. 
 
6.4 Computational and governance boundary 
The affine CNN, BiLSTM and attention subtotal is 
7.520640 million MACs, which is 15.041280 
multiply/add operations. The Context aggregation 
contributes 0.002560 million MACs. The input scaling 
requires about 660 scalar operations for 10 x 33 values. 
The scalar-dispersion prototype distance in Eq. (19) 
requires 4,608 arithmetic operations and six square 

roots in six 256-dimensional contexts, apart from CDF 
lookup and comparisons. There are five candidate 
actions and seven rules, which provide at most 35 action–
rule predicate evaluations. Without the drift histogram, 
there is no exact monitor operation count inferred, and 
the costs of drift histogram depend on the binning and 
implementation. 
 

6.4.1 Analytical parameter and selected-operation 

inventory (Class A) 
Table 32 provides an exact calculation of the parameters 
for the given inference architecture. Fig. 22 provides an 
example of an arithmetic inventory (under an explicit 
counting convention) rather than a full implementation-
independent FLOP count. Memory movement, 
comparisons, lookup, histogram updates and runtime 
scheduling are outside that inventory. 

The specified graph contains 756,486 trainable 
parameters and 384 non-trainable BatchNorm values. 
FP32 storage for both is 3.02748 MB, excluding 
prototypes, scalers, activations, allocator overhead and 
file-format metadata. 

 
Fig. 21: Selected component costs (Class A), with MACs, scalar operations and predicate checks kept separate. 
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Fig. 22: Selected arithmetic-operation inventory for the specified 10-record inference path (Class A). 

Table 32: Parameters of the specified inference 

architecture (Class A). 

Component Trainable parameters 

Conv1 6,400 

Conv2 24,704 

BatchNorm trainable 384 

BiLSTM layer 1 263,168 

BiLSTM layer 2 394,240 

Additive attention 66,048 

Classifier 1,542 

Total 756,486 

BatchNorm non-trainable state 384 

 
The selected inventory totals 15.107943 million 

arithmetic operations, with multiplication and addition 

counted separately. The count includes CNN and 
recurrent affine work, attention projection and context 
aggregation, classifier affine work, biases, LSTM state 
arithmetic, four scalar BatchNorm operations per 
activation with cached denominators, input scaling, 
scalar-dispersion prototype distances, two softmax 
normalisations, temperature division, entropy, margin 
and the weighted rejection sum. An additional 30,108 
special-function evaluations comprise 25,600 LSTM 
sigmoid/tanh, 1,920 GELU, 2,560 attention tanh, 16 
exponentials, six logarithms and six prototype square 
roots. Protective entropy additions are counted. 
Comparison instructions, clipping, distance-CDF lookup, 
quantile fitting, histogram updates, decoder training and 
runtime overhead are excluded. 

This is a specified counting convention rather than a 
profiler output. Device assumptions remain Class R; the  

https://doi.org/10.64189/ict.26317
https://gr-journals.com/
https://gr-journals.com/journals/ictasa


https://doi.org/10.64189/ict.26317                                                                                                                                                                                               Research Article 

Journal of Information and Communications Technology: Algorithms, Systems and Applications                                                 gr-journals.com | 35 

arithmetic inventory cannot validate those timings. 
 
6.5 Records required for reproducibility 
Records need to be maintained at the claim level in order 
to reproduce. The reference counts and class order are 
required for matrix derived metrics. The inputs, 
architecture and counting convention are required for 
analytical policy and resource calculations. Empirical 
evaluation additionally needs capture/label manifests, 
group assignments and splits, versioned extractor and 
decoder code, fitted transforms and prototypes, 
checkpoints, calibration logits and fitting traces, per-
window scores and acceptance decisions, accepted-
Normal supports, drift histograms and binning, and 
device configuration and timing logs. Random-sensitivity 
results require the generator, the seeds and the retained 
draws. The tables provided can be used for the first two 
types of arithmetic; the missing empirical records cannot 
be recovered from the counts. 
 
7. Limitations and future work 
The primary drawback is that the Class R summaries are 
not linked to the actual experiments that were 
performed. The evidence boundaries and specific threats 
to validity are specified. The first step in validation is to 
establish capture provenance and group-isolate splits, 
followed by the source-only transfers and matched 
rejection and gate comparisons. It is important to keep 
per-window outputs before estimating variability 
between training seeds or profiling devices. Further 
research needs to explore a DDoS holdout, natural target 
prevalences, independent capture environments, and 
chronological drift and longitudinal memory. Assigned 
simulator effects are not measured intervention effects, 
so response outcomes need to be assessed at the network 
level. 
 
8. Conclusion 
CNS-STGU Defense sets up a trust-conditioned basis for 
intrusion decision support of IoT in which the intrusion 
class prediction, evidence acceptance and response 
admissibility are considered as independent yet 
interrelated steps. This separation is important because 
the primary drawback of score-based intrusion detection 
is that a high confidence label does not imply that the 
traffic is backed by the learned representation, is within 
the monitored distribution, or allows for an automated 
response. At the classification layer, the supplied 
187,360-window reference matrix yields 99.495% 
accuracy, 99.505% macro-F1, an MCC of 0.9939, and a 
FAR of 0.603%. The balanced bidirectional transfer 
reconstruction results are macro-F1 94.207% and 
94.707%, respectively, which is 4.798-5.298 percentage 
points lower than the pooled internal results. This gap is 
a measure of the impact of the source change, and 

demonstrates the need for external accuracy to be used 
as the basis for deployment claims. In addition to 
aggregate classification metrics, family-level confusion, 
false rejection, decision coverage and accepted-decision 
risk should be reported. The primary contribution is an 
auditable decision pathway that is constructed from a 33-
descriptor common representation, group-isolated 
partitioning, a CNN-BiLSTM-attention encoder, 
calibrated confidence, entropy, class margin, prototype 
support, PSI/JSD drift monitoring and constraint-
governed response selection. The framework documents 
the reasons for accepting, deferring or rejecting a 
prediction and for admitting or blocking a candidate 
response. It also sets matched comparisons with known 
rejection techniques and distinguishes between model 
error and operational load caused by deferral and analyst 
review. The study offers a repeatable specification for 
assessing IoT intrusion detection with accuracy other 
than the benchmark. It is a numerical audit, explicit 
evidence classes, selective-risk formulation and resource 
inventory that spell the evidence needed to get from 
classification performance to accountable gateway 
decisions. The other empirical requirement is to perform 
the matched cross-dataset, unknown-family, calibration, 
drift and constrained-response tests with retained per-
window outputs, fitted artefacts, split manifests, timing 
logs and response records. The combined trust gate's 
ability to reduce error for accepted decisions at similar 
coverage and the ability of constrained actions to be 
accepted under realistic IoT traffic and service conditions 
will be determined by completing this validation. 
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  T


  F = 33


    X  i =  [   x  i , 1 , … ,   x  i , T ] ∈  ℝ  T × F ,       y  i ∈ 𝒴 ,


  Y   =    { Normal ,   DDoS ,   DoS ,   Malware ,   Recon ,   Web } ,        


  f 𝜃 ( X ᵢ )   =   h ᵢ ,         g ( h ᵢ )   =   z ᵢ


    𝒯  i =  (     y ^  i ,     p ~  i ,   H  i ,   M  i ,   D  i ,   𝛥  i ) ,


  A   =   { allow ,   monitor ,   review ,   block ,   isolate }


  𝜀   =   10 ⁻ ⁸


  d   =   t ₙ   −   t ₁


   R N   =    N  d   +   ε            R B   =    B  d   +   ε           S   =    B  max ( N ,   1 )


  Packet   asymmetry   =     |  N f   −    N b |   N f   +    N b   +   ε           Byte   asymmetry   =     |  B f   −    B b |   B f   +    B b   +   ε


  Direction − change   rate   =      K dir  max ( N   −   1 ,   1 )           Flag   ratio   =      N flag  N   +   ε


    𝛥 t window   =     t 10   −     t 1


   ℒ mask =  1   | ℳ |   ∑   ( t , j ) ∈ ℳ ​ Huber  (   x  t , j ,     x ^  t , j ) .


    S  t   =     [ B ₂ ( B ₁ ( X ) ) ]  t


    g  t =  [     g →  t ;     g ⃖  t ]


    e  t =   v  a ⊤ tanh  (   W  a   g  t +   b  a ) ,     𝛼  t =   exp  (   e  t )    ∑  k = 1  T exp  (   e  k ) ,   h =   ∑  t = 1  T    𝛼  t   g  t .


  p = softmax  (   W  c h +   b  c )


    𝜇  c ← 𝜌   𝜇  c +  ( 1 − 𝜌 )  1   |   B  c |   ∑  i ∈   B  c ​   h  i ,     𝜌 = 0 . 99 ,


   ℒ proto =  1   | B |   ∑  i ∈ B ​ ∥  h  i −   𝜇    y  i  ∥ 2 2 .


  ℒ =  ℒ CE + 0 . 05  ℒ proto + 0 . 10  ℒ mask ,


  𝜏 > 0


      p ~  c =   exp  (   z  c / 𝜏 )    ∑  k ​ exp  (   z  k / 𝜏 ) .


  H = −  1  log C   ∑  c = 1  C      p ~  c log  (     p ~  c + 𝜖 ) ,     M =     p ~   ( 1 ) −     p ~   ( 2 ) .


    s  c


  D   =     m i n  c     ‖ h   −     𝜇  c ‖ ₂  m a x (   s  c ,   𝜀 )


  U = 0 . 45   D ∗ + 0 . 35 H + 0 . 20  ( 1 − M ) ,


    q  b


    r  b


  PSI =   ∑  b ​   (   r  b −   q  b ) log     r  b + 𝜖    q  b + 𝜖 .


  JSD  ( P , Q ) =  1 2 KL  ( P ∥ M ) +  1 2 KL  ( Q ∥ M ) ,   M =  1 2  ( P + Q ) .


  shifted   ⇔   max ( PSI )   ≥   0 . 25   ∨   JSD   ≥   0 . 05


  warning   ⇔   ¬ shifted   ∧   [ max ( PSI )   ≥   0 . 10   ∨   JSD   ≥   0 . 03 ]


  stable   ⇔   max ( PSI )   <   0 . 10   ∧   JSD   <   0 . 03


    r  n e x t ( a )   =   c l i p [ r ( 1   −     e  a )   +     𝛼  u u   +     𝛼  d d ,   0 ,   1 ]


  J ( a   |   x )   =     r  n e x t ( a )   +     𝜆  c   c  a s ,           𝜆  c   =   0 . 60


    a ∗   =     a r g   m i n  a   ∈   A   :   R ( x , a ) = 1   J ( a   |   x )


  x   =   ( r ,   u ,   d ,   s )


    r  n e x t ( a )   =   c l i p [ r ( 1   −     e  a )   +   0 . 05 u   +   0 . 03 d ,   0 ,   1 ]


  H < 0 . 25


    D ∗ < 0 . 60


  M > 0 . 70


  M < 0 . 25


  


   ℒ adapt =  ℒ CE +   𝜆 2   ∑  j ​    F  j    (   𝜃  j −   𝜃  j old ) 2                                  


    𝜎 logit   =   0 . 35


  c


  FAR =     ∑  j ≠ Normal ​    C  Normal , j    ∑  j ​    C  Normal , j .


  ECE =   ∑  m = 1 15     |   B  m |  n  | acc  (   B  m ) − conf  (   B  m ) | ,


  Brier =  1  n   ∑  i = 1  n    ∑  c = 1  C     (     p ~  i , c − 𝟏  [   y  i = c ] ) 2 .


  𝜏   =   1 . 103552


  ECE   ≤   ( 1   −   accuracy )   +   ( 1   −   mean   confidence )


  


  J S D   =   0 . 083   >   0 . 05


  95 %   CI   =   99 . 490   ±   2 . 776   ×     0 . 031623  √ 5   =   [ 99 . 451 ,   99 . 529 ] %


  p   =    2  1 , 024   =   0 . 001953125


    L  t o t a l   =     L  c a p t u r e   +     L  f e a t u r e   +     L  q u e u e   +     L  m o d e l   +     L  c o m m u n i c a t i o n   +     L  e n f o r c e m e n t   +     L  h u m a n


    q  i = 1


    q  i = 0


  Coverage =  1  n   ∑  i ​    q  i ,      Risk sel =     ∑  i ​    q  i 𝟏  [     y ^  i ≠   y  i ]    ∑  i ​    q  i


  N   =   187 , 360 ,         E   =   947 ,         0   <   A   ≤   N


  max ( 0 ,   E   −   ( N   −   A ) )   ≤    E A   ≤   min ( E ,   A )


    max ( 0 ,   E   −   ( N   −   A ) ) A   ≤   Selective   risk   ≤     min ( E ,   A ) A

