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Abstract 
We formulate key recovery for the International Data Encryption 

Algorithm (IDEA) as a quantifier-free bit-vector satisfiability problem. 

The IDEA is a 64-bit block cipher with a 128-bit key whose round 

function combines multiplication modulo 2^16+1, addition modulo 

2^16, and XOR. The model includes the 25-bit cyclic key schedule, all 

round transformations, and the final output layer and is solved with Z3 

through its Python API. We evaluate reduced-round instances using one 

all-zero plaintext-ciphertext pair and disclose 112 of the 128 key bits, 

leaving 16 bits to infer. Across the solved round counts, repeated runs 

recover the planted key and provide median wall-clock measurements 

on the stated platform. A legacy series with 96 disclosed bits is retained 

solely for comparison because its raw logs are unavailable. We also 

examine unconstrained key search at the smallest round counts. The 

result is a reproducible measurement of reduced-round SMT 

performance, not a practical break of full-round IDEA. 

 
Keywords: Block ciphers; ARX ciphers; Cryptanalysis; SMT solvers; 

Algebraic attacks; Key recovery; IDEA; Bit-vector logic; Maximum key 

recovery. 
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1. Introduction 

Reliable assessment of a symmetric primitive requires 
more than one form of analysis. Shannon's formulation of 
confusion and diffusion remains a useful foundation,[1] 

whereas differential,[2] linear,[3] and algebraic methods[4, 5] 
expose different structural properties. Their conclusions 
are complementary: resistance in one model does not 
establish resistance in another. 

The International Data Encryption Algorithm has 
consequently remained a useful subject for comparative 
cryptanalysis. Lai and Massey introduced the proposed 
encryption standard in 1990, followed by a revised 
design and the IDEA designation.[2,6] Unlike a Feistel 
network, IDEA uses the Lai–Massey construction: a 
keyed, non-invertible transformation is combined with 
an invertible half-round, allowing decryption to reuse the 
encryption structure with transformed subkeys.[6] 

The IDEA encrypts 64-bit blocks with a 128-bit key 
through eight full rounds and a final output 
transformation. Its deliberate mixture of XOR, addition 
modulo 2^16, and multiplication modulo 2^16+1 
frustrates analyses that rely on a single algebraic group.[2] 

Published work includes weak-key analyses[7] and a 
narrow-biclique attack on the complete cipher,[8] but no 
result establishes a practical full-cipher key recovery. We 
therefore ask how far bit-vector SMT reasoning can 

recover key material from a reduced-round Lai-Massey 
cipher under controlled partial disclosure. 

Algebraic cryptanalysis expresses the observed input-
output relation as constraints and searches for 
assignments that satisfy them.[4,5] SMT solvers combine 
Boolean search with theory procedures for fixed-width 
arithmetic and bit-vectors.[9] They have supported 
collision generation, preimage search, modular 
equations, and cryptographic verification.[10,11] Earlier 
studies have applied the SAT and SMT techniques to the 
IDEA.[12,13] Our contribution is a word-level Z3py model, a 
fully specified experimental workflow, and 
measurements tied to the accompanying CSV data. 
 

1.1 The IDEA Block Cipher 
IDEA maps a 64-bit block through 8.5 rounds under a 
128-bit master key. Its key schedule repeatedly rotates 
the 128-bit register by 25 positions to produce 52 16-bit 
subkeys (Fig. 1). These subkeys drive multiplication, 
modular addition, and XOR throughout the round 
function.[6,7] The same structural design supports 
decryption after the subkeys are transformed and 
reversed.[6] Historical applications include PGP, protected 
storage, financial systems, messaging, and digital-content 
licensing (Table 1). 

Table 1: Practical deployment domains of the IDEA block cipher 

Domain Security objective Representative use case 

Secure 

communications 

Shields transmitted payloads against eavesdropping and 

tampering 

Email encryption, VPN tunnels, instant-

messaging protocols 

Financial transactions Guards credit-card numbers and account credentials 

from interception 

Internet banking, point-of-sale 

terminals, mobile wallets 

Digital rights 

management 

Blocks unauthorized reproduction and redistribution of 

licensed media 

Video streaming platforms, digital 

music stores 

Storage encryption Renders data at rest unintelligible without the correct 

decryption key 

Full-disk encryption, USB-drive 

lockout, file-level ciphering 

Mobile applications Delivers cryptographic services within the power and 

memory budgets of handheld devices 

Encrypted messaging apps, mobile 

payment frameworks 

 
Fig. 1: IDEA key schedule: 25-bit cyclic rotation producing 52 subkeys from the 128-bit master key. 
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1.2 Satisfiability modulo theories solvers 
An SMT solver determines whether a formula whose 
atoms belong to one or more background theories has a 
satisfying assignment.[9] Relevant theories include integer 
arithmetic, fixed-width bit-vectors, arrays, and 
uninterpreted functions. The solver coordinates an SAT 
engine with theory procedures and search heuristics; 
implementations such as Boolector, Yices, CVC5, and Z3 
accept standard SMT-LIB representations. [9,14] Here, Z3 is 
invoked through Z3py under the QF_BV logic. 

The principal stages executed by an SMT solver are 
enumerated below: 
Parsing and normalization: The input formula is read 
from an SMT-LIB file or solver API and converted into the 
engine’s internal representation. 
Theory classification: sub-expressions are routed to the 
appropriate theory solver (e.g., bit-vector, linear 
arithmetic, arrays). 
Boolean abstraction: propositional variables replace 
theory atoms; the SAT engine proposes tentative truth 
assignments. 
Checking theory consistency: Each theory solver verifies 
that the current assignment is consistent with its axioms. 
Conflict-driven learning: When an inconsistency is 
detected, a conflict clause is generated and added to the 
clause database to prune future search. 
Iterative refinement: The cycle of assignment, theory 
checking, and conflict learning is repeated until a model 
emerges or unsatisfiability is certified. 
Model extraction: Upon finding a satisfying assignment, 
the solver returns concrete values for every free variable 
in the formula. 

A conventional SMT implementation contains a 
parser, a DPLL(T) search engine, theory solvers, conflict 
analysis, and an API for incremental or programmatic 
use. [14] The parser normalizes the formula, the SAT layer 
proposes Boolean assignments, theory solvers reject 
inconsistent assignments, and learned conflicts constrain 
the subsequent search. A satisfactory model is then 
exposed to the calling program for extraction and 
verification. 
 
1.3 Contributions 
The principal contributions of this paper are as follows: 
A word-level QF_BV encoding of the IDEA round function, 
the 25-bit-rotation key schedule, and the output 
transformation faithfully modeled prime-field 
multiplication modulo 2¹⁶+1 with correct zero-element 
handling (Section 4.3). 

A complete, reproducible algorithmic pipeline for 
algebraic key recovery is illustrated through a system 
architecture diagram and a step-by-step research 
methodology flowchart (Sections 4.1 and 4.2). 

An experimental evaluation spanning four- through 8-
round IDEA: recovery of the remaining 16 key bits when 

112 bits are pre-disclosed, conducted across multiple 
solver seeds with median wall-clock timings, automatic 
verification of every recovered key, and archival 96-
known-bit results retained for continuity (Sections 5.1 
and 5.3). 

A security discussion situates the measured timings 
within realistic attacker scenarios, including a scoped 
maximum key-recovery evaluation (Sections 5.3 and 6). 

The paper proceeds as follows. Section 2 surveys the 
relevant prior work. Section 3 specifies the IDEA cipher 
in the detail required for SMT encoding. Section 4 
develops the cryptanalytic methodology and the SMT 
encoding. Section 5 presents the experimental setup, 
results, and security implications. Section 6 draws 
conclusions and outlines future directions. 
 
2. Related work 
2.1 Motivation for SMT-based cryptanalysis 
Constraint solving is attractive in cryptanalysis because it 
converts the cipher structure into an executable test 
rather than requiring a bespoke search procedure.[10,13] 
The same representation can automate equation 
generation, test vulnerability claims, and compare 
designs under common conditions. SAT and SMT 
methods have been used for key search, collision and 
preimage construction, differential-trail discovery, 
modular equations, and verification of cryptographic 
components. [4,10,11] 
 
2.2 Role of SMT solvers in automated reasoning 
SMT extends propositional satisfiability with specialized 
reasoning over several mathematical theories.[9,12] Its 
applications span symbolic execution, automated testing, 
program analysis, combinatorial synthesis, and hardware 
verification (Fig. 2).[1,15] This breadth makes it suitable for 
a cipher such as IDEA, whose round function mixes 
operations that are simple individually but do not share 
one algebraic structure. 
 
2.3 Prior SMT/SAT cryptanalysis of the IDEA 
Courtois and Pieprzyk formulated block-cipher 
cryptanalysis as an overdefined polynomial system over 
GF(2).[4] Bard, Courtois, and Jefferson showed how 
related systems can be converted to the CNF for SAT 
solving,[16] and Bard later surveyed the approach.[5] 
Courtois and Bard subsequently applied algebraic 
methods to the Data Encryption Standard[17] Groebner-
basis methods to provide a complementary algebraic 
route.[15,18] For IDEA, Sahu et al. reported SMT 
experiments in which three-round keys were recovered 
and 32 unknown bits were extracted when 96 bits were 
known[12]; Lafitte et al. used SAT techniques for weak-key 
and preimage problems.[19] The full IDEA remains 
associated with the narrow-biclique result of 
Khovratovich et al.[8] 

https://gr-journals.com/journals/ictasa
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Fig. 2: Application landscape of SMT solvers in security-related problems. 

 
The present work differs in four respects. First, it 

retains IDEA's word-level arithmetic in QF_BV rather than 
flattening the design to Boolean or CNF form.[16,19] Second, 
it studies a 112-known-bit configuration with 16 
unknown bits. Third, it reports repeated measurements 
and labels the older 96-bit series as archival. Fourth, 
every recovered model is checked by an independent 
integer implementation, with test vectors and raw 
summary data recorded. 
 
3. IDEA block cipher 
3.1 Cipher overview 
The IDEA transforms four 16-bit words under a 128-bit 
master key.[1,6] Eight full rounds are followed by a four-
subkey output transformation, commonly called the half-
round. The key schedule obtains 52 subkeys by 
repeatedly rotating the key register left by 25 bits. 
Successive subkey injections combine modular 
multiplication, modular addition, and XOR.[6] The Lai–
Massey structure permits decryption through the same 
broad computation with a reversed and transformed 
subkey sequence.[6] 
 
3.2 Encryption mechanism 
Encryption partitions the plaintext into four 16-bit 
words. Each of the eight rounds consumes six subkeys; 
the output transformation consumes four. The initial 
eight key words are followed by repeated 25-bit cyclic 
rotations until all 52 subkeys have been extracted.[6] The 
data path for one round is shown in Fig. 3. 

Key_r = K(r)0, K(r)1, K(r)2, K(r)3, K(r)4, K(r)5;  1 ≤ r ≤ 8        
(1) 

Key9 = K(9)1, K(9)2, K(9)3, K(9)4                     (2) 

 
The round function combines XOR, addition modulo 
2^16, and multiplication modulo 2^16+1. The 
corresponding Z3py operations are listed in Table 2. 
Multiplication requires special handling: the zero word 
represents 2^16 in the multiplicative group, and a 
product equal to 2^16+1 maps back to zero. A plain 16-
bit bvmul implements neither convention nor reduces 
the modulo of the wrong modulus. Our encoding widens 
both operands to 34 bits; separates the product into low, 
middle, and carry fields; and applies 2^16 congruent to -
1 modulo 2^16+1. One bounded correction produces the 
canonical result. The implementation was checked 
against the reference vectors in Section 5.1. 
 
3.3 Published cryptanalytic results on IDEA 
IDEA has been studied with differential, linear, weak-key, 
biclique, SAT, and algebraic methods. For the complete 
8.5-round cipher, the narrow-biclique meet-in-the-
middle result remains the principal published key-
recovery result.[8] Weak keys induced by the schedule 
were cataloged by Daemen, Govaerts, and Vandewalle.[7] 
The resistance of the IDEA to standard differential and 
linear approaches[2,3,20] motivates constraint-based 
studies of reduced-round instances. [12,13] 
 
4. Cryptanalysis Methodology 
Algebraic cryptanalysis replaces a cipher computation 
with equations whose solutions satisfy the observed 
input–output relation.[4,18] SMT automates both the 
representation and the search.[12,13] A useful model must  

https://gr-journals.com/
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Fig. 3: Data flow within one IDEA round: key-application layer, XOR mixing, and multiplication–addition (MA) box. 

Table 2: IDEA’s 16-bit operations and their Z3py realizations 

Operation Z3py primitive Implementation sketch (Z3py) 

Addition (mod 2¹⁶) bvadd(x, y) Extract(15, 0, simplify(ZeroExt(16, x) + ZeroExt(16, y))) 

Multiplication (mod 

2¹⁶+1) 

IF-THEN-ELSE + widen + 

reduce; see text 

X = If(x == 0, BitVecVal(65536, 34), ZeroExt(18, x)) 

Y = If(y == 0, BitVecVal(65536, 34), ZeroExt(18, y)) 

P = X * Y;  lo = Extract(15,0,P); mid = Extract(31,16,P); hi = 

Extract(33,32,P) 

t = ZeroExt(2,lo) - ZeroExt(2,mid) + ZeroExt(16,hi) 

t = If(t < 0, t + 65537, t); t = If(t > 65536, t - 65537, t) 

result = If(t == 65536, BitVecVal(0,16), Extract(15,0,t)) 

XOR bvxor(x, y) simplify(x ⊕ y) 

 
preserve the cipher's arithmetic, expose the intended 
variables and constraints in a solver-supported theory, 
and validate each returned model against the original 
encryption routine. 
 
4.1 System architecture 
The framework is summarized in Fig. 5. Inputs are a 
known plaintext-ciphertext pair, a disclosure pattern for 

96 or 112 key bits (or no disclosure), and a round count. 
The encoder builds eight 16-bit key variables, the 52-
subkey rotation schedule, round and output equalities, 
disclosure constraints, and ciphertext equalities. Z3 
solves the resulting QF_BV formula. The candidate 128-
bit key is then re-encrypted by an independent integer 
implementation; only a matching ciphertext is accepted 
as verified. 

 
Fig. 4: Step-by-step SMT encoding pipeline for translating IDEA into QF_BV constraints. 

https://gr-journals.com/journals/ictasa
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Fig. 5: End-to-end system architecture of the SMT-driven IDEA cryptanalysis pipeline. 

 
4.2 Research methodology 
The experimental sequence is shown in Fig. 6. We fix K = 
0x00010002000300040005000600070008 and an all-
zero plaintext, generate a reference ciphertext for each 
round count, and encode one plaintext-ciphertext 
equality per instance. The current campaign discloses the 
112 most significant key bits; the implementation also 
supports 96 disclosed bits and unconstrained key search. 
Timing begins at check() and ends when the solver 
returns. After a warm-up run, each cell is repeated over 
the configured seeds and reported as a median with its 
observed range. The candidate keys are independently 
re-encrypted, and all the measurements are written to 
the results.csv, the source for Tables 3 and 4 and the 
timing figures. 

4.3 SMT encoding of IDEA 
The model is composed of the following elements; 
together, they define the reproducible encoding used in 
the experiments (Fig. 4). 
Variables: Eight 16-bit bit-vector symbols K0 through K7 
represent the master key; the 128-bit aggregate is formed 
via K = Concat(K0, K1, ..., K7). 
Key schedule: Subkey derivation mirrors the IDEA 
specification exactly: the current 128-bit key register is 
sliced into eight 16-bit words; the register is then rotated 
left by 25 positions; and the extraction–rotation cycle is 
repeated until all 52 subkeys have been generated. 
Symbolically, this is implemented with the Z3py 
RotateLeft operator so that each subkey is a linear 
function of the eight key variables. 

 
Fig. 6: Research methodology: eight-step algorithmic flow of the SMT-based key-recovery procedure. 

https://gr-journals.com/
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Round function: In round r with subkeys z0 through z5, 
the four-word state (X1, X2, X3, X4) is updated as follows: 
X1 = X1 ⊙ z0; X2 = X2 ⊕ z1; X3 = X3 ⊕ z2; X4 = X4 ⊙ z3; 
followed by the MA-box computation T0 = X3; T1 = X2; X3 
= (X3 ⊕ X1) ⊙ z4; X2 = ((X2 ⊕ X4) ⊗ X3) ⊙ z5; X3 = X3 
⊗ X2; X1 = X1 ⊕ X2; X4 = X4 ⊕ X3; X2 = X2 ⊕ T0; X3 = 
X3 ⊕ T1, where ⊙, ⊗, and ⊕ denote multiplication, 
addition, and XOR per Table 2. 
Output transformation: After r rounds, the subkeys z6r 
through z6r+3 are applied as X1 = X1 ⊙ z6r, X3 = X3 ⊗ 
z6r+1, X2 = X2 ⊗ z6r+2, X4 = X4 ⊙ z6r+3, and the 
ciphertext is emitted as (X1, X3, X2, X4). 
Constraints: For each disclosed key bit at position b, the 
assertion Extract(b, b, K) == known_value is posted. 
When no bits are disclosed, the solver searches over the 

full 128-bit key space. The four 16-bit symbolic 
ciphertext words are constrained such that the observed 
ciphertext is equal. 
Solving: The assembled formula is solved with 
SolverFor("QF_BV"). Upon satisfiability, the candidate key 
is extracted by evaluating the concatenation of the eight 
key-variable models. The formula is satisfiable if and only 
if a key exists that is consistent with both the disclosed 
bits and the observed plaintext–ciphertext mapping 
under the reduced-round IDEA encryption. 
 

4.4 Proposed cryptanalysis algorithm 
Algorithm 1 presents the key-recovery procedure in 
pseudo-code. 

Algorithm 1: SMT-Based Key Recovery for the Reduced-Round IDEA. 
procedure KEYRECOVERY: Key = f(PT, CT) 
  function bmul(x, y):            # IDEA multiplication mod 2^16+1 (Table 2) 
      X = If(x == 0, BitVecVal(65536, 34), ZeroExt(18, x)) 
      Y = If(y == 0, BitVecVal(65536, 34), ZeroExt(18, y)) 
      P = X * Y 
      t = ZeroExt(2, Extract(15, 0, P)) - ZeroExt(2, Extract(31, 16, P)) 
          + ZeroExt(16, Extract(33, 32, P)) 
      t = If(t < 0, t + 65537, t);  t = If(t > 65536, t - 65537, t) 
      return If(t == 65536, BitVecVal(0, 16), Extract(15, 0, t)) 
  function badd(x, y):            # modular addition (mod 2^16) 
      return Extract(15, 0, simplify(ZeroExt(16, x) + ZeroExt(16, y))) 
  function IdeaOneRoundEqu(A, B, C, D, z):   # round r with subkeys z0..z5 
      A = bmul(A, z0); B = badd(B, z1); C = badd(C, z2); D = bmul(D, z3) 
      T0 = C; T1 = B 
      C = bmul(C ^ A, z4); B = bmul(badd(B ^ D, C), z5) 
      C = badd(C, B); A = A ^ B; D = D ^ C; B = B ^ T0; C = C ^ T1 
      return (A, B, C, D) 
  function OutTransform(A, B, C, D, z):     # output transformation 
      A = bmul(A, z[0]); C = badd(C, z[1]); B = badd(B, z[2]); D = bmul(D, z[3]) 
      return (A, C, B, D) 
  # --- construct the SMT formula --- 
  K0, ..., K7 := BitVec("K0") ... BitVec("K7")      # 8 x 16-bit unknowns 
  K := Concat(K0, K1, ..., K7) 
  EK := schedule(K)                     # 52 subkeys via 25-bit rotation 
  X := PT; for r in 1 .. rounds: X := IdeaOneRoundEqu(X, EK[6(r-1)..6r-1]) 
  Y := OutTransform(X, EK[6*rounds .. 6*rounds+3]) 
  s := SolverFor("QF_BV") 
  for every disclosed key bit position b: s.add(Extract(b, b, K) == known_bit) 
  for i in 0..3: s.add(Y[i] == CT[i]) 
  # --- solve and verify --- 
  if s.check() == sat: 
      candidate := s.model() 
      key := Concat(model[K0], ..., model[K7]) 
      verify: re-encrypt PT with key and compare against CT 
      record wall-clock time and solver seed 
      return key 
  else: return unsat 
end procedure 

https://gr-journals.com/journals/ictasa
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5. Results and discussion 
5.1 Experimental setup and results 
The experiments recover the 128-bit master key from 
one known plaintext-ciphertext pair at r = 4 through 8. 
We use PT = (0x0000, 0x0000, 0x0000, 0x0000) and K = 
0x00010002000300040005000600070008. The integer 
reference path generates the ciphertexts below, which are 
then imposed as symbolic equalities. 
Round 4: CT = (0x1deb, 0x20c9, 0xe92f, 0xb4af) 
Round 5: CT = (0xb51d, 0xb935, 0x417a, 0x5a1a) 
Round 6: CT = (0xe95e, 0xfc74, 0x48b5, 0xad36) 
Round 7: CT = (0x8c2b, 0xb895, 0x5a8d, 0x49dd) 
Round 8: CT = (0x28d3, 0x2d26, 0x0fec, 0x0309) 
The reference ciphertexts agree with the canonical test-

vector chain. Each current measured cell uses a warm-up 
solve followed by repeated seeded runs; Table 3 reports 
the median, observed range, and verification result, while 
results.csv stores the underlying values and solver 
statistics. The experiments used an Intel Core i7 
processor with 16 GB of RAM, Ubuntu 20.10, Python 3.8, 
and Z3 4.8.12. Runs were distributed across available 
cores. The 96-known/32-unknown values are archival 
measurements without raw logs or known repetition 
counts and are not presented as a replicated sample. 

Every solved measured configuration returned the 
planted key, and the solver statistics are summarized in 
Table 4. The archival measurements were not re-certified 
because their raw logs were unavailable. 

Table 3: Key-recovery results on the reduced-round IDEA (PT = all zeros) 

Rounds Unknown key 

words 

Unknown 

bits 

Median time (s) Observed range (s) / 

status 

Key verified 

4 k8_1 16 62.013 15.368—138.744 Yes 

5 k8_1 16 101.160 22.609—191.276 Yes 

6 k8_1 16 122.384 60.807—229.739 Yes 

7 k8_1 16 116.214 8.249—411.113 Yes 

8 k8_1 16 165.067 6.975—278.189 Yes 

4 k7_1, k8_1 32 10,244 single run (archival) Reported 

5 k7_1, k8_1 32 45,927 single run (archival) Reported 

6 k7_1, k8_1 32 83,316 single run (archival) Reported 

7 k7_1, k8_1 32 250,055 single run (archival) Reported 

8 k7_1, k8_1 32 558,120 single run (archival) Reported 

1 k1_1 – k8_1 128 41.894 32.806—51.422 Sat (consistent) 

2 k1_1 – k8_1 128 7,200 (timeout) timeout n/a 

3 k1_1 – k8_1 128 10,800 (timeout) timeout n/a 

4 k1_1 – k8_1 128 14,400 (timeout) timeout n/a 

Table 4: Z3 internal statistics for the measured cells (median over seeds) 

Rounds Assertions Clauses Conflicts Decisions Peak memory (MB) 

4 116 178 53566 75352 74.97 

5 116 178 56323 83660 76.49 

6 116 178 59671 91757 94.16 

7 116 178 50698 80909 82.14 

8 116 178 63920 95440 141.9 

 

 
Fig. 7: Side-by-side comparison of Z3 solver metrics for the measured cells under the 112-known-bit scenario. 
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Fig. 8: Wall-clock time for full 128-bit (maximum) key recovery from a single plaintext–ciphertext pair. 

 
5.2 Maximum key recovery 
Beyond partial-key scenarios, the encoding also supports 
maximum key recovery (Fig. 8): with no key bits 
disclosed, a single plaintext–ciphertext pair is the only 
information available to the solver. For the smallest 
reduced-round settings, the solver produced satisfying 
key models, and where such a model coincided with the 
planted key, the full 128-bit key is reported as recovered 
(Table 3). Because a single observation does not uniquely 
identify the key, models that differ from the planted key 
are recorded as consistent rather than as fully matching 
(status ‘Sat (consistent)’). 

The unconstrained results identify a boundary for 
maximum-key search under the present encoding and 
hardware. They complement the partial-key benchmark 
and should not be interpreted as evidence that a single 

pair uniquely determines the key. 
The current 112-known-bit measurements are 

compared with the archival 96-known-bit series on a 
logarithmic scale in Fig. 9. The 2^16 and 2^32 brute-force 
references provide context only; the archival curve was 
not regenerated for this submission. 
 

5.3 Security Implications and Scope of Applicability 
The result is a methodological rather than a practical 
attack. The benchmark uses one known pair, reduced 
round counts, and disclosure of 112 key bits. The 
implementation supports the 96-bit disclosure pattern, 
but those timings are included only as historical context. 
The setting represents an adversary who has acquired 
substantial key material, for example, through leakage or 
a partial key-schedule compromise.[13] 

 
Fig. 9: Wall-clock key-recovery time for 4 to 8 rounds of IDEA (logarithmic scale, with observed ranges and brute-force 

references). 
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Fig. 10: Left: solving time versus round count for both partial-knowledge scenarios. Right: exponential growth of the brute-

force search space as the number of unknown key bits increases. 

 
An exhaustive search over 16 unknown bits contains 

65,536 candidates; 32 unknown bits contain 
4,294,967,296. The purpose of the experiment is not to 
claim that Z3 dominates a tuned brute-force loop. It 
provides one uniform model that accepts arbitrary 
disclosure patterns and verifies returned models 
automatically. Comparisons with the archival series 
remain indicative because the original logs are missing. 
The appropriate conclusion is limited. Under the stated 
conditions, reduced-round instances with substantial 
disclosure are tractable; the data do not demonstrate a 
vulnerability in a full-round IDEA or its key schedule. The 
archival study should be rerun with raw logs, several 
keys, and controlled solver settings before broader claims 
are made. Full-round encoding remains an open 
direction. 
 
6. Conclusion 
This study examined whether word-level QF_BV 
reasoning through Z3py can recover key information 
from reduced-round IDEA in a measurable and 
independently verifiable setting. Algebraic constraints 
complement, rather than replace, differential and linear 
analyses. The resulting model represents multiplication 
modulo 2^16+1 with its zero-operand convention, the 
25-bit key schedule, the round function, and the output 
transformation. A documented architecture and 
workflow surround a CSV-backed multi-seed campaign, 
recovering the remaining 16 bits when 112 are disclosed. 
Unconstrained search was also tested, but a single pair 
does not generally make full-key recovery unique. For the 
16-unknown-bit campaign, the median times range from 
62.01 s to 165.1 s over the tested round counts. Each 
solved model matched the planted key. The principal 
outcome is a reproducible word-level constraint 
benchmark with explicit verification, not an asymptotic 
advantage over enumeration of small key spaces. The 

measurements cover a reduced-round IDEA, one pair, one 
planted key, and one hardware and solver environment. 
Partial-key recovery is the established baseline; 
unconstrained models are limited by the number of keys 
compatible with one pair. The archival 96-bit series 
require fresh execution before statistical or security 
claims can rely on it. Future work should extend the 
model to deeper and full-round instances, assess 
incremental key-bit constraints and parallel solving, and 
translate related Lai-Massey or ARX designs into QF_BV. 
Other priorities include noisy side-channel constraints, 
comparisons with CVC5 and Boolector, and a multi-key, 
multi-pair study of the full-key tractability frontier. 
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