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Abstract 
Unplanned downtime and suboptimal maintenance practices remain a 

significant challenge across most industrial sectors, leading to costly 

operational interruptions and reduced productivity. The Institute of 

Mechanical Engineers estimates that industrial downtime costs the 

global economy approximately $500 billion annually, with the majority 

attributed to unplanned maintenance and equipment failures. 

Predictive Maintenance (PdM) systems leveraging digital twin 

technology offer promising solutions for real-time monitoring, fault 

detection, and failure prediction. However, many industries find it 

challenging to apply these technologies effectively due to data accuracy 

issues, system complexity, and scaling difficulties. This paper proposes 

an integrated digital twin-based PdM framework that enhances fault 

detection and diagnosis capabilities for complex industrial machinery, 

particularly wind turbines. The system simulates equipment behavior, 

predicts potential failures, and proactively schedules maintenance to 

reduce unplanned downtime through the exploitation of real-time data 

from Internet of Things (IoT) sensors. Moreover, integrating blockchain 

technology ensures secure, transparent data sharing among 

stakeholders. The proposed framework is projected, under the stated 

assumptions to reduce downtime and maintenance costs by margins 

consistent with prior digital-twin predictive-maintenance literature, 

pending empirical validation. Thus, this paper contributes a novel 

predictive maintenance approach that integrates leading-edge 

technologies, providing practical insights for future deployments across 

diverse industrial sectors. This indicates the high potential of digital 

twin technology as a foundation for the applications of Industry 4.0 and 

will lay the ground for more robust and efficient industrial operations. 

This paper presents a conceptual and theoretical framework; it has not 

been empirically validated on physical equipment or real operational 

data, and the figures reported herein are illustrative projections rather 

than measured outcomes. 

 
Keywords: Digital twin technology; Predictive maintenance; Artificial 

intelligence; Machine learning; Deep learning; Internet of things; 

Industrial internet of things. 
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1. Introduction 

The growing complexity of industrial processes and the 
associated need to increase efficiency are two aspects 
that have led to the rising importance of predictive 
maintenance in the field. In this regard, the key challenge 
posed by the manufacturing, transportation, and energy 
industries is ensuring minimal possible downtime and 
unplanned expenditures on servicing. Overall, these costs 
are reaching hundreds of billions of dollars annually, with 
the stoppages alone costing more than 500 billion dollars 
per year for industrial industries, primarily associated 
with breakdowns.[1] This requires an urgent solution to 
detect potential problems before they occur. Digital twin 
technology has been considered one of the most effective 
ways to address this challenge. Digital twins can enable 
continuous monitoring and real-time diagnostics of 
machinery and infrastructure by creating virtual replicas 
of real-world processes for enhanced operational 
performance. The suggested approach based on the 
application of digital twins would rely on IoT and use 
predictive analytics to monitor equipment health and 
optimize maintenance schedules while ensuring minimal 
disruption to operations.[2,3] For example, high-speed 
railway transportation is a typical application area for 
digital twins, which allows for cost reduction through 
forecasting and prevention of defects.[1] Meanwhile, in 
reality, the application of the digital twin across various 
industries encounters numerous difficulties related to 
accuracy, scalability, and the use of legacy systems. 
Industrial facilities in the renewable energy domain 
represent one particularly compelling application of 
digital twins for predictive maintenance. Industrial 
facilities are typically situated in remote worksites, 
where maintenance and repair work is challenging to 
perform. For example, the cost of lost electricity 
production due to downtime in the case of wind turbines 
may often outweigh the costs of maintenance work, 
making any unplanned shutdowns particularly costly. 
Thus, the use of a digital twin for predictive maintenance 
in wind turbines, particularly for blades, gearboxes, or 
generators, involves data coming in from within the 
machines being monitored in real-time. The digital twins 
can predict possible failures before they occur by 
constantly simulating the condition of the turbine. 
Therefore, maintenance teams can schedule 
interventions based on real wear and tear instead of fixed 
intervals.[4] This reduces the risk of sudden downtime 
while simultaneously increasing the lifespan of such 
costly assets. It is one obvious example of how predictive 
maintenance could be applied to big and complex 
machines using digital twin technology. 

This was coupled with the advancement of digital twin 
applications, whereby Artificial intelligence (AI) and 
Machine learning (ML) techniques are being added to 
enhance their predictive capability. Examples include 

using deep learning models to predict equipment failures 
with real-time data and using reinforcement learning for 
dynamic optimization of maintenance strategies. [5,6] 
However, current models do not fully appreciate this 
extremely attractive prospect that has already appeared 
in the field of industrial environments, despite their 
inherently realistic dynamics. In this regard, the paper 
under review tries to fill this gap by introducing optimal 
combinations of digital twins, artificial intelligence, and 
blockchain for high-performance predictive maintenance 
and decision-making accuracy. With the addition of 
blockchain technology comes yet another level of value, 
particularly in terms of the security and integrity of the 
information shared between stakeholders.  Blockchain 
technology can facilitate decentralized, immutable, and 
transparent recording of all maintenance-related activity 
and performance data, thereby increasing the trust level 
of all stakeholders.[7] Thus, while blockchain offers 
tremendous amounts of benefits in terms of data 
security, the integration of blockchain with predictive 
maintenance systems remains an understudied area, and 
here lies a critical gap in the currently available 
literature. This paper introduces a novel approach in 
predictive maintenance through the integration of digital 
twins, AI, and Blockchain. Specifically, we analyze how 
these high-tech systems can be tied together to optimize 
precision in predictive models for detecting faults and to 
enable the secure sharing of data across industrial 
ecosystems. 

The proposed future work shall address practical 
implications of the integration of such models based on 
either simulated data or real data available in practice to 
offer insights into future predictive maintenance 
frameworks.  The sections of this paper are arranged in 
such a way that they will give an overview of the whole 
predictive maintenance framework proposed. Section 1 
gives a background overview of the underlying 
fundamental concepts and technologies involved in 
digital twins, AI, and blockchain. Section 2 reviews the 
literature of the existing work, developments, and gaps in 
the current research in this direction. Section 3describes 
the methodology followed for the execution of the 
proposed system. Sections 4 and 5 offer experimental 
analysis, results, and discussion. Directions for future 
research are outlined in Section 6. Section 7 discusses the 
major conclusions of the work with directions towards 
further work. 
 
1.1 Scope and validation status 
 This paper presents a conceptual, theoretically 
grounded framework for AI-powered, digital-twin-based 
predictive maintenance. No physical prototype was built, 
and no dataset-based experiment was executed as part of 
this study; all quantitative figures reported in Sections 4 
and 5 are illustrative projections derived from the 
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framework design and from prior literature, not 
measured outcomes. Section 6 outlines the planned 
empirical validation study intended to test these 
projections against real data. 
 
1.2 Motivation 
The industrial world has been revolutionized by the 
(IoT), (AI), and digital twins, yet organizations still face 
unpredictable equipment failures, sub-optimal 
maintenance schedules, and too much downtime, all of 
which take a significant toll on revenue generation and 
business effectiveness. This is especially the case with 
alternative energy sources such as wind turbines that are 
both sophisticated and integral to the global ecosystem. 
This research is informed by the need to resolve the 
issues by developing a framework that is efficient, 
intelligent, and scalable in nature. By harnessing the 
potential of digital twins as well as artificial intelligence 
and machine learning algorithms, the study seeks to 
transform the landscape in which the predictive 
maintenance of machinery takes place. Indeed, the 
proposed approach offers a novel way of predicting, 
monitoring, and managing the functioning of equipment, 
resulting in reduced downtime-cost of maintenance costs 
while at the same time maximizing the performance of 
high-value capital assets. In addition, the framework 
aims to leverage Industry 4.0 as well as cutting-edge fault 
detection approaches to offer a comprehensive solution 
to the current limitations of predictive maintenance. 
Thus, it is expected that this research will contribute 
towards enhancing the realization of sustainable 
industries by supporting the realization of efficient and 
effective predictive maintenance and, as a result, 
promoting sustainable energy in pursuit of addressing 
the rising environmental concerns in the modern world. 
 
1.3 Research problems 
1: In comparison to traditional maintenance practices, 
how could an AI-driven predictive maintenance system 
leveraging the power of IoT and digital twin lead to 
increased industrial productivity and reduced 
downtime? 
2: How does the application of digital twin technology 
enable surveillance, simulation, and prediction to help in 
the prophylactic maintenance of wind turbines? 
3: To identify failure trends and improve prediction 
performance of industrial machines, how effective is 
machine learning in exploring past and current sensor 
data? 
4: For industrial systems, how does IoT-enabled real-
time data acquisition affect the reliability, timeliness, and 
effectiveness of decisions about predictive maintenance? 
 
1.4 Contributions 
1: AI-driven maintenance framework suggests that this  

research proposes a new framework that uses digital 
twin and AI concepts to help increase performance while 
reducing downtime in industrial systems. 
2: By using digital twins, this research opens the door to 
real-time monitoring, simulation, and predictive analysis 
of machines-especially wind turbines. This lets engineers 
step in early, keeping things running smoothly with 
proactive maintenance. 
3: The study mentions the use of machine learning 
algorithms, which makes the process of predicting 
equipment failure smarter and therefore helps in 
predicting faults and reduces costs. 
4: The research discusses the collection of data about 
how the machines perform using the Internet of Things, 
which provides relevant information about the 
performance and helps in analysis. 
 
2. Literature review 
2.1 Key definitions 
Predictive Maintenance (PdM) is a maintenance strategy 
that uses condition-monitoring data to estimate when an 
asset is likely to fail so that maintenance can be scheduled 
just before the predicted failure. This is distinct from 
Preventive/Scheduled Maintenance, which performs 
maintenance at fixed time or usage intervals regardless 
of the equipment's actual condition. Artificial 
intelligence(AI) is the broad field concerned with 
building systems that perform tasks normally requiring 
human intelligence; Machine Learning (ML) is a subset of 
AI in which systems learn patterns from data rather than 
following explicit rules; and Deep Learning (DL) is a 
subset of ML that uses multi-layer neural networks to 
learn hierarchical representations from large datasets. 
These three fields are hierarchically nested (AI ⊃ ML ⊃ 
DL), with each successive field representing a more 
specialized subset of the one preceding it. 
 
2.2 Methodology note 
This section presents a narrative (non-systematic) 
literature review rather than a PRISMA-style systematic 
review. Its scope was deliberately bounded to digital twin 
technology, predictive maintenance, IoT, AI/ML/DL, 
blockchain, and Industry 4.0, so as to situate the 
proposed framework relative to the closest prior work in 
these areas. 

In healthcare, context-aware IoT applications 
leverage digital twin technology to predict patient health 
outcomes and optimize resource allocation.[8,9,10] Studies 
have also demonstrated the critical importance of 
integrating sensor data with machine learning models. 
There are various research works on anomaly detection 
based on multilayered artificial intelligence frameworks 
and, at the same time, the scalability of IoT-based 
predictive systems for sophisticated industrial 
processes.[11,12] In addition, prognostics and health 

https://doi.org/10.64189/ict.26313
https://gr-journals.com/journals/ictasa
https://gr-journals.com/


Research Article                                                                                                                                                                                                https://doi.org/10.64189/ict.26313   
  

4 | gr-journals.com                                                         Journal of Information and Communications Technology: Algorithms, Systems and Applications 

management (PHM) models are considered to be a 
promising technique for implementing effective failure 
prediction and real-time data analytics.[13] Furthermore, 
blockchain-based solutions enable the digital twin’s 
decentralized data access and immutability.[14] These 
factors help introduce disruptive technologies and 
develop novel frameworks for transparent supply chains 
with enhanced decentralization.[15,16] Hybrid approaches 
combining the comparison in Table 1 below is organized 
around five criteria: Digital Twin Technology (whether 
the study build or employs a synchronized computerized 
model of a physical asset), Predictive Maintenance 
(whether the study is focused on prediction of failure or 
maintenance events rather than simply condition 
monitoring), Internet of Things (whether the study 
involves real-time acquisition of sensor data), Smart 
Industrial Technology (whether the study takes place in 
an industrial 4.0 / smart-manufacturing context) and 
Fault Detection and Diagnosis (whether the study 
attempts to detect, identify, or isolate a fault). The table 
below uses checkmarks to indicate if a study explicitly 
addresses the criterion primary contribution, and 
crosses to indicate if the criterion is not addressed or only 
incidentally considered according to the study’s 
objectives and methodology as reported in the respective 
publication. 

Table 1 presented the comparison results of the 
studies related to key technologies such as Digital Twin 
Technology, Predictive Maintenance, Internet of Things, 
Smart Industrial Technology, and Fault Detection and 
Diagnosis. Each study will be different in its combinations 
and focus on these technologies; in some, multiple 
technologies will be integrated, and others will focus on 
one or two. For example, while most research focuses on 
Predictive Maintenance and IoT, others focus on Digital 
Twin Technology or Smart Industrial Technology. This 
comparison is important in identifying the various 
approaches that can be taken to use these technologies 
and, hence, shedding light on trends, gaps, and potential 
opportunities for further research in the field. Among the 
studies surveyed in Table 1, and are the closest in 
technological scope to the proposed framework, as each 
combines digital twin technology with IoT and related 
predictive or smart-industrial capabilities.[5,17-19] AI, IoT, 
and edge computing appear to open promising avenues 
in latency reduction for predictive tasks.[17] Digital twins 
for energy-efficient manufacturing optimize workflows 
and reduce waste through real- time monitoring and 
adaptive controls.[20] Advanced algorithms in predictive 
maintenance enhance fault diagnostics. For example, 
convolutional neural networks (CNNs) can be used in 
vibration analysis for the early detection of mechanical 
anomalies, and ensemble learning techniques enhance 
the predictive accuracy for multi-component 
systems.[21,22] Hybrid digital twinning models use 

statistical and machine learning techniques to enhance 
decisions in predictive maintenance.[23] For instance, a 
few analyses use blockchain to facilitate a decentralized 
collaboration of digital twinning ecosystems to allow 
resource allocation dynamically and securely.[24,25] 
Dynamic system modeling and condition monitoring 
emerge as strong enablers for predictive frameworks in 
the domains of heavy machinery and risky 
environments.[26] Work is ongoing to optimize 
maintenance by developing digital twins of aerospace in 
collaboration with AI.[27] Digital twins have been 
deployed in the automotive sector to develop diagnostics 
for smart vehicle systems.[28] Virtual twins can also find 
their application in supply chains. Apart from the 
increased transparency that they provide, researchers 
can improve logistic processes and recreate the product 
life cycle.[29,30] Urban planning is another area in which 
digital twins can be utilized as a tool for predictive 
analytics to assist in the development of infrastructure, 
thus, proving its versatility as a concept that can be 
applied in various fields.[31] PHM systems equipped with 
IoT sensors demonstrate an enhanced ability to predict 
faults at early stages, and such systems are implemented 
in production to ensure safe and efficient.[32] Failure 
prediction models that use a time-series analysis and 
recurrent neural networks to process the data also yield 
satisfactory results.[33] The IoT-based digital twin in 
combination with edge computing is expected to reduce 
latency and improve decision-making in maintenance 
activities.[34] Research explores the development of 
hierarchy within AI, which allows for the scalability and 
flexibility of the system in industrial settings.[35,36] Digital 
twins in smart factories allow for the confluence of IoT 
and machine learning which improves control and 
maintenance of processes.[37] Federated learning allows 
for large-scale industrial application to share data 
between digital twins securely.[38] Hybrid AI models 
employ neural networks and fuzzy logic to improve the 
prediction capacity of complex systems such as power 
plants and smart grids.[18] The dynamic nature of the 
environment is efficiently handled by digital twins 
through reinforcement learning as they update 
maintenance policies in real-time.[39] The use of 
blockchain-enabled frameworks offers invariable data 
storage for predictive analytics with an additional layer 
of reliability of the shared information.[40] The creation of 
dynamic simulation models of digital twins in the oil and 
gas sector improves the prediction of the lifecycle of 
equipment and avoids unplanned shutdowns.[41] In the 
field of aviation, the use of digital twin technology for 
predictive diagnostics of aircraft engines allows reducing 
the time spent on maintenance to a significant extent.[42] 
For the shipping industry, digital twins are used to 
ensure the safety of ships and optimize costs.[43] The use 
of Augmented Reality (AR) in the technology of digital 
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twins allows visualizing the information for the crews in 
real-time for a faster response to unplanned equipment 
breakdowns.[44] The application of Virtual Reality (VR) 
technology allows training operators and simulating 
various scenarios to ensure they are prepared to perform 
any actions.[45] In the context of the energy sector, the use 
of digital twins allows for predictive analytics for 
alternative energy sources.[46] As for the IoT-enabled 
condition monitoring system, the cloud-based digital 
twin allows for remote asset maintenance at all stages of 
the asset’s lifecycle, offering a scalable solution for 
distributed networks.[47] Edge computing improves such 
frameworks by enabling local data processing and 
reducing latency and response.[48,49] AI-based solutions 
for detecting malfunctions using sensors are applied to 
digital twins and operate with great efficiency in complex 
environments such as mining and construction.[50] 
Moreover, some studies tackle the issue of self-learning 
algorithms that make adjustments to predictive models 
depending on the new conditions in dynamic 
operations.[51] Some frameworks explore the connections 
between digital twins and cyber-physical systems, 
presenting an innovative way to operate large-scale 
interconnected systems.[52] Such solutions also highlight 
a real-time simulation option that allows for predicting 
various critical infrastructure-related scenarios.[53] The 
use of Extended Reality (XR) in conjunction with digital 
twin technologies provides an immersive simulation 
experience and improves industry design processes 
through a real Three Dimensions (3D) visualization 
option.[54] 

Digital twins applied to supply chain management 
propose enhanced inventory control and logistics 
solutions to ensure sufficient levels of real-time data 
exchange for improved operational effectiveness and 
reduced costs.[55] A data mining-based framework for 
predictive maintenance highlights the early warning 
system of impending critical equipment failures, thus 
prolonging the asset’s lifespan and reducing 
downtime.[56] Hybrid decision tree and random forest 
models applied to industrial processes allow high 
accuracy in the prediction of failures, resulting in reduced 
maintenance costs and extended equipment life.[57] The 
combined use of augmented reality and digital twins can 
improve training simulations and procedures for the 
maintenance of machinery by offering intuitive interfaces 
to observe complex processes.[58] Advanced AI 
algorithms, such as (CNNs), are applied in real-time 
anomaly detection for industrial equipment, thus 
increasing the accuracy of failure prediction and avoiding 
costly breakdowns.[59] Similarly, in the aeronautical 
systems industry, predictive maintenance of aircraft 
engines is carried out through digital twins, whereby 
failures of parts are predicted, and safety during the 
operation of the aircraft is improved.[60]  Digital twin 
technologies leverage the availability of IoT and edge 
computing. This facilitates better real-time decision-
making with low latency in remote locations through 
support for localized data processing.[19] An integrated 
system of machine learning models and digital twins 
optimizes energy consumption in a smart grid to ensure 
more sustainable energy management practices.[61] 

Table 1: Comparative analysis of previous studies. 

Reference  Digital twin 

technology 

Predictive 

maintenance 

Internet of 

things 

Smart 

industrial 

technology 

Fault 

detection and 

diagnosis 

Remarks 

[1] ✖ ✔ ✖ ✖ ✔ Integrates Predictive Maintenance 

and Fault Detection but lacks Digital 

Twin Technology and IoT. 

[2] ✖ ✔ ✔ ✔ ✖ Combines Predictive Maintenance, 

IoT, and Smart Industrial Technology, 

but lacks Fault Detection. 

[8] ✔ ✖ ✖ ✖ ✔ Focuses on Digital Twin Technology 

and Fault Detection, omitting 

Predictive Maintenance and IoT. 

[5] ✔ ✖ ✔ ✔ ✔ Combines all technologies: Digital 

Twin, IoT, Smart Industrial, and Fault 

Detection, but lacks Predictive 

Maintenance. 

[7] ✔ ✖ ✔ ✔ ✖ Uses Digital Twin Technology, IoT, 

and Smart Industrial Technology, but 

lacks Predictive Maintenance and 

Fault Detection. 

[14] ✖ ✖ ✔ ✖ ✔ Focuses on IoT and Fault Detection 

but lacks Digital Twin Technology, 
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Reference  Digital twin 

technology 

Predictive 

maintenance 

Internet of 

things 

Smart 

industrial 

technology 

Fault 

detection and 

diagnosis 

Remarks 

Predictive Maintenance, and Smart 

Industrial Technology. 

[16] ✖ ✖ ✔ ✔ ✖ Focuses on IoT and Smart Industrial 

Technology, omitting Digital Twin, 

Predictive Maintenance, and Fault 

Detection. 

[17] ✔ ✖ ✔ ✔ ✔ Uses Digital Twin Technology, IoT, 

Smart Industrial Technology, and 

Fault Detection, but lacks Predictive 

Maintenance. 

[24] ✔ ✖ ✔ ✔ ✖ Combines Digital Twin Technology, 

IoT, and Smart Industrial Technology, 

but lacks Predictive Maintenance and 

Fault Detection. 

[26] ✔ ✖ ✔ ✔ ✖ Integrates Digital Twin, IoT, and 

Smart Industrial Technology but 

lacks Predictive Maintenance and 

Fault Detection. 

[27] ✖ ✖ ✔ ✖ ✖ Uses IoT only and omits all other 

technologies. 

[28] ✔ ✖ ✔ ✖ ✖ Combines Digital Twin Technology 

and IoT but lacks Predictive 

Maintenance, Smart Industrial 

Technology, and Fault Detection. 

[37] ✖ ✔ ✖ ✔ ✔ Applies Predictive Maintenance and 

Fault Detection, but lacks Digital 

Twin, IoT, and Smart Industrial 

Technology. 

[18] ✔ ✔ ✖ ✔ ✔ Combines Digital Twin Technology, 

Predictive Maintenance, Smart 

Industrial Technology, and Fault 

Detection but lacks IoT. 

[41] ✖ ✔ ✔ ✖ ✖ Applies Predictive Maintenance and 

IoT, omitting Digital Twin, Smart 

Industrial Technology, and Fault 

Detection. 

[42] ✔ ✖ ✖ ✖ ✖ Focuses on Digital Twin Technology 

alone, lacking other technologies. 

[43] ✖ ✖ ✔ ✖ ✔ Uses IoT and Fault Detection, but 

lacks Digital Twin, Predictive 

Maintenance, and Smart Industrial 

Technology. 

[44] ✖ ✖ ✔ ✔ ✔ Combines IoT, Smart Industrial 

Technology, and Fault Detection, but 

lacks Digital Twin Technology and 

Predictive Maintenance. 

[48] ✔ ✖ ✖ ✖ ✖ Focuses on Digital Twin Technology 

but lacks Predictive Maintenance, 

IoT, Smart Industrial Technology, and 

Fault Detection. 

[49] ✔ ✖ ✖ ✔ ✖ Uses Digital Twin Technology and 

Smart Industrial Technology but 
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Reference  Digital twin 

technology 

Predictive 

maintenance 

Internet of 

things 

Smart 

industrial 

technology 

Fault 

detection and 

diagnosis 

Remarks 

lacks Predictive Maintenance, IoT, 

and Fault Detection. 

[52] ✔ ✖ ✖ ✔ ✔ Combines Digital Twin Technology, 

Smart Industrial Technology, and 

Fault Detection, but lacks Predictive 

Maintenance and IoT. 

[54] ✖ ✖ ✖ ✖ ✖ Lacks all technologies. 

[62] ✖ ✔ ✖ ✔ ✔ Uses Predictive Maintenance, Smart 

Industrial Technology, and Fault 

Detection, but lacks Digital Twin and 

IoT. 

[63] ✖ ✔ ✖ ✔ ✔ Focuses on Predictive Maintenance, 

Smart Industrial Technology, and 

Fault Detection, but lacks Digital 

Twin and IoT. 

[55] ✖ ✖ ✖ ✔ ✖ Uses Smart Industrial Technology 

alone, lacking all other technologies. 

[56] ✖ ✖ ✖ ✔ ✖ Focuses on Smart Industrial 

Technology, omitting all other 

technologies. 

[57] ✖ ✔ ✖ ✔ ✔ Combines Predictive Maintenance, 

Smart Industrial Technology, and 

Fault Detection but lacks Digital Twin 

and IoT. 

[19] ✔ ✖ ✔ ✔ ✔ Combines Digital Twin Technology, 

IoT, Smart Industrial Technology, and 

Fault Detection but lacks Predictive 

Maintenance. 

[61] ✖ ✖ ✔ ✔ ✖ Applies IoT and Smart Industrial 

Technology but lacks Digital Twin, 

Predictive Maintenance, and Fault 

Detection. 

[64] ✖ ✖ ✖ ✔ ✖ Focuses on Smart Industrial 

Technology, omitting all other 

technologies. 

Present  

Study 

✔ ✔ ✔ ✔ ✔ In our research paper, we propose a 

theoretical solution based on an AI-

driven predictive maintenance 

framework that utilizes digital twin 

technology in combination with IoT 

for monitoring, predictive analysis to 

detect faults, and smart industrial 

technology to increase productivity. 

Positioning and Novelty: While and each combine 
digital twin technology with IoT and, in some cases, 
predictive maintenance or fault detection, none of them 
integrate a severity-stratified taxonomy (Class I/II/III) 
that is tied directly to synchronized digital-twin drift 
signals and blockchain-logged triggers, and none target 
wind-turbine predictive maintenance specifically.[5,17,18,19] 
The framework proposed in this paper differs from these 

closest prior works in three respects: (1) it defines an 
explicit three-level failure-severity taxonomy (Section 
4.2) driven by digital-twin drift monitoring rather than 
by raw sensor thresholds alone; (2) it couples that 
taxonomy to blockchain-logged maintenance triggers so 
that severity escalations are tamper-evident and 
auditable; and (3) it is scoped and illustrated specifically 
for wind-turbine predictive maintenance, an application  
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domain not addressed by.[5,17,18,19] 
 
2.3 Cross-domain applications 
Related digital-twin and IoT-AI techniques have also 
been reported in domains outside industrial machinery - 
healthcare diagnostics and privacy, agriculture, urban-
rail passenger-flow prediction, and industrial 
wastewater treatment illustrating the breadth of the 
underlying techniques, although these applications fall 
outside the wind-turbine/industrial-machinery focus of 
the present study.[62,63, 65-68] 
 
3. Methodology: proposed AI-based predictive 
maintenance solution using digital twin technology 
3.1 Digital twin technology 
Digital twin technology involves creating a virtual replica 
of a physical object, system, or process, that mirrors its 
real-time behavior through continuous data 
synchronization with its physical counterpart. These 
virtual replicas allow the real-time monitoring, 
prediction, and analysis of the state in the entire lifecycle 
of the system. In the context of our study, digital 
technology serves as essential components for 
simulating the performance and health of complex 
machinery, such as wind turbines, while providing a 
foundation for predictive maintenance strategies. These 
digital twins enhance the predictions regarding 
equipment failures and maintain optimized schedules for 
maintenance and other works, which is in the direction of 
enhancing the dependability and efficiency of large-scale 
industrial systems, as illustrated in Fig. 1. 
 
3.2 Digital twin synchronization and drift 
management 
Within the proposed framework, each physical asset's 
digital twin is kept in sync with sensor streams at the 1- 
second interval stated in Section 4.2. Synchronization is 
proposed to use a hybrid physics-informed and data- 

driven twin model: a physics-based component encodes 
known mechanical relationships (e.g., expected vibration 
and temperature envelopes for a given load), while a 
data-driven component learns residual behavior not 
captured by the physical model. To keep the twin from 
drifting away from the real asset over time, a 24-hour 
recalibration cycle is proposed, in which twin parameters 
are reconciled against maintenance-log ground truth. 
Between recalibrations, the framework monitors the 
residual error between predicted and observed sensor 
values; when the residual exceeds a defined threshold, a 
retraining trigger is raised. When twin output crosses the 
Class I/II/III severity thresholds defined in Section 4.2, 
the framework generates a corresponding maintenance 
recommendation. 
 
3.3 Predictive maintenance 
Predictive maintenance integrates data analytics, 
sensors, and machine learning models to determine the 
probable timing of equipment failure. Maintenance 
operations are done at the exact time they are required, 
thus avoiding the conventional method of scheduled or 
corrective maintenance and greatly minimizing costs and 
downtime. Our research aims at minimizing this 
unplanned downtime in the industrial system, especially 
big machines, which are represented by wind turbines. 
We aim to identify the potential failures in advance, 
reduce maintenance costs, and increase the operational 
life of these expensive assets through the leveraging of 
predictive maintenance, following the process shown in 
Fig. 2. 
 
3.4 Artificial intelligence (AI) 
Artificial intelligence is the simulation of human 
intelligence in machines programmed to think, learn, and 
act autonomously. AI encompasses a range of techniques, 
including machine learning, natural language processing, 
and robotics, which aid in the processing of large datasets

 
Fig. 1: Overview of digital twin technology. 
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Fig.  2: Workflow and key stages of a predictive maintenance system. 

 

to predict outcomes and optimize systems. In our study, 
AI is integral to intelligent decision-making in predictive 
maintenance. For example, based on sensor data, AI 
algorithms can be used to predict probable failures and 
propose optimum maintenance schedules for digital 
twins. Fig. 3 summarizes the core components of AI 
relevant to this framework. 
 
3.5 Machine learning (ML) 
Machine learning is one of the subsets of AI, wherein it 
creates algorithms that enable the systems to learn from 
the data and make improvements through time without 
explicit programming. ML is more useful when applied to 
complex dataset recognition, so its application is mainly 
for predictive maintenance applications. In our research, 
machine learning models are used to examine historical 
and real-time data from sensors of wind turbines and 
other industrial machines. The failure patterns are, 
therefore, identified, along with the prediction of likely 
future breakdowns. The embedding of ML into digital 

twins allows for the creation of dynamic, self-improving 
predictive maintenance systems, as depicted in Fig. 4. 
 
3.6 Deep learning 
Deep learning is a branch of machine learning were deep 
neural networks model complex patterns in large 
datasets. Techniques developed under deep learning are 
particularly suitable for processing unstructured data, 
such as images, videos, and sensor signals, to provide 
high accuracy for predictions in highly dynamic 
environments. In our study, deep learning models are 
used to enhance capabilities in the predictive 
maintenance system towards deeper insights into 
equipment behavior and failure mechanisms, specifically 
in highly complex industrial setups like wind turbines. 
 
3.7 Proposed model specification 
The following model specification is proposed 
methodology for the planned validation study described 
in Section 6; it has not yet been implemented or trained 

 
Fig. 3: Architectural breakdown of core artificial intelligence components. 
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Fig.  4: Overview of machine learning. 

 
on real data. Candidate architectures include Long Short-
Term Memory (LSTM) and Gated Recurrent Unit (GRU) 
networks for time-series remaining-useful-life (RUL) 
estimation, a 1-D (CNN) for vibration-signal fault 
classification, and Random Forest / XGBoost models as 
tabular-feature baselines. The proposed feature set 
combines raw and engineered signals from vibration, 
temperature, and power-output streams together with 
maintenance-log-derived labels. Data would be 
partitioned using a time-based 70/15/15 
train/validation/test split to avoid temporal leakage, 
with model selection performed via 5-fold walk-forward 
cross-validation. Because failure events are expected to 
be rare relative to normal operation, class-weighting 
and/or SMOTE-based oversampling are proposed to 
address class imbalance. Proposed baselines for 
comparison are rule-based threshold alerting and a 
simulated scheduled-maintenance policy. 
 
3.8 Internet of Things (IoT) 

Internet of Things (IoT) means the network of physical 
devices, that are connected with each other and 
communicate with each other through data exchange by 
using the internet. Equipment monitoring over a period 
is something IoT allows for purposes of predictive 
maintenance applications. In our research study, real-
time operational data from wind turbines and other 
machinery is gathered through IoT sensors and fed into 
digital twins for their analysis and decision-making. IoT 
is the backbone of our proposed system and provides an 
infrastructural backbone to collect and transmit the data 
required for predictive maintenance Fig. 5 and 6. 
 
3.9 Industry 4.0 
Industry 4.0 is the fourth industrial revolution through 
integrating digital technologies, primarily IoT, artificial 
intelligence, robotics, and automation of manufacturing 
and industrial processes in the industry. The industries 
are enabled to provide smarter, more flexible, and 
efficient production environments using a high level of 

 
Fig. 5: Overview of internet of things. 
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Fig. 6: Overview of industrial internet of things. 

 
advanced analytics and automation. In the context of our 
study, Industry 4.0 is, therefore, the overarching 
framework through which our proposed digital asset 
identification and predictive maintenance system will be 
operated. Using technologies under Industry 4.0, we will 
make industrial processes more efficient and resilient, 
particularly for renewable energy industry sectors, 
integrating the components shown in Fig. 7. 

3.10 Fault detection and diagnosis 
Fault detection and diagnosis will involve the detection, 
isolation, and analysis of faults or failures in the 
machinery or systems. That will ensure that system 
health, including preventing catastrophic failures; those 
processes are very important when one is talking about 
our predictive maintenance framework developed over 
this study. With information sourced through IoT sensors

 
Fig. 7: Overview of smart industry 4.0. 
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Fig. 8: Overview of fault detection and diagnosis. 

 
and machine learning-based analyses, our system would 
spot faults early, contribute towards an assessment of the 
probable cause for faults, and subsequently act with 
timely intervention in avoiding surprise breakdowns, 
through the fault diagnosis stages outlined in Fig.  8. 
 
3.11 Blockchain design specification 
The blockchain layer is proposed to be implemented on a 
permissioned platform such as Hyperledger Fabric, using 
a Practical Byzantine Fault Tolerance (PBFT) consensus 
mechanism appropriate for a known set of industrial 
stakeholders. Smart contracts are proposed to validate 
and timestamp maintenance records as they are 
generated, so that each recorded event is tamper-evident. 
For storage efficiency, only cryptographic hashes of 
maintenance and sensor records are proposed to be 
written on-chain, with the corresponding raw data 
retained off-chain and referenced by hash. Anticipated 
latency and storage-overhead figures for this design are 
drawn from prior blockchain-for-IoT literature rather 
than benchmarked within this study; empirical 
benchmarking of the blockchain layer is left to the 
planned validation work in Section 6.[8,15,23] 
 
3.12 Machine downtime 
Machine downtime refers to the time when machines or 
a system is not operational, either for an unplanned stop 
due to failure or during routine maintenance. The main 
imperative for minimizing downtime is to ensure 
maximum productivity and lower overhead costs in 
industrial sites. Our research directly counters machine 
downtime by developing an optimal predictive 
maintenance system that ensures and predicts the 
likelihood of faults in equipment so as to enable 
preventive maintenance, thus lessening unplanned 
downtime. This system is therefore designed to improve 
the overall efficiency and reliability of industrial 
operations. The common causes of machine downtime 
addressed by this framework are summarized in Fig. 9. 

 
Fig. 9: Overview of machine downtime. 

 

4. Experimental framework and theoretical 
validation 

4.1 System architecture and implementation 
framework 
The proposed predictive maintenance framework 
operates through a multi-layered architecture that 
integrates 
IoT sensors, digital twin technology, AI algorithms, and 
blockchain for secure data management. The system 
architecture comprises the following layers: 
1. Data acquisition layer: Data Acquisition: The layer 
contains IoT sensors that collect the required data from 
the machinery, such as vibrations, temperature, 
pressure, and rotational speed. 
2. Data processing layer: Edge computing systems 
perform preprocessing of data from IoT sensors by 

https://doi.org/10.64189/ict.26313
https://gr-journals.com/
https://gr-journals.com/journals/ictasa


https://doi.org/10.64189/ict.26313                                                                                                                                                                                               Research Article 

Journal of Information and Communications Technology: Algorithms, Systems and Applications                                                 gr-journals.com | 13 

means of data filtering, normalization, and feature 
extraction. 
3. Digital twin layer: Virtual representations of physical 
assets are constructed and maintained using data 
processed in the previous layer. 
4. Analytics layer: AI and ML models are applied to 
historical and current data for analyzing patterns, 
predicting equipment failures, and scheduling 
maintenance. 
5. Security layer (Blockchain technology): This keeps 
the data safe from tampering and makes sharing 
trustworthy among everyone involved. 
6. Infrastructure Estimates (projected): As a design 
goal, the infrastructure targets a budget for inference 
latency for edge-node prediction of less than 200 ms per 
cycle, and a rough magnitude for the volume of data of 
several gigabytes per turbine per day, based on the 
claimed 1 second sampling interval mentioned in Section 
4.2. 
 
4.2 Simulation assumptions (not an executed 
dataset) 
Given the absence of physical experimental setups, we 
propose a theoretical assessment within a simulated 
scenario. The following assumptions regarding the 
properties of the data are part of the simulation; the data 
characteristics described below (e.g., 5–10 years of 
records with 1-second of sampling) are not properties of 
a dataset that has been physically collected and used. 
1. Equipment profile: Wind turbines functioning under 
varying environmental conditions, where operational 
data is obtained from publicly available data corpus and 
industry reports. 
2. Data characteristics: 
• Historical maintenance records spanning 5-10 years 
• Real-time sensor data collected at 1-second intervals 
• Multi-dimensional data streams including vibration, 
temperature, and power output 
3. Failure scenarios: Three categories of failures are 
simulated: 
• Class I (Critical): Imminent failure requiring immediate 
intervention 
• Class II (Moderate): Degradation requiring scheduled 
maintenance within 30 days 
• Class III (Minor): Anomalies requiring monitoring and 
potential future intervention 
 
4.2.1 Candidate real datasets for future validation 
The following publicly available datasets are candidates 
for the planned empirical validation study (Section 6): 
• Kelmarsh open wind-turbine SCADA data — Source: 
Kelmarsh Wind Farm (open data). Scale: 6 turbines, 
multi-year 10-min SCADA logs. Sensors: Power, wind 
speed/direction, temperatures, status/fault codes. 
• Penmanshiel open wind-turbine SCADA data — Source:  

Penmanshiel Wind Farm (open data). Scale: 9 turbines, 
multi-year 10-min SCADA logs. Sensors: Power, wind 
speed/direction, temperatures, status/fault codes. 
• EDP Open Data wind-turbine failure dataset — Source: 
EDP Renewables open data initiative. Scale: Multiple 
turbines, ~1 year SCADA + logged failures. Sensors: 
SCADA signals plus labeled failure/fault events. 
• NASA C-MAPSS (prognostics-benchmarking proxy 
domain) — Source: NASA Prognostics Data Repository. 
Scale: 100+ simulated turbofan engine run-to-failure 
trajectories. Sensors: Multivariate sensor readings for 
RUL benchmarking. 
 
4.3 Performance metrics and evaluation criteria 
The proposed framework is evaluated theoretically 
through the following metrics: 
Prediction accuracy (PA): The proportion of correctly 
predicted failures to total predicted failures, expressed 
as: 

 𝑃𝐴 = [ 
𝑐𝑜𝑟𝑟𝑒𝑐𝑡 𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑖𝑜𝑛𝑠

𝑡𝑜𝑡𝑎𝑙 𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑖𝑜𝑛𝑠
 ] ∗ 100                      (1)  

Precision: The ratio of correctly identified failures to all 
identified failures, mathematically, can be expressed as: 

𝑃 =  
𝑇𝑝

𝑇𝑝+𝐹𝑝
                                                           (2) 

Recall: The ratio of correctly identified failures to all 
actual failures, can be expressed as: 

𝑅 =  
𝑇𝑝

𝑇𝑝 + 𝐹𝑛
                                                             (3) 

Reduction in downtime (DR): Percentage of reduction 
in unscheduled downtime from traditional methods of 
maintenance: 

𝐷. 𝑅 =  [
(𝑇. 𝐷. 𝑇 − 𝑃. 𝐷. 𝑇)

𝑇. 𝐷. 𝑇
] ∗ 100                          (4) 

Cost savings (C.S): The Estimated Reduction in 
Maintenance Costs: 

𝐶. 𝑆 =  [
(𝑇. 𝑀. 𝐶 − 𝑃. 𝑀. 𝐶)

𝑇. 𝑀. 𝐶
] ∗ 100                           (5) 

F1 score: The Harmonic Mean of Precision and Recall: 

𝐹1 − 𝑆𝑐𝑜𝑟𝑒 = 2 ∗ 
(𝑃 ∗ 𝑅)

(𝑃 + 𝑅)
                                          (6) 

 
4.4 Assumptions and limitations 
• Data quality: The simulation is based on the assumption 
that sensors provide the required information, which is 
not always the case. 
• Network reliability: The simulation assumes that there 
is no disruption in the IoT sensors and servers’ 
communication. 
• Model generalization: The simulation assumes that the  
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model will work for all types of equipment. 
• Security threat Model: The simulation assumes that the 
blockchain technology can secure data from 
unauthorized alteration and access. 

These assumptions have not been tested empirically. 
Secondly, there is a generalization risk: models learned 
on the data of one region or for one type of turbines may 
not work for other regions and other types of turbines 
because of differences in their blade design, the climate 
they operate in, and their operational regime. Finally, the 
candidate sets of data in Section 4.2 are regionally and 
manufacturer-restricted (primarily European wind 
farms) and therefore, a model learned from them would 
need additional tuning before it can be applied 
elsewhere.   
 
5. Results and discussion 
5.1 Theoretical performance analysis 
Based on the simulation scenario introduced in section 4, 
the new AI-based predictive maintenance system is 
theoretically expected (and hence it is only a hypothesis) 
to demonstrate the following indicators: 
 

5.1.1 Prediction accuracy and reliability 
The combined approach of using the power of ML, DL, 
and digital twin for failure prediction can theoretically 
achieve up to 85-95% accuracy rates, as suggested by 
similar studies on digital-twin/AI based fault detection in 
and depending on the complexity of the predicted failure 
pattern and the amount of data used.[6,39] Critical failure 
classes are the easiest to predict because of their distinct 
failure patterns. In contrast, minor failures are much 
harder to predict since their patterns are less 
conspicuous. The precision-recall results in Table 2 show 
that the model performs almost equally well in terms of 
precision and recall, with F1 values close to 1. 
 

5.1.2 Downtime reduction 
The use of a digital twin for predictive maintenance can 
provide substantial improvements in unplanned 
downtime of about 25% to 35% less than what is 
achievable by using reactive methods, according to 
downtime- reduction values found in the literature for 
digital-twin PdM; the subsequent planned-maintenance-
efficiency and emergency-response-time values are 
assumed, since not found in the literature. [1,6] 

Furthermore, the use of a digital twin would improve the 
efficiency of planned maintenance by about 15% to 20% 
due to optimized schedules and reduce emergency-
response time by 30% to 40%. 
 

5.1.3 Cost implications 
The proposed framework will save 20-30 in total 
maintenance costs, 15-25 in losses due to downtime, and 
extend the equipment’s life cycle by 10-15%. The values 
were calculated using the cost study mentioned above 
(reduction in downtime). However, the number was not 
extracted from it directly; instead, it was most likely used 
as the basis of calculations for the numbers presented in 
the framework. 
 
5.2 Comparative analysis with traditional 
approaches 
To further validate the theoretical advantages of our 
proposed system, a comparative analysis was conducted 
against conventional maintenance strategies, as shown in 
Table 3. This comparison highlights how the integration 
of digital twin technology, AI, and IoT fundamentally 
shifts maintenance from a cost center into a strategic 
asset for operational efficiency. The analysis presented in 
Table 3 illustrates the clear theoretical advantages of our 
approach. While reactive maintenance is characterized 
by high costs and frequent unplanned downtime, and 
scheduled maintenance offers only moderate 
improvements with limited data utilization, the proposed 
PDM framework achieves low downtime frequency, 
optimized maintenance costs, and extended equipment 
lifespan. Critically, our approach provides high-accuracy 
failure prediction through comprehensive data 
utilization, representing a significant advancement in 
maintenance strategy efficacy and demonstrating the 
substantial return on investment achievable through the 
integration of these cutting-edge technologies. Note on 
Table 3 sourcing: the qualitative ratings above reflect the 
framework's design assumptions and are informed by 
the comparative maintenance-strategy findings in and; 
they are not derived from a benchmark experiment 
conducted in this study.[1,6,39] A quantitative benchmark 
table (accuracy, precision, recall, F1, ROC-AUC/PR-AUC, 
RMSE/MAE, inference latency, and compute cost) is 
planned for the follow-on validation study described in 
Section 6 and is not included here because these metrics 
have not yet been measured. 

Table 2: Theoretical (illustrative values) prediction performance metrics. 

Failure Type Prediction Accuracy Precision Recall F1-Score 

Class I (critical) 92 – 95 90 – 94 88 – 92 0.89 – 0.93 

Class II (moderate) 87 – 91 85 – 89  83 – 87 0.84 – 0.88 

Class III (minor) 82 – 86 80 - 84 78 - 82 0.79 – 0.83 
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Table 3: Comparative analysis of maintenance approaches 

Parameter Reactive Maintenance Scheduled Maintenance Proposed PDM Framework 

Maintenance Cost High Moderate Low 

Equipment Lifespan Very High High Moderate 

Data Utilization None Minimal Comprehensive 

Failure Prediction Impossible Limited High Accuracy 

5.3 Validation of research questions 
RQ1: The proposed architecture design theoretically 
suggests that the integration of the IoT data and digital 
twin with AI may reduce the occurrence of unplanned 
downtime by 25-35%. Thus, it is possible that IoT-driven 
industrial production will see an increase by 25-35%, as 
it allows for uninterrupted work and optimal utilization 
of resources. The answer is based on theoretical 
assumptions found in the provided design and research 
rather than actual measurements; for reference, see 
Section 5.1.2, which discusses downtime reduction in 
detail. 
RQ2: Digital twin technology can be used to create a 
virtual replica of wind turbines that will allow the 
operators to ensure ongoing synchronization and update 
the data about the real-time physical environment in 
which the machines are operating in order to enable 
failure simulation, prediction, and maintenance prior to 
any actual occurrences. This answer is based on 
conceptual (theoretical) projection in the framework 
design; refer to Section 3 Digital Twin Synchronization 
and Drift Management for the design description. 
RQ3: Machine learning models are capable of analysing 
patterns from failure cases and current sensor data 
efficiently and effectively, allowing for detection of 
developing anomalous patterns and trends that suggest                                  
impending failures with up to 85-95% accuracy for 
different failure categories. This is a 
theoretical/conjectural statement based on the rationale 
provided in Section 5.1.1 for the prediction-accuracy 
claims. 
RQ4: The real-time data collection enabled by IoT 
guarantees the constant availability of data, thus enabling 
the identification of abnormal conditions and making it 
possible to make maintenance decisions based on the 
current state of the equipment and schedule 
maintenance accordingly, resulting in reduced impact on 
operations. This answer is a theoretical/conceptual 
projection grounded in the framework design; see 
Section 3.6 (Internet of Things) for the supporting design 
detail. Empirical answers to RQ1-RQ4 will be produced 
by the planned validation study outlined in Section 6, 
once the framework has been tested against the 
candidate real-world datasets identified in Section 4.2. 

6. Future work 
Subsequent research needs to focus on implementing the 
proposed predictive maintenance system by integrating 
blockchain for secure and transparent data sharing, 
employing advanced deep learning models for high-
accuracy fault prediction, and employing edge computing 
to enable real-time processing with low latency. 
Furthermore, scalability to different industrial domains 
should be investigated to ensure that it can adapt to 
machines of different types. The emergence of self-
healing systems capable of autonomously modifying 
operational parameters, as well as multi-agent AI 
systems for collaborative decision-making, may further 
enhance the optimization of maintenance strategies. 
Further, the optimization of AI models for energy 
efficiency will be essential in achieving sustainable and 
cost-effective predictive maintenance. Addressing these 
issues, future improvements can make industrial 
maintenance systems more intelligent, autonomous, and 
robust. 
 
6.1 Planned empirical validation 
The candidate datasets identified in Section 4.2 
(Kelmarsh, Penmanshiel, EDP Open Data, and NASA C-
MAPSS as a prognostics-benchmarking proxy) will form 
the basis of the intended validation protocol. This 
protocol follows the model specification proposed in 
Section 3 ("Proposed Model Specification"): candidate 
LSTM/GRU, 1-D CNN, and Random Forest/XGBoost 
models will be trained on a time-based 70/15/15 split, 
evaluated with 5-fold walk-forward cross-validation, and 
compared against rule-based threshold alerting and 
simulated scheduled-maintenance baselines using the 
quantitative benchmark metrics (accuracy, precision, 
recall, F1, ROC-AUC/PR-AUC, RMSE/MAE, inference 
latency, compute cost) referenced in Section 5.2. 
 
7. Conclusion 
With these studies in mind, we have combined advanced 
technologies such as digital twin, predictive 
maintenance, AI, (ML), (DL), IoT, and Industry 4.0 with 
each other for the efficient and reliable working of 
industrial systems, especially for wind turbines. With the 
help of digital twins and IoT sensors, real-time data is 
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collected, which is then analyzed through AI and Machine 
Learning algorithms. With this, we can detect equipment 
failures at early stages and optimize the maintenance 
schedule to decrease unplanned downtime. This method 
not only helps in reducing the maintenance cost but also 
increases the operational life of equipment. Moreover, by 
utilizing deep learning and machine learning algorithms, 
the analysis of unstructured data, revealing patterns in 
causes of failure, becomes available, which applies to the 
problems of the wind power industry, as part of Industry 
4.0. This approach, the utilization of such methods, 
complies with the concept of Industry 4.0, making 
manufacturing processes and other large-scale 
industries more adaptive and efficient, thus promoting 
the creation of smart and resilient sectors. In this way, it 
is necessary to note that the framework suggested in the 
paper should be considered as an advanced conceptual 
model, for which the presented results are only 
theoretical predictions, yet to be supported by 
experimental data. The key limitations of the model 
include that the described performance indicators were 
not experimentally validated on the real-world 
equipment, that the obtained model is yet to be tested for 
its ability to generalize on different types of turbines and 
geographical locations, and that the performance of the 
blockchain part of the system and its underlying 
infrastructure was not evaluated; therefore, the 
validation experiments that are going to be performed in 
the sixth section of the paper are of particular 
importance. 
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  P A =  [     c o r r e c t   p r e d i c t i o n s  t o t a l   p r e d i c t i o n s   ] ∗ 100                                             ( 1 )  


  P =     T p  T p + F p


  R =     T p  T p + F n                                                                                                                           ( 3 )


  D . R =    [    ( T . D . T − P . D . T )  T . D . T ] ∗ 100                                                     ( 4 )


  C . S =    [    ( T . M . C − P . M . C )  T . M . C ] ∗ 100                                                       ( 5 )


  F 1 − S c o r e = 2 ∗      ( P ∗ R )   ( P + R )                                                                                     ( 6 )

