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Abstract

The rapid growth of digital payment systems and e-commerce platforms
has significantly increased the volume of credit card transactions
worldwide, consequently raising the risk of fraudulent financial
activities. Detecting fraudulent transactions remains a challenging
problem due to the highly imbalanced nature of transaction datasets
and the constantly evolving behavior of fraud patterns. Traditional rule-
based detection systems and single machine learning models often
struggle to identify both known and previously unseen fraud patterns
effectively. To address these challenges, this study proposes a hybrid
credit card fraud detection framework that integrates supervised and
unsupervised machine learning approaches. In the proposed
framework, XGBoost is employed as the primary supervised learning
model to identify known fraud patterns from labeled transaction data
due to its strong performance in handling nonlinear feature interactions
and class imbalance. To complement this approach, an autoencoder-
based anomaly detection model is used to identify unusual transaction
behaviors by analyzing reconstruction errors from normal transaction
patterns. The outputs of these two models are combined using a logistic
regression-based meta-classifier, which learns an adaptive fusion
strategy for integrating supervised fraud probabilities and
unsupervised anomaly scores. The proposed hybrid system was
evaluated using the BankSim transaction dataset, which simulates
realistic financial transaction behavior. Experimental results
demonstrate that the standalone XGBoost model achieved an Average
Precision (AP) of 0.79, an F1-score of 0.719, precision of 0.743, and
recall of 0.697. The final hybrid meta-classifier model achieved an AP of
0.724, Fl-score of 0.703, precision of 0.689, and recall of 0.718,
indicating improved recall stability and robustness in detecting
fraudulent transactions. These results highlight the potential of hybrid
machine learning architectures for enhancing fraud detection reliability
in financial systems.

Keywords: Credit card fraud detection; Hybrid machine learning;
XGBoost; Autoencoder; Anomaly detection; Class imbalance.
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1. Introduction

The rapid expansion of digital payment platforms and
online financial services has significantly increased the
number of credit card transactions worldwide. While this
growth has improved convenience for consumers and
businesses, it has also created new opportunities for
financial fraud. Credit card fraud leads to substantial
financial losses for banks, merchants, and customers each
year, making it one of the most critical challenges in
modern financial security systems. According to recent
studies, fraudulent activities in digital payment systems
continue to grow due to increasing transaction volumes
and the widespread adoption of online payment
infrastructures.i2l Therefore, developing reliable and
intelligent fraud detection systems has become an
essential requirement for financial institutions.

Traditional fraud detection systems were primarily
based on rule-based mechanisms and manual monitoring
processes. These systems typically relied on predefined
rules such as transaction thresholds, location
mismatches, or unusual spending patterns. Although
rule-based systems are simple to implement, they often
struggle to detect complex or previously unseen fraud
patterns. Fraudsters constantly adapt their strategies,
making static rule-based approaches ineffective for
modern financial environments.s1 Additionally, these
systems generate a high number of false alarms and
require continuous manual updates to maintain
effectiveness.

To address these limitations, machine learning
techniques have been widely adopted for credit card
fraud detection. Machine learning models can learn
patterns from historical transaction data and
automatically identify suspicious activities. Various
algorithms such as logistic regression, decision trees,
random forests, and gradient boosting methods have
been successfully applied to fraud detection problems.[45l
Among these approaches, ensemble learning models
such as XGBoost have shown strong performance due to
their ability to capture complex nonlinear relationships
within large-scale transaction datasets.

Despite the success of supervised learning techniques,
these methods rely heavily on labeled data and may
struggle to detect new or evolving fraud patterns that
were not present during training. To overcome this
limitation, unsupervised anomaly detection techniques
have also been explored in fraud detection research.
Methods such as autoencoders, isolation forests, and
clustering-based approaches attempt to model normal
transaction behavior and detect deviations from it as
potential fraud.l671 Autoencoders, in particular, have been
widely used for anomaly detection because they learn
compact representations of normal data and identify
anomalies through reconstruction error.

Several studies have attempted to combine supervised
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and unsupervised learning methods to improve fraud
detection performance. Hybrid frameworks that
integrate classification models with anomaly detection
mechanisms have been proposed to leverage the
strengths of both approaches.sl Meta-learning
techniques have also been explored, where multiple
models are combined using a higher-level classifier that
learns optimal decision boundaries from the outputs of
individual models.101 Such hybrid systems aim to
improve robustness by detecting both known fraud
patterns and previously unseen anomalies.

Although previous studies have demonstrated
promising results using ensemble and hybrid learning
strategies, many existing approaches either focus on a
single learning paradigm or rely on fixed-weight
combinations of model outputs. These strategies may not
effectively adapt to different transaction behaviors or
varying fraud patterns across datasets. Furthermore, the
integration of supervised and unsupervised models in a
unified decision framework remains an area that requires
further exploration.

To address these challenges, this study proposes a
hybrid credit card fraud detection framework that
integrates supervised classification and unsupervised
anomaly detection using a meta-classifier fusion strategy.
In the proposed system, XGBoost is used as the primary
supervised learning model to detect known fraud
patterns from labeled transaction data, while an
autoencoder-based anomaly detection model is
employed to identify unusual transaction behavior. The
outputs of these models are combined using a logistic
regression-based meta-classifier, which learns how to
optimally fuse supervised fraud probabilities and
unsupervised anomaly scores.

The main objective of this work is to design a practical
and scalable fraud detection system that improves
detection robustness while maintaining interpretability
and computational efficiency. The proposed approach is
evaluated using the BankSim transaction dataset, which
simulates realistic financial transaction behavior. By
integrating complementary machine learning paradigms
within a unified framework, the study aims to provide an
effective fraud detection solution capable of supporting
modern financial monitoring systems.

2. Methodology

This section provides a detailed explanation of the
dataset used, the methodology for preprocessing, the
supervised and unsupervised learning models, the hybrid
fusion strategy, the meta-classifier design, the evaluation
metrics, and the implementation of the system. The
proposed methodology is designed to address class
imbalance and evolving fraud patterns, following the
challenges identified in prior studies.
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2.1 Dataset description

For the experimental evaluation of the proposed fraud
detection model, the chosen simulation dataset is the
BankSim dataset. BankSim is a synthetic dataset, and
synthetic datasets such as this one have been widely used
in the field of fraud detection, since real banking data
sources are inaccessible in some regions because of
privacy and legal issues related to the confidentiality of
customer information, as stated in [11].

The data are in the form of many transaction records
made during consecutive time steps. In each transaction,
the parameters include the transaction time or step,
transaction amount, customer age group, gender,
transaction type, and transaction class or label indicating
fraud or a genuine transaction. The transaction types
cover several areas such as food, transportation services,
travel services, technology transactions, and lifestyle
transactions. This allows research to conduct fraud
analysis that depends on transaction type, as in previous
works on anomaly detection.

Although BankSim is a synthetic dataset, it has been
widely adopted in fraud detection research because of its
ability to realistically simulate customer behavior,
transaction dynamics, and fraud patterns under
controlled conditions. The use of BankSim enables
reproducible experimentation while avoiding privacy
and legal constraints associated with real financial data.

2.2 Data preprocessing

Data preprocessing is considered one of the most critical
phases in fraud detection systems; the raw data of a
transaction often contain irrelevant attributes,
categorical variables, and features that are
heterogeneously scaled. Poor preprocessing can severely
degrade model performance and generalizability, as has
been reported in several studies.[12]

2.2.1 Feature selection and cleaning

Initially, identifier-based features such as customer ID,
merchant ID, and geographic code were filtered out.
These features act more like unique identifiers rather
than behavioral indicators and tend to be risky for model
overfitting if used in training. A similar strategy for
feature filtering has been followed in previous fraud
detection frameworks to eliminate noise and help in
generalizing better performance for unseen data.(3

2.2.2 Categorical feature encoding

One-hot encoding was applied to transform categorical
attributes, including customer age group, gender, and
transaction category. In this encoding, each categorical
value is composed of a binary feature so that no ordinal
relationship unintended between categories is imposed
by the machine learning models. One-hot encoding is
widely applied in fraud detection pipelines because it is

Journal of Information and Communications Technology: Algorithms, Systems and Applications

simple yet effective in preserving the categorical
information of data examples.[14

2.2.3 Feature scaling

The number of transactions has a wide numerical range
and was therefore normalized to have zero mean and unit
variance using standard scaling. Feature scaling is
essential in gradient-based models and neural networks
because unscaled features may dominate the learning
process and negatively affect model convergence and
learning stability. Normalization techniques are
commonly used in machine learning-based anomaly and
intrusion detection systems to improve classification
effectiveness and ensure balanced feature contribution
during model training.[1s]

2.2.4 Train-validation-test split

The dataset is split into training, validation, and test
datasets with stratified sampling to maintain the fraud-
to-nonfraud ratio of the original dataset across all the
splits. According to [16] and [17], stratification is
important for imbalanced datasets to avoid biased
validation results.

2.2.5 Handling class imbalance

To counter the class imbalance in supervised learning the
synthetic minority over-sampling technique (SMOTE)
was used solely for the training data. SMOTE helps in
creating artificial samples for the minority class and thus
enables the classifier to better detect the fraud class.
Note, however, that oversampling is not performed for
validation and test data to avoid inflating performance
measures, and techniques to be used are as stated in [6,8].
The full preprocessing pipeline was serialized and stored
so that it would work identically in both the training and
deployment environments to avoid the problems with
data leakage and preprocessing differences mentioned in
other studies on model deployment.fe!

2.3 Supervised learning models

The major mechanism for known fraud pattern detection
is supervised learning models, which are based on
labeled transaction data. Several supervised classifiers
were assessed to select the best model that can be
integrated into the hybrid framework.

2.3.1 Logistic regression

Owing to its interpretability and computational
efficiency, logistic regression was used as a baseline
among the tested supervised classifiers. It models fraud
probability by adopting a linear decision boundary with
a sigmoid activation. Logistic regression has been widely
used in early fraud detection systems, but its application
essentially faces serious limitations because it can hardly
capture any complex nonlinear relationships that might
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appear in transaction data. The probability of fraud can
be expressed as

P(y = 1|x) = ——

1+e-(wT x+b)

(1)

where,
x represents the input feature vector consisting of the
supervised fraud probability and the anomaly score, w
represents the learned weight vector, and b is the bias
term. The output of the logistic regression model
corresponds to the final fraud probability produced by
the hybrid system.

During training, the parameters are optimized by
minimizing the logistic loss function given by

L=~ Zilyilog(p) + (1 - ) log(1 —p)]

where,
yi represents the true class label and p; represents the
predicted probability of fraud.

(2)

2.3.2 Random forest classifier

Random forest is an ensemble learning algorithm that
makes use of the combined outputs of a series of decision
trees that have been trained on random subsets of
features. This helps overcome the weaknesses of linear
models. Various previous studies have proven the efficacy
of the random forest model in the area of fraud detection
even in comparison to the linear model.7131 The
disadvantage of the random forest model is that it
becomes complex in larger datasets.

2.3.3 XGBoost classifier

Among the supervised models that were considered for
evaluation, XGBoost (Extreme Gradient Boosting), which
demonstrated excellent performance, was chosen as the
chief supervised model. XGBoost is an algorithm that
builds an ensemble of weak models sequentially by
maximizing and regularizing an objective function. Its
efficacy in addressing missing values, handling complex
interactions in the feature space, and controlling
overfitting via regularization has been recognized the
literature on fraud detection tasks.[2412]

Experimental results have proven that XGBoost
outperforms logistic regression and random forest in
terms of precision, recall, Fl-measure, and average
precision. The general objective function used in XGBoost
can be expressed as

Obj = XL 1(y;, 9 + Xis (R (3)

where,

I(y;,9;) represents the loss function measuring the
difference between the predicted value y; and the true
label y; and Q(f}) represents the regularization term that
penalizes model complexity. The regularization term is
defined as
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0(6) =T + ;AT] w} 4)
where,

T is the number of leaves in the decision tree, wj
represents the weight of leaf j, and y and 4 are

regularization parameters used to prevent overfitting.

2.4 Unsupervised learning model

Although it has proven to be quite successful in finding
known fraud patterns, supervised models are limited in
that they rely on labeled data. To improve the detection
capabilities of new and developing fraud patterns, an
unsupervised anomaly detection model was added.

2.4.1 Autoencoder-based anomaly detection

For the unsupervised part of the learning process, a deep
autoencoder was used. An autoencoder is a neural
network thatis used to learn a representation of the input
data that has to be reconstructed through self-learning by
reducing the error in reconstruction. When trained for
normal transactions alone, autoencoders can effectively
learn normal behavior in the pattern of legitimate
transactions. Those that are not anomalies are deemed to
have larger errors in reconstruction.l1417]

For this purpose, the AE architecture had more than
one hidden layer for learning nonlinear relationships
among the features. The features were scaled before
training the AE. The reconstruction error which was
calculated as the mean squared error between the
original and reconstructed outputs was used as the AE
score to measure the anomaly of each transaction.

It has been observed in the literature that the use of
autoencoders is effective at uncovering novel patterns of
fraudulent activity, but in a standalone manner, they may
produce high false positive rates.[t71 The drawback of the
method sparks interest in using them in a hybrid model.
The autoencoder is not expected to be a substitute
classifier by itself for fraud detection, but rather a
supporting source of anomalies to be used jointly with
the results of supervised classification. The
reconstruction process of the autoencoder can be
expressed as

x = g(f()) Q)

where,

(x) represents the encoder function that maps the input
data to a lower-dimensional latent representation and (+)
represents the decoder function that reconstructs the
input from the latent space.

The reconstruction error used for anomaly detection
is computed using the mean squared error (MSE) loss
function
(6)

1 o
Lyg = Ezlivﬂ(xi —%)?

where,
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xi represents the original transaction features and X;
represents the reconstructed output generated by the
autoencoder. Transactions with higher reconstruction
errors are considered anomalous and may indicate
potential fraud.

2.5 Hybrid model architecture

The proposed hybrid fraud detection system combines
the outputs of the supervised XGBoost model and the
unsupervised autoencoder anomaly score using a meta-
classifier. Hybrid learning strategies that integrate
supervised and unsupervised models have been shown to
improve fraud detection performance by leveraging
complementary strengths of different algorithms.8101 In
such systems, supervised models capture known fraud
patterns from labeled data, while unsupervised models
identify anomalous transaction behaviors that may
correspond to previously unseen fraud cases.[611]

Let Pxcp represent the fraud probability generated by the
XGBoost classifier and Sag represent the anomaly score
obtained from the autoencoder reconstruction error. The
input vector to the meta-classifier is defined as

z = [Pxgp, Sag] (7)

The final fraud probability predicted by the hybrid model
is obtained using the logistic regression function

(8)

Puypria = 0(W1Pxgp + WySag + b)

where,

w; and w, represent the weights learned by the meta-
classifier and o(-) represents the sigmoid activation
function. The logistic regression model learns these
parameters during training by minimizing the
classification loss over validation data. This formulation
enables the meta-classifier to automatically determine
the relative importance of supervised fraud probabilities
and unsupervised anomaly scores when making final
predictions.

By learning this adaptive fusion strategy, the hybrid
framework can dynamically adjust the contribution of
each model depending on the transaction characteristics.
Similar meta-learning-based ensemble approaches have
been successfully applied in fraud detection systems to
improve robustness and decision reliability.[10

2.6 Meta classifier fusion strategy

To address the limitations of fixed fusion approaches,
logistic regression meta-classifier-based adaptive fusion
of model outputs was proposed. Substantial
improvement in ensemble learning have been achieved
by learning optimal fusion strategies directly from data
rather than depending on rule-based specifications.4¢l In
the proposed model, the meta-classifier is applied to the
outputs of both supervised and unsupervised learning
components, namely, the fraud probability estimated
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using the XGBoost classifier and the anomaly scores
computed from the reconstruction errors of the
autoencoder. The meta-classifier then combines these
two different outputs to yield the eventual fraud
probability of each transaction. This learning model
enables automatic validation data-driven computation of
the weights of supervised and unsupervised data inputs
to the model, thus making it irrelevant to include static
fusion weights in supervised learning models. In
addition, it should be noted that a validation data-driven
decision threshold was considered to optimize the F1-
score in this research. This was aimed at achieving a good
balance between precision and recall in fraud probability
estimation.8121 Logistic regression was selected for meta-
classifier fusion because of its interpretability,
probabilistic calibration, and stability, rather than as a
novel modeling contribution.

Table 1: Model configuration details.

Component Configuration detail

Binary logistic objective; trained using

default hyperparameters of the
XGBoost Classifier ~ XGBoost library; probability-based
output used for fusion; class imbalance
handled through data resampling
Fully connected symmetric
architecture; input dimension = 26
features; trained on normal
Autoencoder transactions only; loss function = mean
squared error; optimizer = Adam;
reconstruction error used as anomaly
score
Feature scaling applied prior to
Autoencoder . .
. training; reconstruction scores
Preprocessing : . . .
normalized using Min-Max scaling
Logistic regression; input features =
XGBoost fraud probability and

autoencoder anomaly score; trained on

Meta-Classifier

validation data
Decision Selected based on F1-score

Threshold maximization on validation set

2.7 System architecture of the proposed hybrid fraud
detection framework

The proposed hybrid credit card fraud detection
framework follows a multi-stage machine learning
architecture  designed to integrate supervised
classification and unsupervised anomaly detection in a
unified system. Hybrid architectures combining
classification and anomaly detection models have been
widely explored in security and anomaly detection
systems to improve detection robustness and
adaptability across evolving attack patterns.i1819 The
architecture begins with the input of raw transaction data
containing various attributes such as transaction step,
transaction amount, customer age group, gender, and
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transaction category. These features represent the
behavioral and transactional characteristics that can
indicate normal or fraudulent activity patterns.

Before model training, the transaction data pass
through a preprocessing module that performs several
essential transformations. Categorical attributes such as
age group, gender, and transaction category are
converted into numerical representations using one-hot
encoding to make them suitable for machine learning
models. In addition, numerical attributes such as
transaction amount and transaction step are normalized
through feature scaling to ensure that all features
contribute equally during model learning. Similar
preprocessing and feature engineering strategies have
been widely applied in intelligent security systems and
anomaly detection frameworks to improve classification
accuracy and system stability.1920 The preprocessing
stage produces a 26-dimensional feature vector that is
used as the input for the learning models. Importantly,
the same preprocessing pipeline is applied during both
training and inference to maintain consistency and
prevent data leakage.

Following preprocessing, the framework employs two
parallel machine learning branches. The first branch
consists of a supervised learning model implemented
using the XGBoost classifier. This model is trained using
labeled transaction data and learns complex nonlinear
relationships between transaction features and fraud
labels. The output of this branch is a probability score
representing the likelihood that a given transaction is
fraudulent

The second branch consists of an unsupervised
anomaly detection model based on an autoencoder

neural network. The autoencoder learns the normal
structure of legitimate transaction data through an
encoder-decoder architecture that attempts to
reconstruct the input features. During inference, the
reconstruction error between the original transaction
and the reconstructed output is computed. Transactions
with higher reconstruction errors are interpreted as
anomalies and are assigned higher anomaly scores.
Similar anomaly detection approaches have been used in
network security and traffic monitoring systems to
identify unusual behavioral patterns within large-scale
data streams.[21]

As illustrated in Fig. 1, the outputs generated by the
supervised and unsupervised models are subsequently
combined through a fusion layer implemented using a
logistic regression meta-classifier. This meta-classifier
receives two inputs: the fraud probability predicted by
the XGBoost classifier and the anomaly score produced by
the autoencoder. By learning from validation data, the
logistic regression model determines how much
importance should be assigned to each signal when
making the final prediction.

The meta-classifier generates a final fraud probability
that represents the combined decision of the supervised
and unsupervised components. This probability is then
evaluated against a predefined decision threshold to
classify the transaction as either fraudulent or legitimate.
The hybrid architecture therefore leverages the strengths
of both learning paradigms: the supervised model
effectively detects known fraud patterns learned from
labeled data, while the unsupervised autoencoder
identifies unusual transaction behavior that may
correspond to previously unseen fraud scenarios.

. Supervised Model
Preprocessing (Branch 1)
Module
XGBoost Classifier
_ » Trained on labeled data
One-Hot Encoding 5 .| Fusion Layer
Input Layer (age, gender, category) Output: »| (Meta-Classifier) Decision
, , Probability of Fraud “!, er
- Numeric Scaling (0-1)
Raw Transaction (amount, step) Inputs: XGBoost
Data 2 probability, | Threshold-based
: 2 Outputs Autoencoder Classification
(FDGIdS. step, 26-dimensional Model anomaly score Output: =5
AATHRAN, S0 feature vector (Branch 2) Final Fraud Output:
gender, Model: Logistic | Probability | g oy /Nt Fraud
category) : Regression (0-1)
Same transformations Autoencoder Meta-Classifier
applied to training and P (Deep Neural Network) >
NIk Encoder - Bottleneck
— Decoder
Output:
Reconstruction Error
- Scaled Anomaly
Score (0-1)

Fig. 1: Architecture of the proposed hybrid credit card fraud detection framework integrating supervised XGBoost
classification, autoencoder-based anomaly detection, and logistic regression meta-classifier fusion.
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By combining these complementary approaches
through meta-learning, the proposed architecture
improves the robustness and adaptability of the fraud
detection system. This design enables the framework to
maintain strong detection performance while reducing
the limitations associated with using a single learning
method.

2.8 Evaluation metrics

In assessing the model performance, a number of metrics
were incorporated into the test environment. The
accuracy was calculated but not utilized to determine the
performance because of the imbalance in classes.
Precision is a performance evaluation metric that
measures the correctness of positive predictions made by
the model. Moreover, for a threshold-independent
assessment, the receiver operating characteristic area
under the curve and average precision were employed.
The average precision metric is very much suitable for
datasets that are imbalanced, as it provides overall
precision and recall for all the thresholds.

2.9 System implementation and deployment

The proposed framework was implemented utilizing the
following Python-based machine learning libraries:
scikit-learn, XGBoost, and TensorFlow/Keras. All
preprocessing steps, models trained, and fusion
components were serialized for reproducibility and
consistency in deployment.

First, to demonstrate practical applicability, the final
hybrid model was deployed as a web-based application
using Streamlit. That application supports both manual
transaction inputs and batch CSV uploads, not perform
preprocessing, model inference, hybrid fusion, and result
visualization in real time. Deployment-focused design
considerations are informed by best practices reported in
recent applied fraud detection systems.i14

3. Results and analysis

3.1 Evaluation strategy and metrics

This section describes an in-depth experimental
assessment and investigation of the proposed hybrid
credit card fraud detection system. A comprehensive
analysis of traditional supervised, unsupervised, and
hybrid models is conducted to highlight the effectiveness
of the proposed meta-model, which integrates all
individual models. Special attention will be given to the
evaluation  metrics for imbalanced datasets,
practicability, and improvement in performance
compared with those of individual models.

3.1.1 Accuracy

The accuracy of a system is essentially the ratio of
positively predicted results to the total number of
observations performed. Equation (9) shows how
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accuracy is calculated using the following parameters,
where the numerator accounts for all the predictions for
which the model is correct and the denominator denotes
all predictions that were made.

TP+TN

Accuracy = ——
Y = IP+TN+FP+FN

9)

where;

TP = True positive

TN = True negative

FP = False positive

FN = False negative

Here, true positive refers to the case in which the object
to be detected is actually fraud, and the system positively
classifies it as fraud whereas, true negative is the case in
which the class is not fraud, and the prototype accurately
classifies it as not fraud.

It terms of false detections and scenarios we have
parameters such as false positive and negative
respectively. False Positive is the case when the model
positively classified it to be a fraud but in actual it was not
a fraud class and false negative is the case when the
model classifies the object as not a fraud class; in practice,
it belongs to the fraud class.

3.1.2 Precision

Precision in deep learning is a performance evaluation
metric that essentially evaluates the quality and
correctness of the accuracy parameter i.e., positive
classifications by the model.

TP
TP+FP

Precision = (10)

Equation (10) shows how the precision of a model is
calculated on the basis of true positives and false
positives. Here we seek to determine the actual
correctness of a model; hence, we consider only positive
classification scenarios where the prediction is always
correct. However, it also has a major drawback because it
does not include the negatives at all, which might cause
the model to miss certain correct predictions (i.e., low
recall).

3.1.3 Recall

Within this performance evaluation parameter, we check
in actuality how many cases did the model actually
classified out of all the positive cases positively. It ranges
from O to 1. This essentially measures the model’s ability
to capture all the relevant instances of the positive class.

TP

Recall = ——
TP+FN

(11)

Equation (11) answers our question, “Out of all the actual
fraud, how many did our model find?” If a model has
higher recall, then we can safely say that the model is
classifying most of the positive classes; hence, maximum
fraud in the field of transaction is being successfully
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detected.

However, if the recall alone is too high, then the model
is classifying every object as fraud, thus making the recall
of the model 100% but reducing the precision in its
classification, which accounts for a failure in the model’s
classification.

3.1.4 F1 score

This parameter is solely based on the values of precision
and recall of the particular model, as it is a harmonic
mean of the precision and recall of the model. It ranges
between 0 (worst) and 1 (best). This metric is the one
that gives us a trade-off between the precision and recall
of a particular model. As the harmonic mean is observed
to punish the extreme high resulting values more, this is
preferred over the arithmetic mean process. As a result,
both the precision and the recall must be above the mark
to achieve a reasonably high F1 score.

Precision ‘Recall

F1score =2 X (12)

Precision+Recall

Equation (12) shows how mathematically the F1 score is
calculated using the precision and recall metric values. It
is especially used in cases where a particular model has
an imbalanced dataset or cases where the model needs to
have a proper balance between precision and recall.

3.1.5 ROC-AUC (receiver operating characteristic -
area under the curve)

A receiver operating characteristic (ROC) curve is a tool
used in the assessment of the discriminatory powers
possessed by a binary classification model at various
levels. This graph helps in plotting the true positive rate
against the false positive rate. The area under the ROC
curve is a numerical value, that reflects the degree of
separability between the classes.

TPR = ————
TP + FN

FPR = L
T FP+TN

ROC — AUC = [ TPR(FPR)d(FPR) (13)

Equation (13) above expresses the area under the ROC
curve and always lies between 0 and 1. An ROC-AUC of 1
represents excellent discriminant power. On the other
hand, 0.5 represents random classification. Turning to
the problem of credit card fraud detection, the ROC-AUC
is used to measure how well the model separates the
fraudulent class from the legitimate transactions,
regardless of the classification threshold. The higher the
ROC-AUC score is, the more likely the model is to predict
a higher probability of fraud than legitimate transactions;
thus, this serves as a good measure of imbalance in this
problem.
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3.1.6 Average precision

The average precision (AP) is a method for measuring the
performance, it is obtained by using the precision-recall
curve and is widely utilized for highly imbalanced
classification tasks. The average precision is the weighted
sum of the precision values obtained at different points
on the recall curve.

o TP
Precision = m
TP
Recall = 7p 4 FN

AP = Zn(Rn'Rn—l)-Pn (14)

In equation (14), P, and R,,, represent the precision and
recall at the nth threshold, respectively. The average
precision are between 0 and 1, and higher values
represent the superior performance of the model. AP is
particularly useful in fraud detection models since it
highlights the detection of the minority class, which in
this case represents fraud, and punishes false-positive
predictions. When the AP is high, it implies that the model
is achieving high precision with increasingly correct
detection of fraudulent transactions, rendering it a very
credible metric.

3.2 Results of the supervised learning models

Three supervised classifiers-logistic regression, random
forest, and XGBoost-were trained and tested on the same
pre-processed dataset.

3.2.1 Logistic regression

A baseline supervised logistic regression model was used
because it is quite simple to understand. Although it
converged well and performed satisfactorily, its linear
decision boundary restrained it from handling nonlinear
patterns in fraudulent activities. It therefore resulted in
lower recall and F1 measure being achieved by it as
opposed to methods that are based on ensembles. This is
in line with previous studies on fraud detection in that
linear methods perform poorly when faced with high-
dimensional data as is inherent in transaction data.67]

3.2.2 Random forest

The random forest classifier performed better than the
logistic regression model in handling nonlinear
relationships between features. The ensemble model
helped to achieve lower variance and higher recall values;
although, it had a slightly higher FP rate than the XGBoost
models did. This pattern was expected on the basis of the
results in [1] and [13], where RF models favored recall
over precision in fraud detection problems with class
imbalance issues.

3.2.3 XGBoost
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Among these, the best performance was recorded by
XGBoost for a classifier. The model achieved high
precision with strong recall and an F1-score, reflecting
that XGBoost learned the fraudulent transaction patterns
correctly. With highly promising ROC-AUC and average
precision values, XGBoost clearly maintained great
discriminative power across a wide range of thresholds.
This superior performance of XGBoost was due to its
powerful gradient boosting framework, regularization
mechanisms, and ability to model complex feature
interactions. In fact, the results presented here are in
good agreement with recent related works that position
XGBoost as a state-of-the-art approach for financial fraud
detection.2+121 Therefore, XGBoost was chosen as the
supervised backbone of the hybrid framework. Confusion
matrix can be given as follows.

The confusion matrix presented in Fig. 2 illustrates
the classification performance of the XGBoost model on
the test dataset by showing the distribution of true
positives (TP), true negatives (TN), false positives (FP),
and false negatives (FN). True positives correspond to
fraudulent transactions that are correctly identified as
fraud, while true negatives represent legitimate
transactions correctly classified as nonfraud. False
positives occur when legitimate transactions are
incorrectly classified as fraud, and false negatives
represent fraudulent transactions that the model fails to
detect. The model correctly classified 175,712 normal
transactions and 1,505 fraudulent transactions, while
521 normal transactions were incorrectly flagged as
fraud and 655 fraud cases were missed. These results
indicate that the XGBoost model achieves strong
classification performance with high accuracy and
precision in detecting fraudulent transactions.

Based on the values obtained from the confusion
matrix, evaluation metrics can be calculated to assess the
performance of the XGBoost model. Precision measures
the proportion of predicted fraud transactions that are

Predicted Normal

Actual 175,712
il True Negative
Actual 655
Fraud

False Negative

actually fraudulent and is computed using Equation (10).
Recall measures the ability of the model to correctly
identify fraudulent transactions among all actual fraud
cases and is calculated using Equation (11). The F1-score
combines precision and recall into a single metric to
evaluate the balance between detection accuracy and
completeness. Additionally, the receiver operating
characteristic-area under the curve (ROC-AUC) and
average precision (AP) metrics are used to evaluate the
model's performance across different classification
thresholds, which is particularly important for highly
imbalanced datasets such as credit card transactions.

Using these metrics, the XGBoost classifier achieved a
precision of 0.743, recall of 0.697, and an F1-score of
0.719 for the fraud class. In addition, the model obtained
an Average Precision (AP) score of 0.79 based on
probability outputs across classification thresholds,
indicating strong performance in detecting fraudulent
transactions under class imbalance conditions. These
results demonstrate that XGBoost provides a strong
baseline model for fraud detection and justify its
selection as the primary supervised component of the
proposed hybrid framework.

3.3 Results of unsupervised learning by autoencoder
The autoencoder was trained on mostly nonfraudulent
examples to learn a reduced representation of normal
behavior. The reconstruction error was used as an
anomaly score (AE score), where higher values represent
greater deviations from normal samples.

3.3.1 Standalone performance of the autoencoder

When tested alone, the autoencoder performed well in
the anomaly detection task, especially when the
anomalous transactions whose pattern deviated greatly
from the usual spending habits were pointed out. The
results revealed that the average reconstruction error of

Predicted Fraud

521

False Positive

1,505

True Positive

Fig. 2: Confusion matrix of XGBoost.
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Table 2: Performance Metrics of XGBoost model.

Metric Formula Value
Precision TP / (TP + FP) 0.743
Recall TP / (TP + FN) 0.697
F1-score 2PR/(P+R) 0.719
Accuracy (TP + TN) / Total 0.9934 (99.34%)

the anomalous transactions is significantly greater than
that of the normal transactions, indicating that the
autoencoder can learn the structure of the data.

However, when evaluated as an individual classifier, it
performed well in terms of both high recall and low
precision values. This indicates that the model
successfully identified many fraudulent patterns;
however, a considerable number of normal transactions
were misclassified as fraudulent. Such behavior is
consistent with findings in the anomaly detection
literature, where anomaly detection systems tend to
over-detect normal behaviors as anomalies.[”.14

These findings indicate that the autoencoder model
performs well in the task of detecting anomalies, but it is
not sufficient for accurate fraud classification in a real-
world environment.

3.4 Obtaining initial hybrid scores from a weighted
fusion approach

An initial method of hybrid scoring that integrates
elements from unsupervised and supervised models was
assessed via weighted average combinations. By
definition, the hybrid score is derived by linearly
combining XGBoost's predicted probabilities with those
of the autoencoder model's predicted anomalies.

3.4.1 Initial hybrid results using weighted fusion

The determination of weights was conducted through
maximizing the average precision on the validation
set(s), which had been created prior to the empirical
studies. In this initial analysis the optimal weights are
very heavily concentrated toward the supervised nature

of the models being used, with the fusion weight assigned
to the XGBoost model being in excess of approximately
0.95. This suggests that the performance of the
supervised models provided a more reliable source of
information than the unsupervised models within the
evaluated dataset did.

The analysis also indicated a limited degree of
improvement across the various metrics as a result of this
hybridization approach compared to that of the
standalone performance of the XGBoost model. In some
instances, the hybrid XGBoost model performed poorly as
a result of the low F1-score. Similar limitations exhibited
by fixed-weights using hybrid fusion approaches have
been reported in previous works.i8131 The evolution of this
static fusion approach is constrained by the limited
flexibility of its approach to accommodate variations in
transaction patterns.

Fig. 3 shows Receiver Operating Characteristic (ROC)
and precision-recall (PR) curves comparing the
performance of the supervised, unsupervised, and hybrid
fraud detection models on the test dataset. The ROC curve
illustrates class separability across thresholds, whereas
the PR curve highlights performance under class
imbalance.

3.5 Corrected autoencoder fusion results

Suboptimal fusion was caused by incorrect scaling of the
reconstruction scores from the autoencoders. Weighted
fusion was then performed with the normalized
reconstruction scores from the AEs.

3.5.1 Improved fusion after score calibration
With the proper scaling of the AE scores, the hybrid
model was able to achieve better agreement between
precision and recall. There was a large change in the
optimal fusion weight, with smaller weights (0.05-0.30)
given to the autoencoder component. This finding that,
although the information in the anomalies is important, it
has to play a supplemental, not primary, role.

These results are true to the observations in [14] and

ROC Curve Precision-Recall Curve
1 vd XGBoost (AUC=0.9918) 1 XGBoost (AP=0.7902)
/ 4 Weighted Fusion (AUC=0.5009) Weighted Fusion (AP=0.0124)
4 == Random
0.8 v 0.8
)
= /
€ o6 7 c
. /
.g , .g 0.6
£ /, o2
[ Vi g
o
0.4 7 =
% B & 04
= 4
= 7,
0.2
0.2
0 0
0 0.5 1 0 0.5

False Positive Rate
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Fig. 3: Receiver Operating Characteristic (ROC) and precision-recall curves.
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[17], where the emphasis is on calibrating the anomaly
scores carefully prior to use in a hybrid fraud detection
approach. The low fusion weights associated with the
autoencoder demonstrate that its contribution is
supplementary and not primary, which is confirmed by
its inherent ability to produce false positives as a sole
contributor.

3.6 Final hybrid results using metaclassifier fusion
To overcome the limitations of fixed-weight fusion
methods, a meta-classifier based on logistic regression
was proposed as the final hybrid scheme.

3.6.1 Meta classifier training

The meta-classifier was then trained on two input
variables: the fraud probability derived from the XGBoost
supervised learning classifier and the reconstruction
anomaly score derived from the autoencoder. The target
output for the meta-classifier corresponded to the binary
fraud label. This was achieved on the validation set,
allowing the meta-classifier to learn the best possible
combination of both supervised and unsupervised
information. This learning enabled the logistic regression
meta-classifier to automatically weigh the importance of
the input signals for an improved fraud detection
accuracy on any transaction pattern without human
intervention.

3.6.2 Test set performance
Compared with all the other approaches, the meta-
classifier-based hybrid model resulted in the best overall
performance. The meta-classifier-based hybrid approach
enhanced the recall without leading to a significant
increase in the number of false positives. Consequently,
the F1-score improved.

The hybrid approach maintained a high value for the
ROC-AUC, meaning a indicating strong separation
between classes, and scored well on average precision,

Predicted Normal

Actual

Normal True Negative
Actual 610
Fraud

175,535

False Negative

ensuring good robustness to strong class imbalance.
These experiments show that meta-learning is a more
flexible and robust fusion function than weighting based
on a human judgment, as already suggested in [2,4] and
[6]. While the single XGBoost model has better
performance in terms of average precision, the hybrid
meta-classifier is much more stable and robust for recall
through thresholds. This trade-off is important in fraud
detection systems where missing only a few cases of
fraud is usually preferred over minor improvements in
precision.

Fig. 4 illustrates the confusion matrix for our
proposed hybrid fraud detection framework that
employs a logistic regression meta-classifier. The hybrid
system accurately detected 175,535 normal transactions
as well as 1,550 fraudulent transactions. Meanwhile, 698
normal transactions were wrongly classified as fraud and
610 fraudulent ones were misclassified as normal.
Overall, this shows that the hybrid framework enhances
recall and the ability to detect fraud by integrating
supervised and anomaly-based signals.

3.7 Comparative analysis

A clear advantage of the final hybrid approach is evident
from a comparative analysis across all the models
evaluated. While the performance of the supervised
learning models is very high in identifying known fraud
patterns learned from historical labeled data, there are
significant limitations in detecting novel and/or unseen
fraudulent behaviors. As expected, unsupervised models
effectively identify anomalous transaction patterns but
tend to yield a high number of false positives since they
are sensitive to rare yet legitimate behaviours. Initial
weighted hybrid fusion mainly provides marginal
performance improvements and is sensitive to score
calibration and the selection of weights for fusion. By
learning how to trust appropriately and combine the

Predicted Fraud

698

False Positive

1,550

True Positive

Fig. 4: Confusion matrix of Hybrid model (XGB+AE+Meta-classifier).
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Table 3: Comparative performance of the proposed hybrid fraud detection framework

Method Name AP F1(Fraud Class) Precision Recall
XGBoost only 0.790 0.718 0.742 0.697
Hybrid 1: XGB+IF(weighted) 0.7908 0.718 0.742 0.697
Hybrid 2: XGB+AE(broken scaling) 0.012 0.026 0.01 0.97

Hybrid 3: XGB+AE(fixed scaling) 0.79(test) 0.331 0.209 0.793
Final Hybrid 4: XGB+AE+Meta- 0.724 (AP) 0.7033 0.6895 0.718

classifier

outputs of the supervised and unsupervised models
under varying transaction conditions, it achieved the
most balanced and robust performance. This progressive
evaluation justifies the design choices that were
undertaken in the proposed framework and confirms
that recent studies in the literature integrate the concept
of complementary learning paradigms into fraud
detection.811161 The results suggest that, overall, the
hybrid methods do not outperform strong supervised
methods across the board, but they provide improved
recall and robustness, which is very important in high-
risk fraud detection situations.

Table 3 presents the performance comparison of
different fraud detection models and hybrid
configurations using standard classification metrics,
including Average Precision (AP), F1-score (Fraud class),
Precision, and Recall. The baseline XGBoost model
achieved an AP of 0.790, F1-score of 0.718, precision of
0.742, and recall of 0.697, indicating a balanced
performance between detecting fraudulent transactions
and minimizing false alarms.

Hybrid 1 (XGB + Isolation Forest with weighted
fusion) slightly improved the anomaly ranking
performance, increasing AP from 0.790 to 0.7908,
representing a marginal improvement of 0.0008 (0.1%).
However, the F1-score (0.718), precision (0.742), and
recall (0.697) remained unchanged compared to the
baseline model. This suggests that the weighted fusion
strategy slightly enhanced anomaly ranking while
maintaining the overall classification behavior of the
supervised model.

In contrast, Hybrid 2 (XGB + Autoencoder with broken
scaling) resulted in a dramatic degradation in
performance. The AP dropped sharply from 0.790 to 0.01,
representing a 98.7% decrease, while the F1-score
decreased from 0.718 to 0.02, and precision declined
from 0.742 to 0.01. Meanwhile, recall increased
substantially from 0.697 to 0.97, indicating that the
model flagged almost all transactions as fraudulent. This
imbalance resulted in an extremely high number of false
positives, demonstrating that improper feature scaling
severely disrupts the model’s ability to distinguish
fraudulent and legitimate transactions.

Hybrid 3 (XGB + Autoencoder with fixed scaling)
significantly improved performance compared to Hybrid
2. The AP increased from 0.01 to 0.79, representing an
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improvement of 0.78 points, while the F1-score rose to
0.331, precision to 0.209, and recall to 0.793. Compared
with the baseline XGBoost model, this configuration
increased recall by 0.096 (13.8%), but reduced precision
by 0.533, which consequently lowered the F1-score.
These results highlight the importance of proper feature
scaling in autoencoder-based anomaly detection systems.
Finally, the proposed hybrid model (XGB + Autoencoder
+ Meta-classifier) achieved an AP of 0.724, F1-score of
0.7033, precision of 0.6895, and recall of 0.7176.
Compared with the baseline XGBoost model, the recall
improved from 0.697 to 0.7176 (+0.0206 or 3%
improvement), while precision decreased slightly by
0.0525, and the F1-score decreased marginally by 0.0147.
Although the baseline model achieved a slightly higher
AP, the hybrid framework provided a more balanced
detection capability by integrating both supervised and
unsupervised signals, improving robustness in
identifying diverse fraud patterns.

3.8 Practical implications

Apart from the numerical results, the final hybrid yielded
prospective usability regarding successful
implementation in a dedicated web-based application.
The tool enables real-time inference, batch inference,
explanation ability via probability scores and component
contributions. This type of evaluation, aimed at utilizing
research models in real-world finance systems, was
stressed in [1,4].

4. Conclusion

In this study, a hybrid credit card fraud detection
approach combining supervised and unsupervised
machine learning algorithms is applied to address the
limitations and drawbacks of using a single model for
handling imbalanced credit card transaction data. The
proposed framework combines data preprocessing,
classification, anomaly detection, and meta-level fusion
in a practical pipeline rather than focusing solely on
developing new algorithms. Initially, several supervised
models were evaluated, and among them the XGBoost
model demonstrated strong capability in learning
complex fraud patterns from labeled data, achieving an
Average Precision (AP) of 0.79, an Fl-score of 0.719,
precision of 0.743, and recall of 0.697. In parallel, an
unsupervised autoencoder-based approach  was
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implemented to learn the patterns of normal financial
transactions and detect anomalous behavior. While these
models showed promising results individually, their
limitation such as reduced sensitivity in supervised
models and high false positive rates in unsupervised
anomaly detection highlighted the need for a combined
strategy. To address these limitations, a hybrid
framework based on a meta-classifier was developed to
combine supervised fraud probabilities with
unsupervised anomaly scores for adaptive final
predictions. In this strategy, traditional fixed heuristic
weights were replaced by weights learned from
validation data through the meta-classifier, enabling a
more data-driven and flexible fusion of model outputs.
The final hybrid model achieved an AP of 0.724, an F1-
score of 0.703, a precision of 0.689, and a recall of 0.718,
demonstrating improved recall stability and greater
robustness in detecting diverse fraud patterns, even
though the standalone XGBoost model slightly
outperformed it in certain metrics. Furthermore, the
implementation of a real-time web-based system based
on the proposed framework demonstrated the feasibility
of deploying such hybrid models in operational
environments. The system supports real-time
transaction monitoring, batch analysis, and visualization
of fraud detection results, illustrating the practical
applicability of the proposed approach in real-world
financial systems. All experiments in this study were
conducted using the BankSim synthetic dataset. While
this dataset enables controlled and reproducible
experimentation and captures several characteristics of
real transaction data, further validation on additional and
real-world financial datasets is necessary to evaluate the
generalizability of the proposed framework. Future
research will focus on evaluating the model using real
financial transaction datasets, integrating explainable Al
techniques to improve transparency, and exploring
online or adaptive learning mechanisms to better capture
the evolving nature of fraud patterns.
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  P  (  y = 1 | x ) =  1  1 +  e  − (  w  T   x + b )


  L =   −  1  N   ∑  i = 1  N  [   y  i  log ⁡   (   p  i ) + ( 1 −   y  i )  log ⁡   ( 1 −   p  i ) ]


  Obj =     ∑  i = 1 n  l  (  y i ,    y ^ i ) +   ∑  k = 1 K  Ω (  f k )


  l  (   y  i ,     y ^  i )


      y ^  i


    y  i


  𝛺 (   f  k )


  𝛺  ( f ) = 𝛾 T +    1 2 𝜆   ∑  j = 1  T    w  j 2


    x ^ = g ( f ( x ) )


    L  A E =  1  N   ∑  i = 1  N    (   x  i −     x ^  i ) 2


        x ^  i


  z = [   P  X G B ,   S  A E ]


    P  H y b r i d = 𝜎 (   w 1   P  X G B +   w 2   S  A E + b )


    w 1


    w 2


  A c c u r a c y =     T P + T N  T P + T N + F P + F N


  T P =


  T N =


  F P =


  F N =


  P r e c i s i o n =     T P  T P + F P


  R e c a l l =     T P  T P + F N


  F 1   s c o r e = 2 ×   P r e c i s i o n   ∙ R e c a l l  P r e c i s i o n + R e c a l l


  T P R =     T P  T P + F N


  F P R =     F P  F P + T N


  F P R =     F P  F P + T N


  R O C − A U C =   ∫ 0 1  T P R  ( F P R ) d ( F P R )


  P r e c i s i o n =     T P  T P + F P


  R e c a l l =     T P  T P + F N


  R e c a l l =     T P  T P + F N


  A P =     ∑  n   (   R  n -   R  n − 1 ) .   P  n


    P  n


    R  n

